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9.x
Authorisation of communication

9.x.1
Introduction

In this chapter the use cases related to authorisation of communication are described, the following use cases are identified:

· Permit / deny communication

9.x.2
Use case: Permit / deny communication

9.x.2.1
Description

The purpose of the authorisation function it to allow the network operator to control and regulate communications in order to avoid disruption/distraction to the users (for example drivers during voice communication)and preventing unauthorised communication and to minimise network load. 

The system may therefore restrict communication based on a configurable access matrix related to the FRMCS subscriber identity, the FRMCS functional identity of the equipment, the FRMCS user identity, the FRMCS functional identity of the FRMCS-users considering the source and destination address.

Note: for voice communication the address is an identity, for data communication it is an address.

9.x.2.2
Pre-conditions

The user attempts to establish a communication.

9.x.2.3
Service flows

Upon an attempt to establish a communication, the system checks if the source FRMCS-user address is allowed to invite  the  destination FRMCS-user address. FRMCS system shall consider for the verification process the source and destination FRMCS user address. 

If multiple identities are simultaneously active to a FRMCS user, the following order shall be applied to determine the authorisation of the communication establishment:

· Functional identities related to the FRMCS-user

· FRMCS user identity 

· FRMCS functional identities related to the equipment

· FRMCS subscriber identity

If the FRMCS-user is allowed to establish the communication, the FRMCS system proceeds the communication  setup.

If the FRMCS user is not allowed establish the communication, the FRMCS system shall rejects the attempt including the reason of the rejection. 

9.x.2.4
Post-conditions

Either the communication has been established or the FRMCS-user has been informed about the denial of the call attempt.

9.x.2.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.x.2.5-001]
	The FRMCS system shall be able to control and restrict the establishment of communication in order to avoid disruption/distraction of the FRMCS users (for example drivers) and to minimise network load.
	A
	
	[Needs analysis]

	[R-9.x.2.5-002]
	The FRMCS system shall be able to restrict communication based on related to the FRMCS subscriber identity, the FRMCS equipment identity, the FRMCS functional identity of the equipment, the FRMCS user identity, the FRMCS functional identity of the FRMCS-users considering the source and destination address.
	A
	
	[Needs analysis]

	[R-9.x.2.5-003]
	If multiple identities are simultaneously active to a FRMCS user, the following order shall be applied to determine the authorisation of the communication establishment:

· Functional identities related to the FRMCS-user

· FRMCS user identity 

· FRMCS functional identities related to the equipment

· FRMCS subscriber identity


	A
	
	[Needs analysis]

	[R-9.x.2.5-004]
	The FRMCS system shall inform the FRMCS user in case the FRMCS user is not allowed to establish a communication.
	A
	
	[Needs analysis]


==================================End of changes==================================
�I still don't understand the meaning of this order


Req 002 already specifies against which id shall be checked in order to establish the communication. 





Based on 002 the communication will be allowed if one of the ids in the list allow it.


By req 003 the programmer is now forced to scan the id in a certain order but the result will be the same as only 002 would be there.





