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Abstract:  This document describes a proposal on how 3GPP system can support software update for an Electronic Control Unit and it includes proposal to add security requirements in eV2X : TR 22.886v0.2.0   
5.X Proposal for secure software update for Electronic Control Unit

5.X.1	DescriptionIntroduction:

A car Electronic Control Unit (ECU) is a generic term for a software module that controls the electronics within a car system; this could be anything from the steering wheel to the brakes and with automated car driving and this becomes a key part of the car that will possibly need regular software updates. These updates are subject to major security checks and as expected this is an important topic within the automotive industry.

As 3GPP is looking into this area it is suggested that such topic should also be addressed here and some requirements should be included on this aspect in 3GPP eV2X TR.

5.X.1.1	Pre-conditions
none

5.X.1.2	Service FlowsDiscussion 
The diagram below considers the case when an UE is using eV2X to support automated driving and there is an update required to the ECU. The procedural flow is described as follows:

· UE is synchronised e.g via Bluetooth to an ECU
· Suppose a scenario where a car stops in a filling station and connects following a registration procedure to a nearby RSU
· When connected, the RSU detects the software module version of the ECU in the car via communication with the UE and detects that an update is needed. This is based on the list available to the RSU from a broadcast message from a car manufacturer cloud server. 
· The RSU will notify the UE that an update is required to the ECU and with the list of updates required. The User will be able to choose the update required from the list of updates for example. Also the user should be able to reject/defer the update required to ECU. 
· If the user chooses an update to the ECU, then additional security procedures should take place so the software download is definitely not from a wrong source and it’s actually the correct version. 
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5.X.1.3	Post-conditions
none

5.X.2	Potential RequirementsPotential Security Requirements:

[bookmark: _GoBack][PR x.xx.x-001] The 3GPP System shall provide a secure mechanism to update be able support secure update to    V2X applications (e.g an Electronic Control Unit (ECU))  
 
[PR x.xx.x-002] The 3GPP System shall be able to detect unauthorized modification to an Electronic Control Unit


Proposal: If this is agreed, the proposal is to include the eV2X TR 
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