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Abstract: All security related requirements are in paragraph 8, except the subscription aspects (paragraph 6.14). It is preferred to have all security related requirements in the same paragraph. 
This contribution proposes moving the subscription and provisioning aspects (paragraph 6.14) to the security paragraph (paragraph 8). Paragraph 6.14 is deleted and a new paragraph 8.x is added. 
This contribution also adds the following requirements that are missing from the specifications:
Related to subscription provisioning:
The 3GPP system shall support a secure mechanism to remotely provision a device that does not have 3GPP subscription credentials.
Related to bulk subscription provisioning:
The 3GPP system shall support a secure and efficient mechanism to remotely provision groups of devices that are owned by the same entity and that do not have 3GPP subscription credentials. 
Related to alternative authentication methods:
The 3GPP system shall support alternative methods of authentication using different types of credentials for IoT devices.
The 3GPP system owned by a 3rd party shall support network access using identities, credentials, and authentication methods that are provided and managed by that 3rd party.
Related to bulk authentication:
The 3GPP system shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices.

[bookmark: _Toc460310039]<<First Change>>
[bookmark: _Toc460310030]6.14	Subscription aspects
[bookmark: _Toc460310031]6.14.1	Description
With the Internet of Things, it is expected that the diversity of device types and the usage models will largely vary. Moreover, when the device is manufactured, the deployment location and specific usage may not be known. Sometimes the devices will be added to existing subscriptions, other times they may be part of a new subscription for the user. Sometimes the devices may be leased. During their life cycle these devices go through different stages, involving the change in ownership when the device is deployed and possibly afterwards, the activation of the device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently. A method of dynamic subscription generation and management is needed in addition to statically provisioned subscription. Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc.
The Internet of Things will also support various connectivity models: The devices can connect with the network directly or connect with the network using another device as a relay UE, or they may be capable of using both types of connections. The direct connection between the device and the relay UE can be using 3GPP or non-3GPP RAT. The relay UE can access the network also using 3GPP or non-3GPP access networks (e.g., WLAN, fixed broadband access). In order to identify and manage the devices, a subscription with the 3GPP network is needed, even if the access is done via non-3GPP access.
[bookmark: _Toc460310032]6.14.2	Requirements
A device which is able to access the 3GPP network in direct 3GPP connection mode using a 3GPP RAT shall have a 3GPP subscription.
The 3GPP system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device within the same operator and in between different operators in an automated way. 
The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for device management purposes or to use indirect 3GPP connection mode).
Editor’s Note: The terms “IoT device” and “device” need to be defined. 

<<Next Change>>
[bookmark: _Toc460310035]8	Security
[bookmark: _Toc451271367][bookmark: _Toc460310036]8.1	Overview
IoT introduces new devices with different life cycles, including devices with no user interface (e.g., embedded sensors), long life spans during which the device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods).  These drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions. IoT devices may also be deployed in large numbers in a given coverage area. In such cases it is desired to have an efficient and secure method by which they can be provisioned and authenticated in bulk. New access technologies, including licensed and unlicensed, 3GPP and non-3GPP, drive a need for access independent security that is seamlessly available while the device is active. High end smartphones, drones, and factory automation drive a need for protection against theft and fraud.  Expansion into enterprise, vehicular, and public safety markets drive a need for increased end user privacy protection. 5G security addresses all of these new needs while continuing to provide security consistent with prior 3GPP systems.

<<Next Change>>
8.3	Authentication
The 3GPP network shall support a resource efficient mechanism for authenticating groups of devices.
The 3GPP system shall support an efficient means to authenticate a user of a device (e.g., biometrics). 
The 3GPP system shall be able to support authentication over a non-3GPP RAT using 3GPP credentials. 
The 3GPP system shall support alternative methods of authentication using different types of credentials for IoT devices. 
The 3GPP system owned by a 3rd party shall support network access using identities, credentials, and authentication methods that are provided and managed by that 3rd party.
The 3GPP system shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices.

<<Next Change>>
8.x	Subscription provisioning aspects
A device which is able to access the 3GPP network in direct 3GPP connection mode using a 3GPP RAT shall have a 3GPP subscription.
The 3GPP system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device within the same operator and in between different operators in an automated way. 
The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g., for device management purposes or to use indirect 3GPP connection mode).
The 3GPP system shall support a secure mechanism to remotely provision a device that does not have 3GPP subscription credentials.
The 3GPP system shall support a secure and efficient mechanism to remotely provision a groups of devices that are owned by the same entity and that do not have 3GPP subscription credentials. 
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