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1. Overall Description:
SA1 thanks SA3 for their LS on discreet listening and recording for MCPTT.  The following responses are provided for each question directed to SA1.


1-1. Does either function apply to off-network communications? SA3 notes that it may be impractical to perform real-time discreet listening of off-network communications. 
SA1 Answer:    
· For discrete listening, although use cases exist for off-network discrete listening, agreement could not be reached on the need for this function in off-network communication.  Thus, the current answer is no, this function applies to on-network operation only.  
· For recording, there are other requirements for this function in section 7 which apply to off-network communication.  These are copied below.  It can be seen that recording applies to off-network communication, but only metadata recording, and not media, is required.   
[R-7.14-001] The Off-Network MCX Service shall provide a mechanism to collect metadata for MCX Service Group Communications and MCX Service Private Communications (e.g., initiating MCX Service User ID, MCX Service Group ID) and non-communication activities (e.g., changing group settings) from MCX UEs operating in off-network mode. Metadata shall be logged for both the transmitting Participant and the receiving Participant(s).
[R-7.14-002] Upon return to on-network operation, the MCX Service shall provide a mechanism to retrieve communication and non-communication activity metadata from an MCX UE that has collected such metadata while operating in off-network mode.

1-2. Should the targetted MCX UE do anything specific to support either function? 
SA1 Answer:  
· Discrete listening is required to be performed “without noticeable impact on or knowledge of the MCX User”.  From a stage 1 point of view there is no requirement on the MCX UE to do anything specific to support the function.  .  
· Also recording shall, from a stage 1 point of view, not require specific support from the targeted MCX UE.  In existing legacy LMR systems, there is no requirement on the target radio at all for either of these functions.



1-3. For both functions, could SA1 clarify that the function will be applied to a limited number of users at any one time?
SA1 Answer: The requirements do not provide an upper limit for the number of simultaneous users for these functions.  
· For recording, in legacy LMR systems all voice transmissions are recorded for the purpose of incident analysis and the expectation is the same for MCPTT.  
· Discrete listening for group calls is simply selection of the group and all active groups could be monitored simultaneously.  Discrete listening for Private Communication is a function initiated by a limited set of authorized users to investigate communications and the behavior of specific users and thus will be used on a small scale.    

1-4. For both functions, could SA1 provide an expected time period over which the function will be valid and applied to the target user?
SA1 Answer: In general, discreet listening and recording are indefinite until turned off:
· For recording, in legacy LMR systems all voice transmissions are recorded on a continuous basis.  The expectation is the same for MCPTT.
· For discrete listening the time period is essentially limited to how long the authorized user wants to keep receiving the Group or Private Communications.  Typically the timeframe is limited to a few weeks, but SA1 does not see a need to impose a time limit for this function in MCPTT.

1-5. Is there an expected length of time that recordings will be kept?
SA1 Answer: SA1 assumes that the length of time for keeping recordings is defined by the policies of each local public safety jurisdiction.  The expectation may be based on existing LI requirements which previously were 10 years in North America, but have recently been relaxed.  SA1 feels that a minimum of 1 year is a reasonable expectation for retention of recordings of public safety transmissions.  

1-6. Is there a relationship or dependency between either function and LI? SA3 notes that there are detailed requirements for performing LI within TS 33.106.
SA1 Answer: The recording and audit requirements for MCPTT apply to public safety personnel under control of a public safety agency.  Everyone in the agency will be informed if recording or logging is performed.  Discrete listening is also under the control of the public safety agency.  LI needs official permission to use (jurisdictional restrictions, targeted to a user, court order, etc.).  

1-7. SA3 notes that SA1's requirements refer to group and private call communications. It is SA3’s understanding that group and private call communications are not applicable to all aspects of MCData (i.e. data streaming and IP connectivity).  Could SA1 please clarify the requirements for discreet listening and recording for MCData services?
SA1 Answer: Relevant requirements applicable to MCData are identified in Annex C of the MCCoRe document TS 22.280.   SA1 believes that recording should apply to Data, particularly for SDS, and that all data should be accessible using the discreet listening function.  


2. Actions:
To SA3 group.
ACTION: 	SA1 kindly asks SA3 to take the above answers into account.

3. Date of Next TSG SA WG1 Meetings:
SA1#76	7 - 11 November 2016   	Tenerife - Santa Cruz  
SA1#77	13 - 17 Feb 2017   		Korea (TBD)


