Page 1



3GPP TSG-SA WG1 #75 
S1-162247
San Francisco, USA, 22-26 August 2016
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	22.011
	CR
	0238
	rev
	1
	Current version:
	14.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Clarification on Access control for REAR

	
	

	Source to WG:
	LG Electronics

	Source to TSG:
	SA1

	
	

	Work item code:
	REAR
	
	Date:
	2016-08-04

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	At SA1 #74, CR0225 to TS22.278 was agreed to introduce support for remote device’s indirect network access. This will benefit devices with limited capacity (e.g. battery, transmission power), by avoding direct communication between network and the remote device.
However, for this indirect communication, it is unclear whether access control such as ACB, ACDC, SSAC and so on is applicable toward the remote device. When a UE is using direct connection mode, the UE reads SIB from eNB. Thus, it is clear that the UE should perform access control check before it actually initiates establishment of signalling connection toward network. On the other hand, when a UE is using indirect connection mode, it is ambiguous whether the UE should perform access control check. In this case, if the remote UE in indirect connection mode does not perform access control check, the connectivy opportunity for the UE in direct connection mode may be unfairly reduced compared to Uthe E in indirect connection mode.


	
	

	Summary of change:
	It is clarified that access attempts triggered by an Evolved Prose Remote UE also is subject to access control check.

	
	

	Consequences if not approved:
	Ambiguity remains in the specification, so that different remote UEs will behave differently. I.e., while some remote UE in indirect mode follows access control information, other remote UE in indirect mode ignore access control information.

	
	

	Clauses affected:
	4.3.1, 4.3.2, 4.3.3, 4.3.4, 4.3.5

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


4
Access control

4.1
Purpose

Under certain circumstances, it will be desirable to prevent UE users from making access attempts (including emergency call attempts) or responding to pages in specified areas of a PLMN. Such situations may arise during states of emergency, or where 1 of 2 or more co-located PLMNs has failed.

Broadcast messages should be available on a cell by cell basis indicating the class(es) or categories of subscribers barred from network access.

The use of these facilities allows the network operator to prevent overload of the access channel under critical conditions.

It is not intended that access control be used under normal operating conditions.

It should be possible to differentiate access control between CS and PS domains. Details are specified in TS23.122[3] and TS25.304 [10]. Not all RATs need to support this functionality.

4.2
Allocation

All UEs are members of one out of ten randomly allocated mobile populations, defined as Access Classes 0 to 9. The population number is stored in the SIM/USIM. In addition, UEs may be members of one or more out of 5 special categories (Access Classes 11 to 15), also held in the SIM/USIM. These are allocated to specific high priority users as follows. (The enumeration is not meant as a priority sequence):


Class
15
-
PLMN Staff;


 -"-
14
-
Emergency Services;


 -"-
13
-
Public Utilities (e.g. water/gas suppliers);


 -"-
12
-
Security Services;


 -"-
11
-
For PLMN Use.

4.3
Operation

4.3.1
Access Class Barring

If the UE is a member of at least one Access Class which corresponds to the permitted classes as signalled over the air interface, and the Access Class is applicable in the serving network, access attempts are allowed. Additionally, in the case of the access network being UTRAN the serving network can indicate that UEs are allowed to respond to paging and perform location registration (see, sec 3.1), even if their access class is not permitted. Otherwise access attempts are not allowed. Also, the serving network can indicate that UEs are restricted to perform location registration, although common access is permitted. If the UE responded to paging it shall follow the normal defined procedures and react as specified to any network command. 

Note: The network operator can take the network load into account when allowing UEs access to the network. 

Access Classes are applicable as follows:

Classes 0 - 9


-
Home and Visited PLMNs;

Classes 11 and 15
-
Home PLMN only if the EHPLMN list is not present or any EHPLMN;

Classes 12, 13, 14
-
Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI.

Any number of these classes may be barred at any one time.

In the case of multiple core networks sharing the same access network, the access network shall be able to apply Access Class Barring for the different core networks individually.

The following is the requirements for enhanced Access control on E-UTRAN.
- 
The serving network shall be able to broadcast mean durations of access control and barring rates (e.g. percentage value) that commonly applied to Access Classes 0-9 to the UE. The same principle as in UMTS is applied for Access Classes 11-15.
- 
E-UTRAN shall be able to support access control based on the type of access attempt (i.e. mobile originating data or mobile originating signalling), in which indications to the UEs are broadcasted to guide the behaviour of UE. E-UTRAN shall be able to form combinations of access control based on the type of access attempt e.g. mobile originating and mobile terminating, mobile originating, or location registration. The ‘mean duration of access control’ and the barring rate are broadcasted for each type of access attempt (i.e. mobile originating data or mobile originating signalling).
- 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed. If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.
-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for SMS access attempts in SMS over SGs, SMS over IMS (SMS over IP), and SMS over S102. This indication is valid for Access Classes 0-9 and 11-15.
-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for MMTEL voice access attempts. This indication is valid for Access Classes 0-9 and 11-15.

-
The serving network shall be able to indicate whether or not a UE shall apply Access Class Barring for MMTEL video access attempts. This indication is valid for Access Classes 0-9 and 11-15.
-
Above requirements shall be applicable also to access attempts triggered by an Evolved Prose Remote UEs in Indirect 3GPP Communication mode.
4.3.2
Service Specific Access Control

Additionally to the above requirements in 4.3.1;

-
In E-UTRAN it shall be possible to support a capability called Services Specific Access Control (SSAC) to apply independent access control for telephony services (MMTEL) for mobile originating session requests from idle-mode and connected-mode as following:

-
The serving network shall be able to indicate (as specified in sub-clause 4.3.1) whether or not a UE subject to SSAC shall also apply Access Class Barring. 
-
EPS shall provide a capability to assign a service probability factor [13] and mean duration of access control for each of MMTEL voice and MMTEL video:

-
assign a barring rate (percentage) commonly applicable for Access Classes 0-9
-
assign a flag barring status (barred /unbarred) for each Access Class in the range 11-15.

-
SSAC shall not apply to Access Class 10.
-
SSAC can be provided by the VPLMN based on operator policy without accessing the HPLMN.
-
SSAC shall provide mechanisms to minimize service availability degradation (i.e. radio resource shortage) due to the mass simultaneous mobile originating session requests and maximize the availability of the wireless access resources for non-barred services.
- 
The serving network shall be able to broadcast mean durations of access control, barring rates for Access Classes 0-9, barring status for Access class in the range 11-15 to the UE.
 - 
The UE determines the barring status with the information provided from the serving network, and perform the access attempt accordingly. The UE draws a uniform random number between 0 and 1 when initiating connection establishment and compares with the current barring rate to determine whether it is barred or not. When the uniform random number is less than the current barring rate and the type of access attempt is indicated allowed, then the access attempt is allowed; otherwise, the access attempt is not allowed. If the access attempt is not allowed, further access attempts of the same type are then barred for a time period that is calculated based on the ‘mean duration of access control’ provided by the network and the random number drawn by the UE.
-
Above requirements shall be applicable also to access attempts triggered by an Evolved Prose Remote UE in Indirect 3GPP Communication mode.
4.3.3
Access Control for CSFB

Access control for CSFB provides a mechanism to prohibit UEs to access E-UTRAN to perform CSFB. It minimizes service availability degradation (i.e. radio resource shortage, congestion of fallback network) caused by mass simultaneous mobile originating requests for CSFB and increases the availability of the E-UTRAN resources for UEs accessing other services. 

When an operator determines that it is appropriate to apply access control for CSFB, the network may broadcast necessary information to provide access control for CSFB for each class to UEs in a specific area. The network shall be able to separately apply access control for CSFB, SSAC and enhanced Access control on E-UTRAN.
The following requirements apply for CSFB to 1xRTT:
-
In E-UTRAN, the network may apply access control for mobile originating session requests on CSFB from 1xRTT/E-UTRAN UE, The parameters received by the UE are dealt with in accordance with CDMA2000 procedures in 3GPP2 C.S0004-A: "Signaling Link Access Control (LAC) Standard for cdma2000 Spread Spectrum Systems – Addendum 2" [15].

For CSFB to UTRAN or GERAN, the necessary information in the broadcast to provide access control for CSFB is the same as that specified in Clause 4.3.1. In addition to those requirements the following apply:
-
Access control for CSFB shall apply for Access Class 0-9 and Access Class 11-15.It shall not apply for Access Class 10.

-
Access control for CSFB shall be applied for idle mode UE. 
-
Access control for CSFB shall be applied also to access attempts triggered by an Evolved Prose Remote UE in Indirect 3GPP Communication mode.
-
Access control for CSFB shall apply to all CSFB services.

-
Access control for CSFB may be provided by the VPLMN based on operator policy without accessing the HPLMN.
-
If Access control for CSFB, according to the UE's access class, disallows originating session requests for CSFB then a UE shall not send mobile originating session requests for CSFB. 
-
If Access control for CSFB is applied by the UE for a mobile originating session request for CSFB, the UE shall bypass enhanced Access control on E-UTRAN for that session.
-
The criteria on which a UE determines whether Access control for CSFB allows or disallows originating session requests for CSFB are equivalent to those for enhanced Access control on E-UTRAN, as described in clause 4.3.1. 

-
If access is not granted for the UE, mobile originating session requests for CSFB shall be restricted for a certain period of time to avoid overload of E-UTRAN due to continuous mobile originating session requests from the same UE. The duration of the period shall be determined using the same operation specified in Clause 4.3.1. 
-
In case the network does not provide the Access control for CSFB information, the UE shall be subject to access class barring for Access Classes 0-9 and 11-15 as described in Clause 4.3.1.
4.3.4
Extended Access Barring
4.3.4.1
General

Extended Access Barring (EAB) is a mechanism for the operator(s) to control Mobile Originating access attempts from UEs that are configured for EAB in order to prevent overload of the access network and/or the core network. In congestion situations, the operator can restrict access from UEs configured for EAB while permitting access from other UEs. UEs configured for EAB are considered more tolerant to access restrictions than other UEs. When an operator determines that it is appropriate to apply EAB, the network broadcasts necessary information to provide EAB control for UEs in a specific area. The following requirements apply for EAB:

· The UE is configured for EAB by the HPLMN 
-
EAB shall be applicable to all 3GPP Radio Access Technologies. 

-
EAB shall be applicable regardless of whether the UE is in a Home or a Visited PLMN. 
-
EAB shall be applicable to access attempts triggered by an Evolved Prose Remote UEs in Indirect 3GPP Communication mode.
-
A network may broadcast EAB information.

-
EAB information shall define whether EAB applies to UEs within one of the following categories: 

a) 
UEs that are configured for EAB;

b) 
UEs that are configured for EAB and are neither in their HPLMN nor in a PLMN that is equivalent to it; 

c) 
UEs that are configured for EAB and are neither in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list on the SIM/USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN

-
EAB information shall also include extended barring information for Access Classes 0-9. 
-
A UE configured for EAB shall use its allocated Access Class(es), as defined in sub-clause 4.2, when evaluating the EAB information that is broadcast by the network, in order to determine if its access to the network is barred. 
-
If a UE that is configured for EAB initiates an emergency call or is a member of an Access Class in the range 11-15 and according to clause 4.3.1 that Access Class is permitted by the network, then the UE shall ignore any EAB information that is broadcast by the network.
-
If the network is not broadcasting the EAB information, the UE shall be subject to access barring as described in clause 4.3.1

-
If the EAB information that is broadcast by the network does not bar the UE, the UE shall be subject to access barring as described in clause 4.3.1.

-
In the case of multiple core networks sharing the same access network, the access network shall be able to apply the EAB for the different core networks individually.

4.3.4.2
Overriding extended access barring

Overriding Extended Access Barring is a mechanism for the operator to allow UEs that are configured for EAB to access the network under EAB conditions. The following requirements apply:

-
The UE configured with EAB may be configured by the HPLMN with a permission to override EAB. 

-
For a UE configured with the permission to override EAB, the user or application (upper layers in UE) may request the UE to activate PDN connection(s) for which EAB does not apply.

-
The UE shall override any EAB restriction information that is broadcast by the network as long as it has an active PDN connection for which EAB does not apply.

4.3.5
Application specific Congestion control for Data Communication (ACDC)
4.3.5.1
Service description
Application specific Congestion control for Data Communication (ACDC) is an access control mechanism for the operator to allow/prevent new access attempts from particular, operator-identified applications in the UE in idle mode. ACDC does not apply to UEs in connected mode. The network can prevent/mitigate overload of the access network and/or the core network. This feature is optional.
4.3.5.2
Requirements
4.3.5.2.1
General
The following requirements apply:
-
This feature shall be applicable to UTRAN PS Domain and E-UTRAN.
-
This feature shall be applicable to UEs in idle mode only that are not a member of one or more of Access Classes 11 to 15. 
-
This feature shall be applicable also to access attempts triggered by an Evolved Prose Remote UEs in Indirect 3GPP Communication mode.
-
ACDC shall not apply to MMTEL voice, MMTEL video and SMS over IMS (SMS over IP) services.
-
The home network shall be able to configure a UE with at least four and a maximum of sixteen ACDC categories to each of which particular, operator-identified applications are associated. The categories shall be ordered as specified in sub-clause 4.3.5.2.2.

Note:
Provisioning of the ACDC categories in the UE is the responsibility of the home network, and the categorization is outside the scope of 3GPP.

Note:
A mechanism needs to be provided that enables the UE to verify that the provisioning of the configuration originates from a trusted source.

-
The serving network shall be able to broadcast, in one or more areas of the RAN, control information, indicating barring information per each ACDC category, and whether a roaming UE shall be subject to ACDC control.
Note: 
The barring information may be similar to ACB information, and include mean durations of access control (i.e., barring timer) and barring rates (i.e., percentage value). If the barring timer is running due to a previous access attempt from an application in a certain given matched ACDC category, the UE may only allow access attempts from applications in higher ACDC categories (according to the corresponding barring information for those higher categories). If the barring timer is running due to a previous access attempt from an application in a certain given unmatched ACDC category or a uncategorised application, the UE may only allow access attempts from applications in higher ACDC categories than the lowest ACDC category broadcast (according to the corresponding barring information for those higher categories).
-
The UE shall be able to control whether or not an access attempt for a certain application is allowed, based on this broadcast barring information and the configuration of ACDC categories in the UE.

-
The serving network shall be able to simultaneously indicate ACDC with other forms of access control.

-
When both ACDC and ACB controls are indicated, ACDC shall override ACB.
- 
If a UE is configured for both EAB and ACDC, and the serving network simultaneously broadcasts EAB information and ACDC barring information:

-
If the UE determines as specified in sub-clause 4.3.4.1 that access to the network is not barred or as specified in sub-clause 4.3.4.2 that it is permitted to override an EAB restriction, then access to the network is subject to ACDC.

-
If the UE determines as specified in sub-clause 4.3.4.1 that access to the network is barred and as specified in sub-clause 4.3.4.2 that it is not permitted to override the EAB restriction, then access to the network is barred.
-
In the case of multiple core networks sharing the same access network, the access network shall be able to apply ACDC for the different core networks individually. For the mitigation of congestion in a shared RAN, barring rates should be set equal for all Participating Operators.
4.3.5.2.2
ACDC Categories

When configuring the UE with categories of applications, the home network shall proceed as follows: 

-
Applications whose use is expected to be restricted the least shall be assigned the highest ACDC category; and

-
Applications whose use is expected to be restricted more than applications in the highest category shall be assigned the second-to-highest ACDC category, and so on; and 

-
Applications whose use is expected to be restricted the most shall either be assigned the lowest ACDC category, or not be categorised at all. 

For a UE with ACDC categories configured, the applications on the UE that are not assigned to any ACDC category shall be treated by the UE as part of the lowest ACDC category broadcast by the serving network. If the operator requires differentiation with respect to these uncategorized applications, the operator should avoid assigning applications to the lowest ACDC category. When applying ACDC, the serving network broadcasts barring information starting from the highest to the lowest ACDC category. The home network and the serving network may use different categorisation. The serving network decides if ACDC applies to roaming UEs. 

The number of ACDC categories in the UE may not be the same as the number of ACDC categories broadcast by the serving network. This may happen, e.g. when the UE is roaming and the number of categories broadcast by the serving network is different from the home network. Therefore the following rules shall apply: 

-
If the serving network broadcasts more ACDC categories than the UE's configuration, the UE shall use barring information for the matching ACDC category, and shall bar uncategorised applications using the barring information for the lowest category broadcast by the serving network, and shall ignore barring information for unmatched categories. 

-
If the serving network broadcasts barring information for fewer ACDC categories than the UE's configuration, the UE shall use barring information for the matching ACDC category and shall bar other applications using the barring information for the lowest category broadcast by the serving network.

NOTE:
A matching ACDC category is an ACDC category for which barring information is broadcast by the serving network and that has the same rank as the rank of a configured ACDC category in the UE. An unmatched ACDC category is either an ACDC category for which barring information is broadcast by the serving network but with no corresponding ACDC category configured in the UE, or an ACDC category configured in the UE but with no corresponding barring information broadcast by the serving network.
