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1
Overall description

Within Rel-13, SA3 defined a security solution for MCPTT which took account of public-safety monitoring requirements, but no explicit solution was defined for discreet listening or recording of Mission Critical communications. 

SA3 has begun to consider security solutions for discreet listening and recording within Rel-14. SA3 have identified two processes which it will need to define:
-
'Discreet listening': Real-time decryption of communications provided to an authorised discreet listening 3rd party.
-
'Audit of recorded communications': Decryption of communications recorded at some point in the past provided to an audit function.
Note that from SA3's perspective, 'audit of recorded communications' is distinct from the 'recording' process itself. This LS is to request information to support the Stage 2 definition of the above two processes.

2 Background
SA1 has defined the following requirement for discreet listening:

[R-6.15.1-001] The MCX Service shall provide a mechanism for an authorized MCX User to receive MCX Service Group or Private Communication transmissions from any MCX User within their authority without noticeable impact on or knowledge of the MCX User.
Additionally, SA1 has defined the following requirements for recording:
[R-6.15.4-003] The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the Group Communications and Private Communications under the organization's authority.
[R-6.15.4-005] If an MCX Service Group Communication or MCX Service Private Communication uses end-to-end confidentiality, the MCX Service shall provide a mechanism for a Mission Critical Organization to maintain the end-to-end confidentiality when the MCX Service Group Communication or MCX Service Private Communication is logged.

3 Questions for SA1 on requirements and use 
SA3 would be grateful if the use cases could be clarified by SA1 for the MCX functions of 'discreet listening' and 'audit of recorded communications':
1-1.
Does either function apply to off-network communications? SA3 notes that it may be impractical to perform real-time discreet listening of off-network communications. 
1-2.
Should the targetted MCX UE do anything specific to support either function? 
1-3.
For both functions, could SA1 clarify that the function will be applied to a limited number of users at any one time?
1-4.
For both functions, could SA1 provide an expected time period over which the function will be valid and applied to the target user?
1-5.
Is there an expected length of time that recordings will be kept?

1-6.
Is there a relationship or dependency between either function and LI? SA3 notes that there are detailed requirements for performing LI within TS 33.106.
1-7.
SA3 notes that SA1's requirements refer to group and private call communications. It is SA3’s understanding that group and private call communications are not applicable to all aspects of MCData (i.e. data streaming and IP connectivity).  Could SA1 please clarify the requirements for discreet listening and recording for MCData services?

4 Questions for SA6

SA3 would be grateful if SA6 could clarify whether discreet listening and recording is part of SA6's plans for Rel-14.

2-1.
Is discreet listening and/or recording expected to be within scope of SA6's work on Stage 2 for Rel-14? 
5 Observations for SA6
To support any SA6 work on these functions, SA3 notes that in both its proposed solutions:

· The 'discreet listening' function and 'audit of recorded communications' function will require key material from the KMS to be able to decrypt end-to-end communications.
· The 'discreet listening' function and 'audit of the recorded communications' function will require access to user signalling, specifically user identities and MIKEY payloads within the signalling, to be able to decrypt end-to-end communications.

· The security processes behind discrete listening, recording and LI may be closely related (as they all require an authorised decryption capability). 
2
Actions
To SA1 and SA6
ACTION: 
SA3 kindly asks SA1 and SA6 to take the above information into account and to provide answers to SA3's questions.
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