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Abstract: This document aims to clarify the privacy requirements present in TS 22.185 that have raised clarification questions from downstream groups, as evident from LS S3-160789/S1-161257.
Introduction
The regulatory requirements from which the current TS 22.185 UE privacy requirements have been constructed were made clear at the time when these requirements were adopted. More recently, an SA3 contribution has gathered in detail both US and European relevant regulations (see S3-160981). Assuming then that the UE privacy issue remains to be solved, several observations were made within SA1 and SA3 by various companies; we outline them here informally for convenience:
1. Periodic V2X messages at the application layer contain personal vehicle data such as accurate location coordinates, speed, direction, and so forth.

2. For the mode of operation where V2X messages are transferred via the operator network, it is possible for the operator network to have access to the content of these V2X messages.
3. Privacy in this case refers to any type of location: the fine-grained location/speed of a vehicle over time as defined in existing application-layer standards for V2X messages; but also tracking of UEs by their serving network via current cell IDs and other such location identifying means.

4. There are regions in the world where UE (driver and vehicle) privacy from any single entity is mandated (or is expected to be) via regulatory action with the use of the periodic V2X message broadcast by every V2X UE.

5. The aforementioned type of privacy may not be necessary, provided or mandated in regions where use of periodic V2X message broadcast is an optional service provided by the operator; in such cases there is no mandate that V2X message broadcast is used by every vehicle, and thus drivers can choose whether to subscribe to this service or not; the operator may or may not provide UE privacy in these cases, clarifying this in service agreements.

Description of points raised

We now focus on each point raised in the LS individually.
Regarding requirement [R.5.3-006], SA3 observers that “if the operator cannot track UE or know the UE identifier for V2X LTE, this will have an impact on network functionality..”. We point out that as the LTE network comes to support V2X, some minor changes can be adopted to support V2X UE privacy from the operator and other servers, as evident from the at least two solutions that were proposed in SA3. 

SA3 continues to observe other impacted elements:  “…operator business,” . We note that V2X may well provide the operator with new businesses opportunities. However, an operator (like any service provider) may not see uptake of a business offering if the service is viewed by subscribers as privacy-invading; recent polls show that a large percentage of subscribers are concerned about privacy of location.

SA3 continues to observer also that “…3GPP authentication,” may be impacted, but solutions have been proposed where 3GPP authentication is left based on the same AKA credentials provided by an operator that are used for regular LTE. The management of identifiers does not impact “3GPP authentication” as such, as IMSIs can still be used and the operators have full control over the authentication procedure.


Finally, SA3 observes that “…charging, and fault tracing.” may also be impacted. It is worth noting that V2X is a new type of service and the operator a new entity in this ecosystem, so this type of service may not be subject to charging or fault tracing in the traditional sense. 

SA3 also mentions a solution involving an “anonymizer”. Since security solutions are in SA3’s remit. SA1 cannot advise as to solutions. In addition, a solution that appears to be more of a business arrangement is proposed: an “MNO could have a legal binding agreement with the V2X service provider and by this the MNO and V2X provider trust each other, i.e. is not a third party anymore.” 
 We observe that possible business practices are not in SA1 remit to write requirements on, and cannot be guaranteed or viewed as a solution to meet the requirement on privacy. Moreover, having a V2X provider (such as V2X App Server) and the MNO colluding to track users goes against the requirement in the first place, that not one single party can track a user. Separation of authorities and functionalities is an approach accepted as given in incumbent V2X systems in both the US and Europe.
Regarding type of V2X services, it was requested that a distinction be made V2V/V2P, V2I, and V2N requirements. V2I/V2N messages stem from use cases where the vehicle UE has something to communicate to the infrastructure or network on an event basis, and those V2I and V2N messages are in this sense unicast; hence UE privacy may not be strictly needed as tracking is not a concern. Therefore for now we can limit the extent of the privacy requirements to V2V messages (those include V2V messages that are broadcast but are intercepted by the V2X infrastructure- e.g. RSU).
SA3 asked for clarification on identities. They have marked out that a UE has a V2X service layer identity and also a 3GPP system identity namely IMSI. In theory, the IMSI may not be that of a human subscriber, but that of a vehicle.  We recognize that indeed, existing application-layer V2X message standards do use an identity (call it “V2X service layer identity”) that is not an IMSI. 
Neither the operator nor a third party server should be able to track the location of a UE identified by a V2X service layer identity, or an IMSI (whether “anonymous/pseudonymous” or long-term) over long periods of times. For example, a V2X Server or network operator may know that a UE with a particular V2X service layer identity appears every morning at street address X, and then travels to another street address Y, etc. This could obviously lead to identifying the user/driver. Similarly, the network operator should not know that a UE with a particular pseudonymous IMSI attaches every morning from a certain location X, and then travels to another location Y, etc. 
Regarding the term ‘anonymity’, it is acceptable and indeed more appropriate to replace it with ‘pseudonymity’ as defined by SA3. 
Finally, we agree that it should be possible to identify a misbehaving UE such that the data it sends can be deduced to be invalid by any receiving UE.  Similarly for a UE under legal surveillance, its data should be identified so that it can be captured. This addresses the concern of “illegitimate messages” raised in the SA3 LS. Since the SA1 requirement clearly applies to any single party, it can be easily inferred that multiple parties (operator, V2X server, and other servers) can be, by legal action for example, asked to contribute their pieces of information so as to allow a legally-vetted party to actually identify the sender of the V2X messages in questions.

A requirement to this effect is left to SA3, with the caution that it not contradict the SA1 requirement on UE privacy.
Conclusions 

The intent of the requirement [R.5.3-006] is captured in the following table, modified based on the one proposed by SA3:

	
	Operator (all boxes administered by MNO)
	Third party such as V2X Server, or other party not located in the proximity of the v-UE

	Can identify UE by any long-term ID
	No
	No

	Can track UE for longer periods of time 
	No
	No


We note that while UE privacy from operator/third parties may only be required for mandated V2X systems, but that doesn't obviate the need for a solution to be available. In addition, support for privacy may be an operators’ choice even for opt-in services, for two reasons

- encourage high rate of adoption amongst the users, in order for the V2X service to be effective

- protect itself from the liability and cost of collecting this data and having to provide it upon individual (UE) legal demand
Recommendations

It is recommended 
1. To draft an LS response based on the above discussion. 

2. To write a CR to TS 22.185 to attach to the LS, whereby the CR clarifies the privacy requirements in the TS 22.185 as follows (see S1-16xxxxx CR)
5.3
Security Requirements

[R.5.3-001] 
The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by E-UTRAN supporting V2X communication.

[R.5.3-002]
The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by E-UTRAN supporting V2X communication.

[R.5.3-003]
The 3GPP network shall provide a means for the MNO to authorize UEs supporting V2X application separately to perform V2N communication.

[R.5.3-004]
The 3GPP system shall support the pseudonymity of UE supporting V2X application and the integrity protection of the transmission.

[R.5.3-005]
The 3GPP system should be able to support UE privacy for V2V communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
[R.5.3-006]
Subject to regulatory requirements and/or operator policy for a V2V application, the 3GPP system shall support UE pseudonymity and privacy for V2V communication, such that neither the operator nor any other third party can track the UEs over long time-periods, whether  by their service layer identities, 3GPP layer identities, or both.
