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1. Overall Description:

SA1 acknowledges and thanks SA3 on alternative authentication methods and different types of credentials to be used for Next Generation network as proposed in TR 22.862.
SA1 provides following answers to questions below
Q1-SA3 kindly asks SA1 to clarify whether the industrial factory owner operates its own 3GPP system for the factory services, whether it uses the MNO network or both scenarios are possible

SA1: Both scenarios are possible:

The industrial factory owner operates its own 3GPP system for the factory services


The industrial factory owner uses the MNO network

Q2 SA3 kindly asks SA1 to clarify which deployment scenarios are envisioned in order to allow SA3 to define appropriate alternative authentication methods and different types of credentials, if needed
SA1: 
· If the industrial factory owner or 3rd party rolls out and operates its own 3GPP system for the factory services, the 3rd party is responsible for the identification, authentication and authorization of the end users of its privately owned 3GPP system. In this deployment scenario, the 3rd party is fully responsible for the delivery of services with the appropriate level of security for the factory services.  

· If the industrial factory owner or 3rd party operates uses the MNO network, the MNO is responsible for the identification, authentication and authorization of the end users. 

· For the purpose of managing access to its network, the MNO will use operator defined 3GPP credentials. No alternative credentials are needed to access 3GPP public networks. 
Alternative credentials may be relevant on the service/application layer, if the factory 
owner or 3rd party requests MNO to address to some specific service requirements or 
has some additional security requirements.
Q3 - In addition, SA3 kindly asks SA1 to clarify if those alternative authentication methods and different types of credentials are to be used to access the 3GPP network or the 3rd party service (e.g. factory service). 

SA1: 
· To manage access to public 3GPP networks, there is no need for alternative authentication methods or different type of credentials

· Alternative authentication methods may be relevant at the service/application layer.

Q4 - SA3 also kindly asks SA1 to clarify whether those potential security considerations are to be taken into account only for authentication of subscriptions for IoT devices or also for subscribers who are human users, such as factory employees or both. 

SA1: Alternative authentication methods may be relevant at the service/application layer, for  IoT devices or human users, beyond the specific use case of factory services.

2. Actions:

To SA3 group
ACTION: 
SA1 asks SA3 to take into account the above answers and to provide their feedbacks if needed

3. Date of Next TSG SA WG1 Meetings:

SA1#76
7 - 11 November 2016   
Tenerife - Santa Cruz  

SA1#77
13 - 17 Feb 2017   
Korea (TBD)

