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3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [4].

Affiliated MCX Service Group Member: An MCX Group Member who has indicated an interest in participating in communications of the group has been accepted by the MCX Service is prepared to receive or transmit or both Group Communications from/to the particular MCX Group.
Air ground air Communication: Communication (point-to-point or group) with one or more MCX User in helicopter(s) or aircraft.

Broadcast Group Communication: A group communication where the initiating MCX User expects no response from the other MCX Users, so that when the user’s transmission is complete, so is the communication.
Group Communication: A one-to-many or many-to-many communication using an MCX Service.

In-progress Emergency: An emergency condition that has been accepted by the MCX Service, but has not yet been cancelled.
Late Entry: An Affiliated MCX Service Group Member joins in an in progress MCX Service Group Communication.
Location: The current physical location of the MCX UE.
MCX Service Administrator: An individual authorized to control MCX parameters for an organization including, for example, user and group definitions, user/group aliases, user priorities, group membership/priorities/hierarchies, security and privacy controls.
MCX Service Emergency Alert: A notification from the MCX UE to the MCX Service that the MCX User has an emergency condition.
MCX Service Emergency State: A heightened condition of alarm for an MCX User indicating a need for immediate assistance due to a personal life-threatening situation.
MCX Service Emergency Group Communication: An urgent MCX Service group communication initiated by a MCX user when there is the potential of immediate death or serious injury.

MCX Service Group: A defined set of MCX Users with associated communication dispositions (e.g. media restrictions, default priority and commencement directions).

MCX Service Group Member: An MCX User authorized, upon successful affiliation, to participate in Group Communications of a particular MCX Group.
MCX Service User Profile: The set of information associated to an MCX User that allows that user to employ the MCX Service in a given role or from a given MCX UE or both.
MCX UE: A UE that can be used to participate in MCX Services.
MCX User: A user of MCX Service, who can use an MCX UE to participate in MCX Services.

Mission Critical: Quality or characteristic of a communication activity, application, service or device, that requires low setup and transfer latency, high availability and reliability, ability to handle large numbers of users and devices, strong security and priority and pre-emption handling. 

Mission Critical Applications: Generic communication applications with mission critical characteristics, traditionally encompassing push-to-talk voice (MCPTT), real-time video (MCVideo) and real-time data (MCData). 

NOTE 1:
The short name MCX is used instead, with X standing for PTT, Video or Data

Mission Critical Organization: An end-user organization that includes MCX Users or MCX UEs or both, and can include MCX Service Administrators, and can be organized hierarchically with administrative control delegated within the organization or to an outside entity.

Mission Critical Service: Communication service reflecting enabling capabilities Mission Critical Applications and provided to end users from Mission Critical Organizations and mission critical applications for other businesses and organizations (e.g., utilities, railways).

NOTE 2:
The short name MCX Service can be used instead.
Private Communication: A one-to-one communication between a pair of users using an MCX Service.

Selected MCX Service Group: An MCX Group that a particular Affiliated MCX Service Group Member uses for transmission.
Transmitting MCX Service Group Member: An Affiliated MCX Service Group Member who is currently transmitting a Group Communication to a Selected MCX Service Group.
5.1.3
Group configuration

[R-5.1.3-001] The MCX Service shall allow the MCX Service Administrator to restrict who can be a member of specific MCX Service Groups, so that those MCX Service Groups shall be inaccessible to other users, including dispatchers or supervisors.

[R-5.1.3-002] The MCX Service shall enable a properly provisioned and authorized MCX UE operating on the network to receive its application layer level parameters (e.g., MCX Service Group ID, group keys) necessary for initiating and participating in Selected MCX Service Group and Private Communications at a future time, while off the network.

NOTE:
This is a "run-time" requirement applicable to an already configured MCX UE, when MCX Service Groups or MCX Users or both, in addition to what was already configured, need to participate in future off-network communications.
5.4.2
Requirements

[R-5.4.2-001] The MCX Service shall allow an MCX UE to be receiving or transmitting in one MCX Service Group while simultaneously receiving additional MCX Service Groups.

[R-5.4.2-002] The MCX Service shall provide a mechanism to configure the number (N4) of MCX Service Group Communications to be simultaneously received by an MCX UE, authorized by an MCX Service Administrator or authorized user or both.

[R-5.4.2-003] The MCX Service shall provide a mechanism to configure the number (N6) of MCX Service Group Communications to be simultaneously received by an MCX User, authorized by an MCX Service Administrator or authorized user or both.

[R-5.4.2-004] The MCX Service should provide a mechanism for an MCX Service Administrator or authorized user or both to prioritize the order in which multiple MCX Service Groups are presented by the MCX UE.

[R-5.4.2-005] The MCX Service shall provide multiple MCX Service User IDs to an MCX UE when multiple MCX Service Groups that have a sender are received by the MCX UE.

[R-5.4.2-006] The MCX Service shall allow an authorized MCX UE to receive on-network MCX Service Group and off-network MCX Service Group Communications simultaneously.

[R-5.4.2-007] The MCX Service shall ensure that if there is an MCX Service Emergency Group Communication on one of the MCX Service Groups that an MCX User is affiliated to, but that user is already in a lower priority MCX Service Group Communication or Private Communication, that the MCX User automatically hears/displays the MCX Service Emergency Group Communication.

[R-5.4.2-008] The MCX Service shall support reception and recording of multiple concurrent Private Communications by an authorized user (e.g., dispatch operator). 

[R-5.4.2-009] The MCX Service shall provide a mechanism by which an MCX UE can receive and record multiple concurrent Private Communications from MCX users for which the current MCX User is authorized.

5.8
MCX UE management

[R-5.8-001] An MCX UE shall support one or more MCX Service User Profiles.

[R-5.8-002] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized MCX User or both to perform MCX UE Provisioning.

5.12
Security

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

[R-5.12-002] The MCX Service shall support MCX User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.12-003] The MCX Service identities shall be part of the MCX Service application service domain.

[R-5.12-004] The MCX Service identities shall form the basis of the MCX Service application layer security for the MCX Service.

[R-5.12-005] The MCX Service shall provide the MCX User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.12-006] The MCX Service shall provide a means for an authorized MCX UE to access selected MCX Service features prior to MCX User authentication.

[R-5.12-007] The MCX Service shall require authentication of the MCX User before service access to all authorized MCX Service features is granted.

NOTE:
The MCX Service features available are based on the authenticated user identity(s).

[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE.

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs.

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-5.12-011] Subject to regulatory constraints, the MCX Service shall provide a cryptographic key management service(s).

[R-5.12-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.12-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[R-5.12-014] The MCX Service shall provide end-to-end confidentiality and integrity protection to the MCX User Profile when transferred to or from or both and while stored on an MCX Server, an MCX UE or both. 
5.20.2 
Requirements

[R-5.20.2-001] The MCX Service shall provide a mechanism for the sender of a real time communication to receive a notification that the communication is being received or displayed or both. 

6.4.2
Group status/information

[R-6.4.2-001] The MCX Service shall provide a mechanism by which an authorized MCX User determines which MCX Service Groups have at least one other MCX User affiliated.

[R-6.4.2-002] The MCX Service shall provide a mechanism by which an authorized MCX UE determines what MCX Service Groups have at least one active receiving member.

[R-6.4.2-003] The MCX Service shall provide a mechanism by which an authorized MCX UE determines that a number (N1) of receiving members are present for an MCX Service Group.

[R-6.4.2-004] The MCX Service shall provide a mechanism by which an authorized MCX UE determines that a particular receiving member(s) is present for an MCX Service Group. 

[R-6.4.2-005] The MCX Service shall provide a notification, for example audio or visual or both, to a user that there are no members on an MCX Service Group being used/monitored by the user and that the user is the only user affiliated to that MCX Service Group.

[R-6.4.2-006] The MCX Service shall provide a mechanism by which an authorized MCX User can determine which MCX Service Group(s) another MCX User has affiliated to.

[R-6.4.2-007] The MCX Service shall provide a mechanism by which an authorized MCX User can determine which MCX Service Group(s) another MCX User has selected.

6.4.5
Membership/affiliation list

[R-6.4.5-001] The MCX Service shall provide, upon request, the list of currently affiliated members on an MCX Service Group to an authorized user regardless of the user's affiliation.

[R-6.4.5-002] The MCX Service shall provide a mechanism for an MCX Service Administrator to authorize an MCX User to request the list of currently affiliated members on an MCX Service Group regardless of the MCX User's affiliation or group membership.

[R-6.4.5-003] The MCX Service shall provide, upon request, the list of currently affiliated members of an MCX Service Group to an authorized MCX UE.

[R-6.4.5-004] When a list of affiliated members is provided, the list shall reference each member by MCX Service User ID or associated aliases or both.

[R-6.4.5-005] The MCX Service shall provide, upon request, the current list of members of an MCX Service Group to an authorized user.

[R-6.4.5-006] The MCX Service shall provide, upon request, the current list of members of an MCX Service Group to an authorized MCX UE regardless of the MCX UE's membership.

[R-6.4.5-007] The MCX Service shall provide a mechanism for an MCX Service Administrator to authorize an MCX User to request the complete list of members of an MCX Service Group, regardless of the MCX User's membership.

[R-6.4.5-008] When a list of members is provided, the list shall reference each member by MCX Service User ID or associated aliases or both.

6.8.3
EPS admission controls

[R-6.8.3-001] The EPS shall, subject to operator policy, provide a means for the MCX Service to influence the selection or modification or both of admission and retention controls for the bearers assigned or about to be assigned to an MCX UE based on the MCX User's and MCX Service Group attributes used for the priority determination.

NOTE:
It is believed that the existing EPS mechanisms for network priority and QoS could be utilized to meet the above requirement.

6.8.4
EPS scheduling controls

[R-6.8.4-001] The EPS shall, subject to operator policy, provide a means for the MCX Service to influence the selection or modification or both of the bearer scheduling controls for the bearers assigned or about to be assigned to an MCX UE based on the MCX User's and MCX Service Group attributes used for the priority determination.

NOTE:
It is believed that the existing EPS mechanisms for network priority and QoS could be utilized to meet the above requirement.

6.15.2.2.2
Remotely initiated ambient listening requirements

[R-6.15.2.2.2-001] The MCX Service shall provide a mechanism to allow an MCX Service Administrator or an authorized user or both to set up Ambient Listening on a remote MCX UE within their authority.

[R-6.15.2.2.2-002] The MCX Service shall ensure that Ambient Listening triggered remotely is terminated only by the remote authorized MCX User (e.g., a dispatcher).

6.15.2.2.3
Locally initiated ambient listening requirements

[R-6.15.2.2.3-001] The MCX Service shall provide a mechanism to allow an authorized MCX User to use the MCX UE that the MCX User is currently using to initiate Ambient Listening to another authorized MCX User (e.g., a dispatcher).

[R-6.15.2.2.3-002] The MCX Service shall ensure that Ambient Listening triggered locally can be terminated by the MCX User being listened to or by the remote MCX Service Administrator or authorized user or both, who was the listening Participant. 
6.15.3.2
Requirements

[R-6.15.3.2-001] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized MCX User or both to cause an MCX UE that is within their authority to initiate an MCX Private Communication to the MCX Service Administrator or authorized MCX User or both and then begin transmitting to the MCX Service Administrator or authorized MCX User.

[R-6.15.3.2-002] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized user or both to provide a notification to the user of the MCX UE when a remote MCX Private Communication is initiated.

[R-6.15.3.2-003] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized user or both to cause an MCX UE that is within their authority to initiate an MCX Service Group Communication and then to begin transmitting to the Affiliated MCX Service Group Members.

[R-6.15.3.2-004] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized user or both to provide a notification to the user of the MCX UE when a remote MCX Service Group Communication is initiated.

6.16
Interaction with telephony services

[R-6.16-001] The MCX Service shall provide a mechanism to allow an MCX Service Administrator to configure whether an MCX User using an MCX UE is able to make or receive or both telephony calls.

[R-6.16-002] The MCX Service shall provide a mechanism for an MCX User authorized to use telephony services to block incoming telephony calls.

6.18
MCX Service coverage extension using ProSe UE-to-Network Relays

[R-6.18-001] A ProSe-enabled UE authorized to act as a ProSe UE-to-Network Relay shall, if authorized, support the bi-directional relay of signalling (control plane) and data (user plane) between an MCX UE and the on-network MCX Service.

[R-6.18-002] A ProSe UE-to-Network Relay authorized to act as an MCX Service relay shall advertise, at the ProSe interface, those MCX Services (Groups) which it is currently relaying.

[R-6.18-003] An MCX UE which is unable to gain service from E-UTRAN shall search for ProSe UE-to-Network Relay(s) offering MCX Services for the affiliated MCX Service Groups of the MCX User.

[R-6.18-004] A ProSe UE-to-Network Relay authorized to support MCX Service coverage extension relay between an MCX UE and the on-network MCX Service shall provide a mechanism for an off-network MCX UE to affiliate to one or more MCX Service Groups using the on-network MCX Service.

[R-6.18-005] The ProSe UE-to-Network Relay that has enabled an MCX UE to affiliate to an MCX Service Group using the on-network MCX Service shall subsequently support the bi-directional relay of signalling (control plane) and data (user plane) between the MCX UE and the on-network MCX Service for that MCX Service Group.

[R-6.18-006] A ProSe UE-to-Network Relay authorized to support the bi-directional relay of signalling (control plane) and data (user plane) between an MCX UE and the on-network MCX Service shall provide a mechanism for an off-network MCX UE to initiate or receive Private Communications or both using the on-network MCX Service.

7.2
General off-network MCX Service requirements

[R-7.2-001] In order to operate off the network using the direct communication path over E-UTRA, an MCX UE shall be a Public Safety ProSe-enabled UE.

[R-7.2-002] The Off-Network MCX Service shall make use of the ProSe capabilities related to ProSe Communication using the direct communication path between Public Safety ProSe-enabled UEs using E-UTRA as defined in TS 22.278 [5].

[R-7.2-003] The MCX Service shall provide a mechanism for an MCX Service Administrator or authorized user or both to pre-provision MCX UEs that may not be served by the network with the following in order to operate using off-network MCX Service:

a)
An MCX Service User Profile associated with each of the intended MCX Users of the MCX UE that might be used for off-network operation:

1)
alphanumeric identifier (i.e., Alias ID) for the authorized off-network MCX Service Groups;

2)
a number of off-network MCX Service Groups for use by an MCX User;

3)
a MCX Service User ID associated with each of the intended MCX Users;

4)
an alphanumeric identifier (with a minimum length of N3) (i.e., alias) for each MCX Service User ID.

b)
authentication and end to end security keys.

NOTE:
MCX UEs can be provisioned for off-network use by either configuration outside of network coverage or by attaching to the network.

[R-7.2-004] An MCX UE operating off the network shall be capable of transmitting the MCX Service User ID, alias(es), off-network MCX Service Group and, if available, Mission Critical Organization name of the user who is talking (i.e., whose UE is transmitting) to all other users in the communication including MCX UEs operating off the network that enter the communication late.

[R-7.2-005] An MCX UE operating off the network shall be capable of transmitting the sender's Location information (i.e., whose UE is transmitting) to all other users in the communication including MCX UEs operating off the network that enter the communication late.

7.13
Switching to off-network MCX Service

[R-7.13-001] An MCX UE shall be capable of automatically switching to a ProSe direct communications path for use of MCX Service when detecting an off-network (out of coverage) condition.

[R-7.13-002] A means shall be provided for an authorized MCX User to be able to manually switch between on-network operation and a ProSe direct communication path for use of Off-Network MCX Service while in network coverage.

[R-7.13-003] Subject to operator policy or network authorization or both, a means shall be provided for an authorized MCX User using a Public Safety ProSe-enabled UE to be able to manually switch between the on-network operation and a ProSe direct communication path for use of Off-Network MCX Service while in network coverage or out of network coverage.

[R-7.13-004] An MC System shall minimize the interruption to an on-going MCX Service communication when an MC UE transitions its connection to that communication from on-network operation to off-network ProSe direct communication with another MC UE.

[R-7.13-005] An MC System shall minimize the interruption to an on-going MCX Service communication when an MCX UE transitions its connection to that communication from off-network ProSe direct communication with another MC UE to on-network operation.

8.2.2
Requirements

[R-8.2.2-001] Except where expressly stated each MCX Service shall operate independently of each other MCX Service.

[R-8.2.2-002] Any floor control facility remains completely independent for each of simultaneous MCX Services except where expressly stated.

[R-8.2.2-003] A user shall be able to transmit on one MCX Service and receive on another without service interaction limitations. 

[R-8.2.2-004] A user shall be able to transmit on different MCX Services at essentially the same time without service interaction limitations. 

[R-8.2.2-005] A user shall be able to receive on different MCX Services at essentially the same time without service interaction limitations except where services are competing for the same unsharable resource which may include the display, audio transducers, etc. 

[R-8.2.2-006] When operating multiple MCX Services on the same network, radio resources shall be able to be utilized in an efficient manner for all MCX Services up to certain thresholds defined for each MCX Service or the combination of MCX services or both. The radio resource allocation for each MCX Service and the combination of MCX Services shall be flexible based on demand, or allocated in a predefined manner.

[R-8.2.2-007] The network shall be able to assign radio resources so that resources assigned to each MCX Service, or the combination of all MCX Services stays below a threshold, subject to the agreement between the LTE network operator and the Mission Critical Organization(s) (e.g., LTE network can be operated by Mission Critical Organization(s), or LTE network is operated by commercial operator), for resources to be used for MCX Services without impacting other non-MCX services.
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