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1. Overall Description:

SA3 has discussed the V2X privacy requirements 005 and 006 in TR 22.185 that have been modified in S1-161424 during SA1 ongoing meeting as follows (including the change marks, when markups are shown):

[R.5.3-005]
Subject to regulatory requirements and/or operator policy for a V2X application, the 3GPP system should be able to support anonymity and privacy of a UE using the V2X application by ensuring that the UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the V2X application.

[R.5.3-006]
Subject to regulatory requirements and/or operator policy for a V2X application, the 3GPP system shall be able to support anonymity and privacy of a UE during the usage of the V2X application as long , such that the UE cannot be tracked or identified by the operator or a third party.

1) SA3 would like to point out that if the operator cannot track UE or know the UE identifier for V2X LTE, this will have an impact on network functionality, operator business, 3GPP authentication, charging, and fault tracing. Since the requirement includes both a third party and an operator, we are not sure, that an anonymizer could fulfil such requirement simultaneously, i.e. simultaneously preventing both the anonymizer and operator being able to link the used identity to the UE.
One option to address this problem: the MNO could have a legal binding agreement with the V2X service provider and by this the MNO and V2X provider trust each other, i.e. is not a third party anymore. 
SA3 would like SA1 to clarify whether the V2X service layer identity is independent of the IMSI and whether the anonymity of the IMSI with respect to the operator is required by SA1. Additionally, SA3 would also like SA1 to clarify whether all location related information in network layer such as cell ID, etc. would also be obliged not to be collected by the operator based on this requirement.
It should be clarified and confirmed by SA1, if the requirement could be re-formulated in a way that takes the concern as raised above in account.
Furthermore, in our understanding anonymity means: 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.
Therefore, we think ‘anonymity’ is not the right term and propose to use ‘pseudonymity’. 

SA3 is using the following definition:

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
2) Furthermore, SA3 would like to refer also to S3-160555 (as attached), which points out that the original regulation, which SA1 referred for providing above privacy requirements, is mostly about (mandatory) V2V communication, not subscription based V2X or optional application service. Thus, 3GPP should not require in their requirements more than is requested by regulation.

SA3 kindly asks to re-consider the requirements to be split in V2V/V2P, V2I, and V2N requirements as it seems according to the analysis in S3-160555 that regulation has actually differentiated here.

3) In addition, SA3 would like to inform on the ongoing discussion to TR 33.885 V2X in their LTE security study. The following requirements are proposed but contradict with those requirements as given in SA1 TS 22.185.
The MNO should be able to identify the sender of a message in case an illegitimate message is transferred.
Editor’s note: Requirement may be revisited depending on SA1 LS response to S3-160789.
LTE system should provide accounting function on data received from a resource external to LTE.
These potential requirements are formulated in S3-160792 due the fact that MNO is going to transfer data that are generated by third parties, e.g. vehicle data are transferred via the V2X application to E-UTRA(N) and may be broadcasted again via LTE to other V2X service users.
SA3 kindly asks SA1 to also consider this view on the system when discussing their own set of requirements.

2. Actions:

ACTION: 

SA1 is kindly asked to clarify the privacy related requirements. 
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