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Introduction

Editor’s NOTE:
If there is consensus that all the requirements of LTE V2X TS 22.185 are automatically taken over for eV2X and that all the potential requirements of SMARTER MIoT TR 22.861 are automatically applied for eV2X as well, this contribution might not be needed.
All the security requirements applied for LTE V2X, shown in section 5.3 of TS 22.185, should be applied to eV2X as well. That’s believed natural, if considering basic use cases are the same for LTE V2X and for eV2X. Requirements in there are as follows:
[R.5.3-001] 
The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by E-UTRAN supporting V2X communication.

[R.5.3-002]
The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by E-UTRAN supporting V2X communication.

[R.5.3-003]
The 3GPP network shall provide a means for the MNO to authorize UEs supporting V2X application separately to perform V2N communication.

[R.5.3-004]
The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.

[R.5.3-005]
The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

[R.5.3-006]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
In addition, the requirement of remote provisioning of 3GPP subscription credentials, which has been captured in SMARTER MIoT TR 22.861, is to be applied to eV2X as well. The same argument “In the future it is expected that devices sold outside operators’ channels will likely not be preconfigured with operator-specific subscription credentials. […]” applies. The requirement in TR 22.861 is as follows:
[PR.5.1.3.2-001] The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.
In the below, potential requirements are proposed by copying/pasting the above existing (potential) requirements and by replacing “E-UTRAN” to “RAN” and “device” to “UE supporting V2X application”.
Proposal

It is proposed to add the following NEW consideration to eV2X TR 22.xyz.
---------- Start of the change ----------
6.z
Considerations on security aspects
6.z.1
Description
All the security requirements applied for LTE V2X, shown in section 5.3 of TS 22.185 (cf. [a]), should be applied to eV2X as well. That’s believed natural, if considering basic use cases are the same for LTE V2X and for eV2X. In addition, the requirement of remote provisioning of 3GPP subscription credentials, which has been captured in SMARTER MIoT TR 22.861 (cf. [b]), is to be applied to eV2X as well. The same argument “In the future it is expected that devices sold outside operators’ channels will likely not be preconfigured with operator-specific subscription credentials. […]” applies.

In the below, potential requirements are proposed by copying/pasting the above existing (potential) requirements and by replacing “E-UTRAN” to “RAN” and “device” to “UE supporting V2X application”.
6.z.2
Potential requirements
[PR-6.z.2-001] 
The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by RAN supporting V2X communication.
Editor’s NOTE:
”RAN” needs to be replaced by an appropriate name later that shows its 5G context (e.g., new RAT and further enhanced LTE).
[PR-6.z.2-002]
The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by RAN supporting V2X communication.
Editor’s NOTE:
”RAN” needs to be replaced by an appropriate name later that shows its 5G context (e.g., new RAT and further enhanced LTE).
[PR-6.z.2-003]
The 3GPP network shall provide a means for the MNO to authorize UEs supporting V2X application separately to perform V2N communication.

[PR-6.z.2-004]
The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.

[PR-6.z.2-005]
The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

[PR-6.z.2-006]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
[PR-6.z.2-007]
The 3GPP system shall support a secure mechanism to remotely provision a  UE supporting V2X application that has not been pre-provisioned, with its 3GPP subscription credentials.
---------- End of the change ----------
---------- Proposed references to be added to section 2 of TR ----------
[a]
3GPP TS 22.185 "Service requirements for V2X services", http://www.3gpp.org/ftp/Specs/archive/22_series/22.185/22185-e00.zip
[b]
3GPP TR 22.861 “Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things”, http://www.3gpp.org/ftp/Specs/archive/22_series/22.861/22861-e00.zip
---------- End of the proposed references ----------

