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1. Introduction
[bookmark: _GoBack]At SA1#74 meeting in May 2016, contribution S1-161519[1] was submitted regarding V2X privacy. The document was not handled due to lack of time. However, after the SA1 meeting this open issue must be addressed because this has major impact on V2X LTE business and architectures (potentially about authentication, authorization, roaming and charging). 
This contribution discusses UE privacy from the security requirement in TS22.185, especially focus on the last requirement which is originated from the regional regulation. There have comments to show the main problems we are concerned (system complexity & cost, feasibly for all the V2X use cases, different regional regulation in other place).   
2. Discussion
There are following requirements about V2X privacy in TS 22.185 [2], where confusion begins: 
 [R.5.3-006]	Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
For this requirement, we have following comments:
1、 The requirements of SA1 are originated from potential U.S. regulation and other ITS standards (e.g. IEEE 1609.2[3], ETSI ITS [4]). Proposed rule [5] by U.S. Department of Transport (DOT) is “to require vehicle-to-vehicle (V2V) communication capability for light vehicles” for road safety purpose. This requirement has some relevance and limitations. In this use case, the communication is happened between vehicle to vehicle directly, through wireless LAN connection. Under that assumption, the operator can be considered as non-authorized third parties. So in this case, it makes sense that operator couldn’t get the user's private information is a reasonable request as operator is not involved in such V2V communication. While in 3GPP LTE-V2X system, the operator is a necessary part of communication. The identification information such as IMSI / TMSI, MSISDN, and location based information, like cell-ID,are fundamental information for the operators to provide services during V2X communications. What’s more, operators are trusted and authorised parties under consent with users. If users could not trust operators, they have rights to refuse such services. Therefore, such communication related information should not be considered confidential information and is not visible to the operator. 
Observation: It is not reasonable that to force operator to provide service without identifying and locating UE.
2、 This is the regional requirement. However, according to the current requirements, 3GPP system must support this feature worldwide. This will add unnecessary complexity and cost for the system in some places where they have no this kind of regulatory requirement. 
In some other places, regulations require operators to be informed of UE's real identity, so as to provide services. [6]
Observation: It is clear that such requirement is not reasonable for all operators which are under different regulation request
3. Proposal
Based on the discussion, it is proposed two alternative revision ways. One way is to keep requirement locally, as where it should be forced to obey regulation requirement clearly. The other way is to add a new requirement to indicate there will be another kind of regulation requirement on the same topic. The two alternatives are as following:
1、 Change requirement [R.5.3-006]:
[R.5.3-006]	The 3GPP system shall be able to support UE privacy for V2X communication. Subject to regional regulatory requirements and/or operator policy, UEs cannot be tracked or identified by the operator or a third party in such place.
2、 Add another requirement:
[R.5.3-007]	Subject to regulatory requirements and/or operator policy, the 3GPP system shall be able to support the operator to track or identify the UE when the operator provides necessary services.
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