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Abstract: This paper proposes use cases describing secured communication for railways.
9
Critical support applications related use cases

9.1
Secured voice communication related use cases

9.1.1
Introduction

In this chapter the use cases related to the function of secured voice communication are defined. The following use cases are defined:

· Activation 

· Deactivation

· Interruption of a communication link

9.1.2
Use case: Secured Voice Communication - Activation

9.1.2.1
Description

The secured voice communication application shall provide a clear indication to the users as soon as an end-to-end voice communication link is broken or as long as the end-to-end communication link is active. This use case describes the activation of the communication link supervision.
9.1.2.2
Pre-conditions

The FRMCS-user is part of an ongoing user-to-user or multi-user voice communication.

Secured Voice Communication can be enabled for the ongoing voice communication.

9.1.2.3
Service flows

Automatic Activation

Upon establishment of a voice communication, for which automatic activation of Secured Voice Communication is configured in the FRMCS system, the end-to-end supervision of the communication link(s) involved in the communication is/are activated by the FRMCS system.

The involved FRMCS-users are informed about the successful activation of the supervision.

Manual Activation

The user activates Secured Voice Communication through a simple MMI interaction on the FRMCS equipment
The end-to-end supervision of the communication links involved in the communication is then activated by the FRMCS system.

The involved FRMCS-users are informed about the successful activation of the supervision.

9.1.2.4
Post-conditions

The FRMCS-user remains connected to the ongoing user-to-user or multi-user voice communication.

The communication links of all FRMCS-users involved in the communication are supervised end-to-end.

9.1.2.5
Potential requirements and gap analysis
[R-9.1.2.5-001]
Activation of the end-to-end supervision of communication depending on the role(s) of the FRMCS-Users involved shall be automatic.

( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.

[R-9.1.2.5-002]
If entitled so, a FRMCS-user shall be able to activate end-to-end supervision of communication.

( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
9.1.3
Use case: Secured Voice Communication - Deactivation

9.1.3.1
Description

The secured voice communication application shall provide a clear indication to the users as soon as an end-to-end voice communication link is broken or as long as the end-to-end communication link is active. This use case describes the deactivation of the communication link supervision.
9.1.3.2
Pre-conditions

The FRMCS-user is part of an ongoing user-to-user or multi-user voice communication.

Secured Voice Communication is activated, therefore the communication links of all FRMCS-users involved in the communication are supervised end-to-end.

9.1.3.3
Service flows

Automatic deactivation

If the ongoing voice communication is terminated by one of the involved users, the Secured Voice Communication is deactivated.

Manual deactivation

The FRMCS user may deactivate Secured Voice Communication through a simple MMI interaction. Only the FRMCS-user who as previously activated the Secured Voice Communication is allowed to do so.

The end-to-end supervision of the communication links involved in the communication is then deactivated by the FRMCS system.

The involved FRMCS-users are informed about the successful deactivation of the supervision.

9.1.3.4
Post-conditions

Automatic deactivation

The FRMCS-user is no longer part of an ongoing user-to-user or multi-user voice communication.

Manual deactivation

The FRMCS-user is still part of an ongoing user-to-user or multi-user voice communication.

9.1.3.5
Potential requirements and gap analysis
[R-9.1.3.5-001]
If the voice communication is terminated deactivation of the end-to-end supervision of voice communication shall be automatic.

( This requirement doesn’t seem to be covered yet by existing 3GPP functionality. 

[R-9.1.3.5-002]
, Only the FRMCS-user who requested the end-to-end supervision shall be able to deactivate the end-to-end supervision.
( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
9.1.4
Use case: Secured Voice Communication – Interruption or degradation of a communication link

9.1.4.1
Description

The FRMCS system shall provide a clear indication to the FRMCS-users as soon as an end-to-end voice communication link is broken (negative notification) or as long as the end-to-end communication link is active (positive notification). This use case describes the procedure when the system detects a communication link interruption.

9.1.4.2
Pre-conditions

The FRMCS-user is part of an ongoing user-to-user or multi-user voice communication.

The communication links of all FRMCS-users involved in the voice communication are supervised end-to-end.

9.1.4.3
Service flows

Positive Notification

The FRMCS system continuously checks if the communication service (connectivity and quality) is available to all FRMCS-users.

The FRMCS system indicates to the FRMCS-users that the communication service is working properly e.g.by a periodic tone.

If a degradation of at least one of the communication link is detected, the positive notification is immediately stopped, if possible, including the FRMCS-user(s) with the degraded communication link.

If the supervision functionality itself fails, the positive notification shall be stopped immediately.

In case a FRMCS-user has left an ongoing voice communication the FRMCS system shall not stop the positive notification, except for the FRMCS-user who has left the communication.

Active speech transmission shall suppress the positive notification for all FRMCS-users involved.
Optionally the user having activated the Secured Voice Communication may need to confirm his availability periodically (e.g. by pressing a button or by talking). If this confirmation is not received, the positive notification to all FRMCS-users is immediately stopped.

The secured voice communication is stopped. The ongoing voice communication is continued. Secured Voice Communication may be reactivated for the remaining FRMCS-users in the ongoing voice communication.

Negative Notification

The system continuously checks if the communication service (connectivity and quality) is available to all FRMCS-users involved in the communication.

The system warns all involved FRMCS-users of an ongoing voice communication if a degradation of a communication link is detected, e.g. by generating a warning tone , if possible, including the FRMCS-user with the degraded communication link.

If the supervision functionality itself fails, FRMCS-users shall be warned of, e.g. by a warning tone.

A FRMCS-user deciding to leave an ongoing voice communication shall not cause a warning.

Optionally the user having activated the Secured Voice Communication may need to confirm his availability periodically (e.g. by pressing a button or by talking). If this confirmation is not received, a negative notification is generated to all FRMCS-users involved in the communication.

The secured voice communication is stopped. The ongoing voice communication is continued. Secured Voice Communication may be reactivated for the remaining FRMCS-users in the ongoing voice communication.

9.1.4.4
Post-conditions

The remaining FRMCS-users are still part of an ongoing user-to-user or multi-user voice communication.

9.1.4.5
Potential requirements and gap analysis
[R-9.1.4.5-001]
The FRMCS system shall support the end-to-end supervision of voice communication for all involved FRMCS-users. The FRMCS system shall continuously check if the voice communication is available. 
( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
[R-9.1.4.5-002]
Supervision shall be stopped if one or more FRMCS-users that were present when the supervision was started, are not part of the ongoing communication anymore (e.g. due to radio problems). The remaining FRMCS-users shall be informed. The ongoing voice communication among the remaining FRMCS-users is continued. A FRMCS-user leaving the communication shall not cause the supervision to stop.
( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
[R-9.1.4.5-003]
The FRMCS system shall be able to support the supervision function via positive or negative notification. Active speech transmission shall supress the positive notification, to all involved FRMCS-users. 
( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
[R-9.1.4.5-004]
If one of the FRMCS-users in a communication is lost (e.g. due to radio problems), and the supervision is stopped, the remaining FRMCS-users in the call shall be notified which FRMCS-user has left the call. The notification shall indicate the identity of the FRMCS-user used during the set-up or when joining of the call.
( This requirement doesn’t seem to be covered yet by existing 3GPP functionality.
