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Abstract: This document proposes text for clause 6 of TR 22.864 including Considerations on charging and security.  The considerations are consolidated across TR 22.861, TR 22.862, TR 22.863, and TR 22.864.  
Specifc changes include the following:
1) Adding references to 22.861, 22.862, and 22.863, 
2) Clarifying the presence of asociated critical communication traffic scenarios in clause 5.1.1,
3) Adding considerations on charging and security in clause 6.
a. Editorial clean up from S1-161197 has been applied throughout (e.g., changing 5G system to 3GPP system),
b. Charging considerations are modified to indicate the 3GPP core network rather than system is responsible for charging information.
c. Charging considerations from NEO clause 5.1.2.2 are combined for clarity
The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. 
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 
These are merged to become:
The 3GPP system shall have the capability to conform to service-specific security assurance requirements in a single network slice.
d. Charging considerations from NEO clauses 5.1.2.2, 5.4.2 are modified to include only the charging aspects (e.g., QoS and LI are removed from a compound requirement, those aspects are included in clause 7).
The 3GPP network shall be able to support charging, QoS, and Lawful Interception (LI) for services hosted closer to the end user.
The 3GPP system shall provide charging, Lawful Interception (LI) and QoS differentiation for content delivered from an in-network caching entity.
e. A new NEO charging consideration is added to support charging for multi network connectivity as described by requirements in 5.1.2.5.
The 3GPP network shall support a mechanism to collect charging information associated with each serving MNO when multi-network connectivity is under the control of the home operator.
f. Charging consideration from NEO clause 5.6.2 is rephrased for clarity.
The 5G system network shall be able to differentiate collect information to be used for charging and network planning a subscriber for a the same 3GPP service based on the access type (e.g., 3GPP, non-3GPP)if it is provided to a UE over a different 3GPP and non-3GPP accesses
g. Charging and security considerations from MIOT are introduced from contribution S1-161188.
h. Security considerations from CRIC are introduced from contribution S1-161176.
i. Security consideration from eMBB are introduced from contribution S1-161175.
j. Security considerations from NEO clauses 5.1.2.2, 5.4.2 are modified to include only the security aspects (e.g., charging and QoS are removed, those aspects are included in clause 7).
The 3GPP network shall be able to support charging, QoS, and Lawful Interception (LI) for services hosted closer to the end user.
The 3GPP system shall supportprovide charging, Lawful Interception (LI) and QoS differentiation for content delivered from an in-network caching entity.
k. The security requirements from clause 5.4.2 for personal data stored in an in-network cache are reworded as in S1-161192.
l. Security consideration from NEO clause 5.6.2 has been modified to include only the security aspects.
The 3GPP5G system shall be able to support:
· Inter-system mobility between 3GPP and non-3GPP access networks, 
· Capability for the UE to select the 3GPP or non-3GPP access based on operator policy, 
· Simultaneous connection to different accesses, & capability for the UE to access the 3GPP services provided by the 5G network using non-3GPP access e.g. FMSS…, 
· Authentication allowing a UE to access a 5 G network through a non-3GPP RATaccess using 3GPP credentials. 
m. Security considerations from NEO clause 5.8.2 are modified to remove duplicate requirements. Also, variations of <5G System> are replaced with 3GPP system.
Subject to regulatory requirements, the <5G system> 3GPP system shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.
Subject to regulatory requirements, the <5G system> 3GPP system shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.
The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 
The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.
The 3GPP system shall be able to protect user location information from attacks by a passive listener. 
Subject to regulatory requirements, the 3GPP system shall be able to protect user location information from active attacks. 
Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
The 3GPP system shall minimize signalling overhead for security.
Subject to regulatory requirements, 3GPP system shall be able to provide temporary service in an operator’s network in emergency case for users from other operators without access to their home network (e.g. IOPS for commercial use, emergency services enhanced for temporary service in emergency case and so on).
Subject to national regulatory requirements, the 5G 3GPP System shall support a mechanism to provide Lawful Interception. Existing Lawful Interception are applicable without restrictions.
Subject to national requirements, the 5G 3GPP System shall comply with Lawful Interception Requirements.
The <5G system> 3GPP system shall provide appropriate mechanisms to enable Lawful Interception. 
NOTE: The appropriate solution will be defined in 3GPP SA3_LI.
5G devices shall store device identities in a secure and tamper resistant way in order to prevent device identification tampering, when required.
5G devices shall display the device identity in a consistent manner, not requiring detailed knowledge of the device's user interface, when required.
The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
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Second proposed text change:
5.1.1	Description
Unlike previous 3GPP systems that attempted to provide a 'one size fits all' system, the 5G system is expected to be able to simultaneously provide optimized support for different configurations through various means. Flexibility and adaptability on network functionality and service is a key distinguishing feature of a 5G system.
Flexibility enabler 1： Network slicing
One key concept to achieve the goal of flexibility is network slicing (cp. [2], clause 5.2 and 5.69). Network slicing allows the operator to provide dedicated logical networks with customer specific functionality, without losing the economies of scale of a common infrastructure. As such a big variety of use cases with diverging requirements can be fulfilled. For example, there will be different requirements on functionality such as charging, policy control, security, mobility, performance etc. There is also a need to isolate the different slices from each other. Terminals can be directed to appropriate slices in a way that fulfil operator or user needs, e.g. based on subscription or terminal type. 
Network slices will consist of mainly 3GPP defined functions but could also include proprietary functions that are provided by different operators or 3rd parties. To guarantee a consistent user experience and support of services in case of roaming, slices composed of the same network functions should be available for the user in the VPLMN. Configuration of network slices and provision of proprietary functions will be based on agreements between operators.  
Network slicing could also be used to provide a network configuration enabling basic communications (e.g., voice, text messages) in case of natural disasters. Another example of applying this concept could be to provide access to the network in markets (cp. [2], clause 5.48) where there is a need for providing access to essential services with a basic Internet access (e.g. Basic broadband speeds, relaxed latency requirements).
Operator often provides similar service to multiple 3rd parties (e.g. enterprises) that require similar network functionalities, which should be supported in an efficient manner.
Flexibility enabler 2: Efficient user plane
Immersive services such as interactive virtual reality have critical requirements on transfer bandwidth and delay between terminals, and the users hope to get consistent user experience even if they change the location during communication (cp. [2], clause 5.8). 
In cooperation with 3rd party service providers, the application server can be deployed in an operator’s network to provide 3rd party services, e.g. UHD video, with critical requirements on bandwidth and delay for the users nearby, and the operator network needs to ensure efficient data path between end-user and server to address the service requirements on bandwidth and delay (cp. [2], clause 5.37). In critical communication scenarios such localized real-time control and industrial automation, an extremely restricted requirement of reliability and latency is expected to guarantee the communication between e.g. a robot and a local robot-control system (cp. [2], clause 5.15), and an efficient data transfer is required even if e.g. the robots move in the smart factory area. Traffic scenarios related to critical communications are covered in more detail in 3GPP TR 22.862 [y].
As sensor and monitoring devices are deployed more extensively, there will be a need to support devices that send data packages ranging in size from a small status update in a few bits to streaming video. Similar need exists for e.g. the smart phone with widely varying amounts of data. The network will need the flexibility to provide efficient service to the device, regardless of when it sends data and whether small or large amounts of data are sent in a given transmission.
Specifically, to support short data bursts, the network will need the ability to operate in a mode where there is no need for a lengthy and high overhead procedure before and after small amounts of data need to be sent. The system will, as a result, avoid both a negative impact to battery life for the device and wasting signalling resources.
The same device may need to establish a connection when it needs to transmit a large amount of data (e.g., video).
Flexibility enabler 3:  Network capability exposure
Network capability exposure is to provide the network capabilities that are in need by the 3rd party ISP/ICP. Based on 3GPP SEES and FMSS, the operator can provide network capabilities e.g., QoS policy to 3rd party ISPs/ICPs. However, with the advent of 5G, some new network capabilities need to be considered to be exposed to the 3rd party. There are the following examples: 
· to allow the 3rd party to dynamically custom the dedicated network slice cater for different diverse use cases, the network slicing capability may allow third parties to create, manage a network slice configuration via suitable APIs, within the limits set by the operator (cp. [2], clause 5.49). 
· to allow hosting of applications (including both MNO provided applications and 3rd party provided applications) closer to the end user to improve user experience and save backhaul resources(cp. [2], clause 5.37).
Flexibility enabler 4:  Flexible broadcast service
The broadcast service, e.g. an enhanced form of MBMS, allows the users to receive the linear time audio and audio &video programmes such as 4k UHD, and the user is able to select the expected broadcast program from the broadcaster’s management system (cp. [2], clause 5.56). Another new possible broadcast service is a truly ad-hoc video broadcast that interested parties want to see based on a social web advert, and the video content may be live and may not ever be stored on a video server in the network but may be only transmitted as a ‘one-off’ by either a broadcast organisation or an individual (cp. [2], clause 5.56). 
Today, 3GPP specifications do not allow a stand-alone deployment of a multicast/broadcast network.  Additionally, the current implementation limits the radio resources that can be allocated for multicast/broadcast service to 60%.  It also limits the coverage size of the radio base station to a relatively small value. In order to support a variety of linear video based services for the users, deployment of the next generation of multicast/broadcast capabilities will require significantly more flexibility than what is available in the current network in terms of configuration, resource allocation and network deployment to support broadcast/multicast services. The flexibility required encompasses allocation of resources, multicast/broadcast network design as well as simultaneous user access to unicast data and broadcast service (cp. [2], clause 5.70).
Flexibility enabler 5: Multi-network connectivity and service delivery across operators
Given the multitude of use cases for new verticals and services, each operator, based on its business model, may deploy capabilities to serve only a subset of the vertical industries and services.  However, this should not prevent end-user to be able to access all new services and capabilities that will be accessible via next generation 3GPP systems. Operators could contemplate a variety of sharing business models and partnership between service providers and other network operators, to enable users to access all services via multiple networks simultaneously in order to provide a better user experience (cp. [2], clause 5.64) with terminals capable of simultaneous network access.
Flexibility enabler 6: Markets requiring minimal service levels
A key aspect of 5G system flexibility is the ability to support both the very high end markets as well as very low end markets.  Some systems will be deployed in areas where there are constraints on energy resources (e.g., sporadic access to power supplies) and lower end user expectations for availability, reliability, and capacity.  In such cases, the system needs additional flexibility to adapt power consumption needs based on fluctuations in power availability. The system should be efficient in order to provide essential services in harsh environments (e.g., far remote rural areas, very large territories) while taking into account the local constraints (adapting resources consumptions to long distances, dealing with variable conditions and possibly disconnections). Content delivery should be optimized in order to reduce constraints on transport networks, on low-end user devices (e.g., limited screen size, limited energy consumption), variable network conditions, and client profiles.
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Provide any additional aspects not considered in the use cases, or that need further elaboration.
Text to be provided.
6.1.1	Charging considerations from TR 22.861 [x]
This section describes the requirements for collecting charging data for a device. The requirements also apply in the roaming case. 
 [PR.6.2-001] The 3GPP core network shall support online and offline charging for a device, whether the device is in direct 3GPP connection mode or indirect 3GPP connection mode.
[PR.6.2-002] The 3GPP core network shall be able to separately identify the charging data of a device from the charging data of a relay UE, when the device is in indirect 3GPP connection mode via the relay UE.
The 3GPP system shall be able to support enhanced charging mechanisms to support various types of connectivity (e.g. subscribed, connectivity), with or without the presence of operator credentials in the device.
Enhanced charging mechanism shall enable an operator to collect charging-related information for enhanced authentication mechanism and enhanced authorization mechanism.
6.1.2	Charging considerations from TR 22.864
The 3GPP core network shall support a mechanism to collect charging information associated with each serving MNO when multi-network connectivity is under the control of the home operator.
The 3GPP core network shall be able to support charging for services hosted closer to the end user.
The 3GPP core network shall be able to support charging for content delivered from an in-network caching entity.
The 3GPP core network shall be able to collect information to be used for charging and network planning for a 3GPP service based on the access type (e.g., 3GPP, non-3GPP).
6.2	Considerations on security
6.2.1	Security considerations from TR 22.861 [x]
6.2.1.1	General
[PR.6.1-001] The 3GPP network shall support end-to-end integrity protection and confidentiality for data transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR 6.1-001a] The 3GPP network shall support end-to-end integrity protection and confidentiality for signaling transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR.6.1-002] The 3GPP network shall support a resource efficient mechanism to authenticate a device when the device is in indirect 3GPP connection mode.
[PR 6.1-002a] The 3GPP network shall support a resource efficient mechanism to authorize a device to use an indirect 3GPP connection.
 [PR 5.2.3-004] A device shall determine the relay UE is authorized to serve as a relay before the device uses the indirect connection to the 3GPP network via the relay UE. 
[PR 5.2.3-005] Devices shall determine they are authorized to engage in direct device communication with each other upon establishing a direct device communication using a 3GPP RAT. 
[PR 5.2.3-006] Before establishing a direct device communications using a non-3GPP RAT, devices may use 3GPP credentials to determine if they are authorized to engage in direct device communication.
[PR 5.1.3.2-001] The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.
[PR 5.1.3.3-001] The 3GPP system shall minimize the signaling for security that is required prior to user data transmission.
The 3GPP system shall be able to support enhanced authentication and authorization mechanisms to support various types of connectivity (e.g. subscribed, connectivity), with or without the presence of operator credentials in the device.
Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g. using biometric information).
Enhanced authorization mechanism shall be able to provide a user and a device with on-demand connectivity based on operator policy.
The 3GPP system shall provide a capability for users, applications and devices to register, identify, address and reach other devices, regardless of how each device is connected to 3GPP network.

6.2.1.2	Group based security
[PR 5.3.3.1-005] The 3GPP system shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices. 
[PR 5.2.3-020] The 3GPP system shall support a secure mechanism to transmit the same information to multiple devices.
6.2.2	Security considerations from TR 22.862 [y]
The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by that 3rd party.
The 3GPP system owned by a 3rd party (e.g., factory owner) shall allow confidentiality and integrity protection managed by that 3rd party.
The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation. 
The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.
The 3GPP system shall support confidentiality and end-to-end integrity protection for user data.
The 3GPP system shall be able to provide at least message integrity protection.
6.2.3	Security considerations from TR 22.863 [z]
[bookmark: _Toc435851940]The 3GPP system shall minimize security signalling overhead needed for transmission of small amounts of data without reducing its level of security.
The 3GPP system shall support the option for Operators to provide the same level of security over fixed broadband access link as is provided over the Next Generation Radio access link.
The 3GPP system shall support regulatory requirements in the combined use of Next Generation Radio and fixed broadband access.
6.2.4	Security considerations from TR 22.864
[PR 5.1.2.1-007] The 3GPP system shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network.
[PR 5.1.2.1-009] The 3GPP system shall allow the operator to authorize 3rd parties to create and manage a network slice via suitable APIs, within the limits set by the network operator.
[PR 5.1.2.2-006a] The 3GPP core network shall be able to support Lawful Interception (LI) for services hosted closer to the end user.
[PR 5.4.2-002a] The 3GPP system shall support Lawful Interception (LI) for content delivered from an in-network caching entity.
[PR 5.2.2-008] The 3GPP system shall support a secure mechanism to collect system information while ensuring end-user and application privacy (e.g., application level information such as application usage information is not to be related to an individual application user identity or subscriber identity and UE level information such as UE location is not be related to an individual subscriber identity).
[PR 5.4.2-007] The 3GPP system shall support a secure mechanism to store in-network cached data.
[PR 5.4.2-008] The 3GPP system shall support a secure mechanism to access an in-network data cache.
[PR 5.6.2-016] Subject to regulatory requirements, the UE may use a temporary identifier for initial attach that hides its long-term identity. The home network shall be able to associate this temporary identifier to the long-term identity.
[PR 5.6.2-019] Subject to regulatory requirements, 3GPP system shall be able to support temporary service in emergency case which has the following features:
· service authorization for users of other than home operators by serving operator policy, 
· access security for temporary service in emergency case.
[PR 5.6.2-006a] The 3GPP system shall be able to support authentication allowing a UE to access a 5G network through a non-3GPP RAT using 3GPP credentials. 
[PR 5.8.2-001] Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.
[PR 5.8.2-002] Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.
[PR 5.8.2-003] The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 
[PR 5.8.2-004] Subject to regulatory requirements, the 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.
[PR 5.8.2-005] The 3GPP system shall be able to protect user location information from attacks by a passive listener. 
[PR 5.8.2-006] Subject to regulatory requirements, the 3GPP system shall be able to protect user location information from active attacks. 
[PR 5.8.2-008] The 3GPP system shall minimize signalling overhead for security without compromising the security level of the 3GPP system.
[PR 5.8.2-009] Subject to regulatory requirements, 3GPP system shall be able to provide temporary service in an operator’s network in emergency case for users from other operators without access to their home network (e.g. IOPS for commercial use, emergency services enhanced for temporary service in emergency case and so on).
[PR 5.8.2-010] Subject to national regulatory requirements, the 3GPP system shall support mechanisms to provide Lawful Interception. 
NOTE: The appropriate solution will be defined in 3GPP SA3_LI.
[PR 5.8.2-013] 5G devices shall store device identities in a secure and tamper resistant way in order to prevent device identification tampering, when required.
[PR 5.8.2-014] 5G devices shall be able to display the device identity in a consistent manner that does not require detailed knowledge of the device's user interface.
[PR 5.8.2-015] The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
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