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Abstract: This contribution proposes to capture an additional security-related service requirements for TR 22.864 SMARTER Network Operation (in line with NGMN recommandation on subscriber authentication (see below) as a separate subsection under Section 5.8 on Security.
“The subscriber’s identity together with secret data allowing the access to a given network shall be stored in a secured physical entity (e.g. similar to the current UICC). The data necessary to access an operator network remain the sole ownership of the operator running this network”
***** BEGIN OF 1 CHANGE *****
5.8
Security
5.8.1
Description
5.8.1.1
Device Theft Prevention

Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable.
There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.
Unique device identifiers in the 5G system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones.
5.8.1.2
Protection of user (human and machine) identity 
5G networks will serve an unparalleled number of heterogeneous terminals within new use cases. New 5G powered services, will take off only if an appropriate level of trust is triggered by the appropriate levels of security.
For such reasons 5G authentication schemes have to rely on a robust platform upon which Operators/3rd Parties can continue to efficiently develop existing services and enable future new ones. Be it related to a human person or a machine-module, the subscriber’s identity together with related confidential data  should be stored in a secure element on the device which will guarantee at least the same security level of current solutions (UICCs) meanwhile improving flexibility. This implies the capability to be able to protect customers from security threats (e.g., impersonation, traffic eavesdropping, etc.) thus increasing the level of trust in current Internet implementations, leveraging secure network subscribers’ identity. 
5.8.1.3
Management of the Subscription related Information
Today’s 3GPP architecture with the clear separation of subscription information and credentials from the device(ME) has several benefits for the operator as well as for the ME manufacturers. The operator can distribute subscriptions independently of the ME. On the other side this also enables the subscriber to easily exchange his device (ME) without any changes to his relationship with the operator, or vice versa the subscriber can easily exchange the operator without having any impact on his device (ME). From the security perspective such separation provides the operator the possibility to define his own authentication algorithms without any impact on devices (MEs) or other operator’s networks.
Another aspect from the security perspective is, that such separation provides the operator with a good degree of flexibility related to the management and  the ownership of the subscription related data without any impact on devices (MEs) or other operator’s networks.  
5.8.1.4
Protection of user privacy and location information

There is a growing need to provide a user with protection of privacy and location information. 

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks while preserving the privacy of Personally Identifiable Information (PII) and protecting user location information. For example, multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements and interfaces cannot be assumed.

Information provided over the air during initial registration may allow a passive eavesdropper to obtain user personal identifying information or location or both.. In addition, rogue NW elements (i.e. not part of the legitimate mobile network) may request and receive such information.
Both user privacy and location need to be protected in 5G networks.
***** BEGIN OF 2 CHANGE *****
5.8.3
Potential Operational Requirements

5G devices shall store device identities in a secure and tamper resistant way in order to prevent device identification tampering, when required.
5G devices shall display the device identity in a consistent manner, not requiring detailed knowledge of the device's user interface, when required.
The 3GPP system shall support identification of subscription and storage of subscription related data (e.g. authentication credentials, algorithms)  based on a tamper resistant secure element or evolutions thereof (e.g. UICC solutions).
The 3GPP system shall support separation of subscription related data (e.g. authentication credentials) and ME.
The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
***** END OF CHANGES *****
