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Abstract: This document proposes text for clause 6.1 Considerations on security. Additionally, the following changes are made:
a.  A requirement to support enterprise is divided into 2 requirements for clarity.
The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with itsusing identities, credentials, ID management, and authentication , confidentiality and integrity  that is provided and managed by a 3rd party (e.g., factory owner).
The 3GPP system shall allow confidentiality and integrity protection based on schemes managed by a 3rd party (e.g., factory owner).
b.  A requirement that duplicates the requirement in a. above is not included in the considerations.
The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation. 
c. Two requirements are omitted as duplicates with a third, on confidentiality and integrity protection. The third is clarified to indicate regulatory requirements pertain to confidentiality protection.
All transactions should be sufficiently integrity and confidentiality protected. 
Transactions should be sufficiently integrity- and confidentiality-protected. 
NOTE:	The above requirements are for end to end performance, defined as communications sent by source and communication received by target. 
Subject to regional regulatory requirements, theThe 3GPP system shall support a mechanism to provide end-to-end confidentiality and integrity protection and confidentiality protection for user data.
d.  A requirement is omitted as a duplicate with other requirements on the level of security.
The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity,a security, availability, and reliability compared to UMTS, EPS, and Wi-Fi.  
e.  A requirement on UAV security is omitted as a duplicate with the requirement added in c. above for integrity protection. Note that the non-security aspects are addresses in S1-161200 for clause 7.
For UAV connectivity, the 3GPP system shall support: 
-	Continuous wireless coverage for UAV flying at low altitude of [10-1000] meters with maximum speed of [200 km/h.]
-	The 3GPP system shall be able to provide at least message integrity protection. Other security requirements are FFS.
-	Priority, Precedence, Preemption (PPP) as failure to transmit communications in reliable and timely manner could result in injury or loss of property.
f. A requirement related to hijacking is omitted as duplicate with the requirement added in c. above on integrity protection and confidentiality.
The 3GPP System shall support connections that are very difficult to block, modify, or hijack.

Proposed Text Change:
[bookmark: _Toc442869908]6.1	Considerations on security
The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by that 3rd party .
The 3GPP system owned by a 3rd party (e.g., factory owner) shall allow confidentiality and integrity protection managed by that 3rd party.
The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.
The 3GPP system shall support confidentiality and end-to-end integrity protection for user data.
Text to be provided.
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