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Abstract: This contribution discusses the V2X privacy requirement.
1. Background
Following requirements are captured in the TS22.185.
	[R.5.3-004]	The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.
[R.5.3-005]	The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
[R.5.3-006]	Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.


At SA2#114 meeting in April 2016, [1] proposed a pseudonym based solution and [2] found some conflicts between V2X requirements, but both were not handled due to lack of time. During offline discussion between SA2 and SA3 after SA2#114, further need for clarification on V2X privacy was identified. 
For the completion of LTE V2X support in Rel-14 time frame in downstream WGs, this contribution tries to clarify requirements on V2X privacy.
2. Discussion
2.1	Tracking in Application Level
Basic V2X messages such as CAM or BSM application includes information such as velocity, location, heading and temporal ID. Because this information is meant to be received by any nearby vehicle, the message is not protected with confidentiality.
From each vehicle using V2X application, CAM/BSM messages are transmitted with 1 Hz to 10 Hz periodicity. When CAM/BSM messages are received, the application of the receiving vehicle will update its understanding of other vehicle’s location using the temporal ID included CAM/BSM message. I.e, if a CAM message [Location L1, Speed S1, Time T1, ID I1] is received, the receiving vehicle will update context information regarding the vehicle ID I1. If the vehicle with ID I1 is not known before, the receiving vehicle will create new context for the vehicle ID I1. 
It is allowed for transmitting vehicle to change its temporal ID. Then, question may arise regarding how the receiving vehicle react in following service flow:
· T0: Vehicle A transmits V2X message 1 [Location L1, Speed S1, Time T0, ID I1].
· T1: Vehicle B receives V2X message 1.
· T2: Vehicle A changes it ID used in the V2X message from ID I1 to ID I2.
· T3: Vehicle A transmits V2X message 2 [Location L3, Speed S3, Time T3, ID I2].
· T4: Vehicle B receives V2X message 2.
From T3, the vehicle B will not be able to receive any V2X message with ID I1. There are two options for vehicle B to conclude and behave:
· Option 1: Assume that ID I2 and ID I1 belong to different vehicles. I.e., vehicle with ID I1 suddenly disappeared and vehicle with ID I2 suddenly appeared. Because vehicle B cannot judge whether vehicle with ID I1 has crashed or turned off its engine or V2X module is out of order, vehicle B has to immediately slow down its speed.
· Option 2: Assume that ID I2 and ID I1 have been used by same vehicle.
Because vehicles cannot escape the law of physics, vehicle B will associate [Location L1, Speed S1, Time T0] with [Location L2, Speed S2, Time T1] and will conclude that ID I2 is linked to ID I1. At 100 km/h, a vehicle moves only 2.7m per 100 ms. The linking will not be that difficult.
Observation 1: For proper operation of vehicle, vehicle application can link different application IDs to same vehicle.
Observation 2: Change of application level ID does not much help in preventing tracking.
In some context, DSRC which is based on ad-hoc direct communication with network involvement is mentioned to be able to prevent tracking. However, if road-sniffers are widely deployed and they log and forward every received V2X messages, direct communication between vehicles is vulnerable to tracking due to above observations.
Observation 3: Because messages are sent in clear, it is impossible to 100% prevent tracking. Best-effort prevention of tracking needs to be considered.

2.2	Mandatory vs Optional
At this moment, it is not clear which spectrum will be used for LTE V2X, what is the business model for operators, or whether providing V2X service is mandatory requirement for operators. Also, it is not clear whether V2X support is mandatory feature for all new vehicles, or whether V2X service is optional service that each driver can freely choose.
Actually, many users today consent to tracking to subscribe to services related to traffic, travel, location, etc. For example, when a user tries to use a navigation application installed in smartphones, the user needs to agree that its device sends location/ tracking information to the service provider.
Observation 4: Many applications of V2X category requires user consent for tracking. 
Many V2X-related applications installed in the smartphones generate messages including location information. This location information passes through operator’s network up to application server. If this information is not encrypted, it can be exploited by anyone in the path. Then, one may ask whether the operator can refuse to transport those messages because the operator does not want to be suspected of the possibility of any kind of tracking. But, this seems not the case today because user can send any data and network has to deliver it.
Observation 5: When users consent, tracking needs to be allowed.
Observation 6: There seems no way to prevent track-able information flowing into network.
If LTE V2X is optional service, an operator may decide to provide V2X service only to the vehicle that allows it to track. In this case, to subscribe V2X service, there is no other way for the user to agree to be tracked. 
Observation 7: Operator can decide to provide V2X service only to consenting users.
By the way, many users today initiate financial transactions even over the vulnerable network such as public WIFI, because application layer can use its own protection.

2.3	Charging
It is essential for operator to know how much data has been transfer by each vehicle UE. And this principle is also applied to V2X without exception as can be found in current TS:
	[R-5.1-013]	Both the HPLMN and VPLMN operators shall be able to charge for network resource usage when messages are transferred by a UE supporting V2X application.


For example, to bill a user based on the amount of transferred V2X data, the system should be able to keep a charging record for a UE. Maybe, in one business model, OEM can pay for the bill instead of the driver. But, the ability for operator itself to collect charging information per each UE should be basically supported by 3GPP system. So, 3GPP system should be able to identify even UEs using V2X service only. 
Observation 8: For charging, operator needs to identify a UE.

2.4	UE privacy vs User privacy
Followings are definitions included in TR21.905:
	[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Mobile Equipment (ME): The Mobile Equipment is functionally divided into several entities, i.e.one or more Mobile Terminations (MT) and one or more Terminal Equipments (TE).
Mobile Termination (MT): The Mobile Termination is the component of the Mobile Equipment (ME) which supports functions specific to management of the PLMN access interface (3GPP or non-3GPP). The MT is realized as a single functional entity.
Terminal Equipment (TE): Equipment that provides the functions necessary for the operation of the access protocols by the user. A functional group on the user side of a user-network interface (source: ITU-T I.112).
User: An entity, not part of the 3GPP System , which uses 3GPP System services. Example: a person using a 3GPP System mobile station as a portable telephone.
User Equipment (UE): Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups. 


From this definition, UE’s components seems to be mostly related to access aspect. And user aspect and UE aspect are separate. 3GPP internal identities do not cross outside of 3GPP system. 
Observation 9: If necessary, identifying UE should be differentiated from identifying user.
2.5	LI
In countries where LI is implemented, it seems like that LI is applied also to UEs for V2X application. If non-V2X UEs are subject to be identification, requiring V2X UE to be totally anonymous seems to be contradictory.
Depending on regulation, support of V2X UE tracking can be required. 
Observation 10: It is ambiguous whether supporting tracking is default or preventing tracking is default.
3. Current requirements
3.1	On [R.5.3-004]
Requirement [R.5.3-004] is:
The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.
First of all, this requirement does not specify the extent to which the anonymity should be supported. If anonymity of UE includes also 3GPP network, HPLMN cannot properly provide communication service to the UE. I.e., if anonymity to 3GPP network is in place, the network cannot properly route the incoming/terminating packet.
Secondly, it is not clear which identities needs anonymity. From 3GPP system point of view, 3GPP system does not need to know application-defined identities. But, for proper management of network, 3GPP-defined identity should be used anonymously within serving PLMN.
Thirdly, anonymity should not be applicable to non-V2X applications if both non-V2X applications and V2X applications are used by the UE. Also, there exist V2X applications which anonymity is not applicable. Tolling application is one of them. 
3.2	On [R.5.3-005]
Requirement [R.5.3-005] is:
The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
According to section 5.2.4 Range Requirement of TS 22.185, V2X message needs to be delivered up to distance supporting at least 4 second response time. As long as a vehicle UE is beyond a 4 second range of another UE, it cannot continuously track other vehicle.
3.3	On [R.5.3-006]
Requirement [R.5.3-006] is:
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
In general, regardless of whether it is for V2X application or not, while third party sometimes needs to know application-defined user identity, third party should not know 3GPP-defined UE identity. From 3GPP system point of view, it needs to identify 3GPP-defined UE identities. In this sense, [R.5.3-006] is unclear regarding the scope of UE privacy
In addition, “UEs cannot be tracked or identified by the operator or a third party” leads to conflict with following requirement on authorization:
[R.5.3-001] The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by E-UTRAN supporting V2X communication.
[R.5.3-002]	The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by E-UTRAN supporting V2X communication.
To perform authorization, the system needs to perform identification. But, [R.5.3-006] does not allow identification. 
4. Consideration
Though SA1 should stay away from specific solutions, SA1 can give service level guideline when there exist fundamental questions. Following are list of questions that SA1 needs to consider:
· For privacy protection, should same level of requirement be applied to the operator and the third party?
· If the only solution to meet privacy requirements in TS 22.185 is that mobile network operators should not own/manage V2X application server, is this acceptable?
· If the only solution to meet privacy requirement in TS 22.185 is that mobile network operators cannot directly manage and identity 3GPP defined UE identities, is this acceptable?  

5. Proposal
At this moment, it is not yet clear what the actual regulatory requirements are. To minimize impact to existing 3GPP specifications, it is proposed to assume that no V2X-specific requirement regarding tracking / privacy is assumed in 3GPP, until regulatory requirements regarding V2X support over LTE networks are clearly defined.

In this Annex, text proposal is included. 

Draft CR and draft LS are in [3], [4].
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7. Annex

[bookmark: _Toc442432135]5.3	Security Requirements
[R.5.3-001] 	The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by E-UTRAN supporting V2X communication.
[R.5.3-002]	The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by E-UTRAN supporting V2X communication.
[R.5.3-003]	The 3GPP network shall provide a means for the MNO to authorize UEs supporting V2X application separately to perform V2N communication.
[R.5.3-004] 	The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission of V2X application.
[R.5.3-005]	The 3GPP system should be able to support UE privacy for V2X communicationsapplications which requires privacy protection, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
[R.5.3-006]	Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communicationapplication which requires privacy protection, such that UEs cannot be tracked or identified by the operator or an un-authorized third party.


