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First Proposed Change

5.1
System flexibility
5.1.1
Description

Unlike previous 3GPP systems that attempted to provide a 'one size fits all' system, the new 3GPP system is expected to be able to simultaneously provide optimized support for different configurations through various means. Flexibility and adaptability on network functionality and service is a key distinguishing feature of the new 3GPP  system.

Flexibility enabler 1： Network slicing

One key concept to achieve the goal of flexibility is network slicing (cp. [2], clause 5.2 and 5.69). Network slicing allows the operator to provide dedicated logical networks with customer specific functionality, without losing the economies of scale of a common infrastructure. As such a big variety of use cases with diverging requirements can be fulfilled. For example, there will be different requirements on functionality such as charging, policy control, security, mobility, performance etc. There is also a need to isolate the different slices from each other. Terminals can be directed to appropriate slices in a way that fulfil operator or user needs, e.g. based on subscription or terminal type. 

Network slices will consist of mainly 3GPP defined functions but could also include proprietary functions that are provided by different operators or 3rd parties. To guarantee a consistent user experience and support of services in case of roaming, slices composed of the same network functions should be available for the user in the VPLMN. Configuration of network slices and provision of proprietary functions will be based on agreements between operators.  

Network slicing could also be used to provide a network configuration enabling basic communications (e.g., voice, text messages) in case of natural disasters. Another example of applying this concept could be to provide access to the network in markets (cp. [2], clause 5.48) where there is a need for providing access to essential services with a basic Internet access (e.g. Basic broadband speeds, relaxed latency requirements).
Operator often provides similar service to multiple 3rd parties (e.g. enterprises) that require similar network functionalities, which should be supported in an efficient manner.
Flexibility enabler 2: Efficient user plane

Immersive services such as interactive virtual reality have critical requirements on transfer bandwidth and delay between terminals, and the users hope to get consistent user experience even if they change the location during communication (cp. [2], clause 5.8). 

In cooperation with 3rd party service providers, the application server can be deployed in an operator’s network to provide 3rd party services, e.g. UHD video, with critical requirements on bandwidth and delay for the users nearby, and the operator network needs to ensure efficient data path between end-user and server to address the service requirements on bandwidth and delay (cp. [2], clause 5.37). In critical communication scenarios such localized real-time control and industrial automation, an extremely restricted requirement of reliability and latency is expected to guarantee the communication between e.g. a robot and a local robot-control system (cp. [2], clause 5.15), and an efficient data transfer is required even if e.g. the robots move in the smart factory area.

As sensor and monitoring devices are deployed more extensively, there will be a need to support devices that send data packages ranging in size from a small status update in a few bits to streaming video. Similar need exists for e.g. the smart phone with widely varying amounts of data. The network will need the flexibility to provide efficient service to the device, regardless of when it sends data and whether small or large amounts of data are sent in a given transmission.

Specifically, to support short data bursts, the network will need the ability to operate in a mode where there is no need for a lengthy and high overhead procedure before and after small amounts of data need to be sent. The system will, as a result, avoid both a negative impact to battery life for the device and wasting signalling resources.

The same device may need to establish a connection when it needs to transmit a large amount of data (e.g., video).
Flexibility enabler 3:  Network capability exposure

Network capability exposure is to provide the network capabilities that are in need by the 3rd party ISP/ICP. Based on 3GPP SEES and FMSS, the operator can provide network capabilities e.g., QoS policy to 3rd party ISPs/ICPs. However, with the advent of the new 3GPP system, some new network capabilities need to be considered to be exposed to the 3rd party. There are the following examples: 

· to allow the 3rd party to dynamically custom the dedicated network slice cater for different diverse use cases, the network slicing capability may allow third parties to create, manage a network slice configuration via suitable APIs, within the limits set by the operator (cp. [2], clause 5.49). 

· to allow hosting of applications (including both MNO provided applications and 3rd party provided applications) closer to the end user to improve user experience and save backhaul resources(cp. [2], clause 5.37).

Flexibility enabler 4:  Flexible broadcast service

The broadcast service, e.g. an enhanced form of MBMS, allows the users to receive the linear time audio and audio &video programmes such as 4k UHD, and the user is able to select the expected broadcast program from the broadcaster’s management system (cp. [2], clause 5.56). Another new possible broadcast service is a truly ad-hoc video broadcast that interested parties want to see based on a social web advert, and the video content may be live and may not ever be stored on a video server in the network but may be only transmitted as a ‘one-off’ by either a broadcast organisation or an individual (cp. [2], clause 5.56). 

Today, 3GPP specifications do not allow a stand-alone deployment of a multicast/broadcast network.  Additionally, the current implementation limits the radio resources that can be allocated for multicast/broadcast service to 60%.  It also limits the coverage size of the radio base station to a relatively small value. In order to support a variety of linear video based services for the users, deployment of the next generation of multicast/broadcast capabilities will require significantly more flexibility than what is available in the current network in terms of configuration, resource allocation and network deployment to support broadcast/multicast services. The flexibility required encompasses allocation of resources, multicast/broadcast network design as well as simultaneous user access to unicast data and broadcast service (cp. [2], clause 5.70).

Flexibility enabler 5: Multi-network connectivity and service delivery across operators

Given the multitude of use cases for new verticals and services, each operator, based on its business model, may deploy capabilities to serve only a subset of the vertical industries and services.  However, this should not prevent end-user to be able to access all new services and capabilities that will be accessible via next generation 3GPP systems. Operators could contemplate a variety of sharing business models and partnership between service providers and other network operators, to enable users to access all services via multiple networks simultaneously in order to provide a better user experience (cp. [2], clause 5.64) with terminals capable of simultaneous network access.
Flexibility enabler 6: Markets requiring minimal service levels

A key aspect of the new 3GPP system flexibility is the ability to support both the very high end markets as well as very low end markets.  Some systems will be deployed in areas where there are constraints on energy resources (e.g., sporadic access to power supplies) and lower end user expectations for availability, reliability, and capacity.  In such cases, the system needs additional flexibility to adapt power consumption needs based on fluctuations in power availability. The system should be efficient in order to provide essential services in harsh environments (e.g., far remote rural areas, very large territories) while taking into account the local constraints (adapting resources consumptions to long distances, dealing with variable conditions and possibly disconnections). Content delivery should be optimized in order to reduce constraints on transport networks, on low-end user devices (e.g., limited screen size, limited energy consumption), variable network conditions, and client profiles.
Next Proposed Change

5.1.2.4
Flexible Broadcast Service
The 3GPP system shall enable deployment of a stand-alone 3GPP based broadcast/multicast system over a wide geographic area in a spectrally efficient manner with no interruption in delivery of the content to the mobile users.
The 3GPP system shall enable the operator to have the flexibility to allocate 0% to 100% of radio resources of a radio carrier for the delivery of broadcast/multicast content.

Depending on the capability of the terminal and the services subscribed, the 3GPP system shall allow the user to receive the broadcast/multicast content via the broadcast/multicast radio carrier while a concurrent data session is going on over another radio carrier.

The 3GPP based broadcast/multicast system shall efficiently utilize the available resources to maximize the amount of content that can be delivered over a stand-alone multicast/broadcast network with individual cell coverage radius of up to 50 km.
Editor’s Note: The following requirements are copied from [2], clause 5.56.3:

The 3GPP system shall provide a mechanism to expose broadcasting capabilities to external Broadcasters’ management systems.

The 3GPP system shall be able to reserve groups of resources for Broadcast channels

The 3GPP system shall be able to support broadcast of video streams such as 4k/8k UHD.

The 3GPP device shall be able elect to receive a reduced quality version of the broadcast for display on their device screen (typically less than 12”) or a full quality version of the same channel for presentation  to a video presentation monitor (typically much larger than their device , ie:32” to 72”screen size)

The 3GPP System shall allow the UE to receive broadcasts selected by the user (from the Broadcaster’s management system) in accordance with any appropriate authorisations by the Broadcaster.

NOTE:
4k UHD: 3840 x 2160, 50FPS, HEVC, 20~30Mbit/s (Medium quality), 4k UHD: 3840 x 2160, 50FPS, HEVC, ~75Mbit/s (High quality), 4kUHD: 3840 x 2160, 50FPS, AVC ~ 150Mbit/s (High quality), 8K 7680*4320, 50FPS, HEVC, ~300Mbps (High quality).
Editor’s Note: The following requirements are copied from [2], clause 5.57.3:
The 3GPP system shall provide a mechanism to expose broadcasting capabilities to an external Ad-Hoc Broadcast management system that manages broadcast requests.

The 3GPP system shall be able to reserve groups of resources temporarily for scheduled Ad-Hoc Broadcasts. 

The 3GPP system shall allow the UE to receive broadcasts selected by the user (from the Ad-Hoc Broadcast management system) in accordance with any appropriate authorisations. 
The 3GPP system shall allow the MNO to implement a network supporting downlink only broadcasting based on a set of 3GPP functionalities and entities which are required for content delivery.

Next Proposed Change

5.5
Self-backhauling
5.5.1
Description

A dense urban area will serve both indoor and outdoor users.  Access nodes will be increasingly dense, both indoor and outdoor.  Backhaul availability would be one of the key issues in this scenario. Network planning is another issue. Precise network planning would be difficult, considering the deployment concerns, backhaul capacity and scalability etc.  
The increasingly high densification of access nodes needed to meet future performance objectives poses considerable challenges in deployment and management. The use of wireless backhaul for such access nodes helps to address some of the challenges. Wireless self-backhauling may be particularly useful for higher frequency bands.

Wireless self-backhauling can enable simpler deployment and incremental rollout by reducing the reliance on the availability of wired backhaul at each access node location. Network planning and installation efforts can be reduced by leveraging plug & play type features—self-configuration, self-organizing, and self-optimization. Wireless self-backhauling can enable incremental growth planning by adapting deployment of managed backhaul capacity to the increase of traffic demand as the number of users within the service grows over time.
Network sharing can also imply sharing of fronthaul/backhaul network resources by using emerging   methods (e.g., network slicing) or by proprietary means. Fronthaul/backhaul networks can be deployed by multiple operators. This will allow network operators to benefit by providing better Quality of Service (QoS), and optimally sharing network resources with other operators when considering traffic conditions, peak hours, etc. 
NOTE: Fronthaul network is referred to e.g., the network between Remote Radio Head (RRH) and Baseband Unit (BBU) whereas backhaul network is referred to the network e.g., between BBU and the core network.
Next Proposed Change

5.8
Security
5.8.1
Description
5.8.1.1
Device Theft Prevention

Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable.
There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.
Unique device identifiers in the 3GPP system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones.
5.8.1.2
Protection of user identity and location information

There is a growing need to provide a user with protection of identity and location information. 

In order to enable more flexible deployments, operators will support access and connectivity via less trusted networks while preserving the privacy of Personally Identifiable Information (PII) and protecting user location information. For example, multiple parties may own the network equipment traversed. In these networks, privacy across access networks elements and interfaces cannot be assumed.

Information provided over the air during initial attach may allow a passive eavesdropper to obtain user personal identifying information or location or both.. In addition, rogue NW elements (i.e. not part of the legitimate mobile network) may request and receive such information.
Both user identity and location need to be protected in 3GPP networks.
5.8.1.3
Efficient security mechanisms for small bursts of data

Some devices spend most of the time sending small bursts of data. The current security approach has the same overhead when establishing a bearer regardless of the amount of data it will be used for. Reducing security overhead, especially for small data transmissions, is beneficial.
5.8.1.4
Security for temporary service in emergency case
Temporary service in emergency case (see section 5.6) is needed in disaster situation where users cannot be authenticated by their home operator on a visited network. From this aspect, the 3GPP system is expected to support access security mechanism without access to the users’ home network (e.g. IOPS for commercial use, emergency services enhanced for temporary service in emergency case and so on).

5.8.1.5
Legal and regulatory obligations
Lawful Interception is a general condition of operator licences and authorisations.

In many countries, Lawful Interception is a technology neutral obligation that applies to all fixed and mobile network operators (local loop service providers). Then, this Lawful Interception obligation is fully applicable to 3GPP Networks.

Lawful Interception capabilities must be provided to intercept all communications placed when they are using the 3GPP public network of a country. In particular these capabilities must prevent detection and usage by any unauthorized entities.
5.8.2
Potential Requirements

5.8.2.1
System Security

Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.

Subject to regulatory requirements, the 3GPP system shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.
The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 
The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.

The 3GPP system shall be able to protect user location information from attacks by a passive listener. 
The 3GPP system shall be able to protect user location information from active attacks. 

Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
The 3GPP system shall minimize signalling overhead for security.

Subject to regulatory requirements, 3GPP system shall be able to provide temporary service in an operator’s network in emergency case for users from other operators without access to their home network (e.g. IOPS for commercial use, emergency services enhanced for temporary service in emergency case and so on).
Subject to national regulatory requirements, the 3GPP system shall support a mechanism to provide Lawful Interception. Existing Lawful Interception are applicable without restrictions.
Subject to national requirements, the 3GPP system shall comply with Lawful Interception Requirements.
The 3GPP system shall provide appropriate mechanisms to enable Lawful Interception. 
NOTE: The appropriate solution will be defined in 3GPP SA3_LI.
5.8.3
Potential Operational Requirements

3GPP devices shall store device identities in a secure and tamper resistant way in order to prevent device identification tampering, when required.
3GPP devices shall display the device identity in a consistent manner, not requiring detailed knowledge of the device's user interface, when required.

The 3GPP system shall be able to support identification of subscriptions independently of identification of devices.
3GPP


