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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".
[XX]
3GPP TS 22.280: "Mission Critical Services Common Requirements"
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.
* * * Next Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

IOPS
Isolated E-UTRAN Operation for Public Safety

MCCoRe
Mission Critical Common Requirements

MCPTT
Mission Critical Push to Talk

PTZ
Pan-Tilt-Zoom
TVNP
TV Network Protocol
* * * Next Change * * * *

4
Overview
4.1
Description of the MCVideo service
MCVideo defines a service for Mission Critical video communication using LTE transport networks. Mission Critical refers to the needs of agencies providing Public Safety services such as, but not limited to, Police, Fire and Ambulance services. Although the service is designed for transport over commercial and dedicated LTE networks it is not expected to be limited to use over LTE but in most cases performance over other transport networks has not been considered whist producing this document.

MCVideo makes use of many of the same capabilities that were originally defined for MCPTT and now are mostly specified at stage 1 in MCCoRe [XX]. Such capabilities include, but are not limited to, Group Communication, Group Management, Affiliation, Security and Confidentiality.

The MCVideo service also differs from MCPTT in some respects. In MCPTT there is floor control to assert good order and appropriate use of priority to control and manage situations where multiple users in a group might attempt to speak at the same time. Simultaneous speech can degrade intelligibility of communications and it the role of floor control to manage who can transmit at a point in time and who will have to wait to speak to the group. In MCVideo the control approach is more varied. There is admission control to manage the appropriate access to network resources according to user and UE. In some cases this could include control to restrict simultaneous video being sent from different users in the group (likely to be useful for network capacity/UE limitations). From a user perspective there is not the same need to restrict multiple simultaneous transmission of video within the same group, as if different streams are available at the UE then the user could choose which to look at. It is assumed that users that are permitted to transmit video are allowed to send video to a group, unless there is a network capacity/UE restriction rule that places limitations on the number of videos to that group, as users would be trained in appropriate use of that choice. 

The point at which video is transmitted to a group may vary, a user may press to send video and wait until the network allows them to stream to the affiliated group according to whatever policy has been set for admission control. If however the user insists that what is important is what is happening right now before them they could, for example, press and hold the button to send video. In this case the UE will take immediate action to capture the video for onward transmission as soon as permitted. Also the UE will communicate the immediate nature of the video to the network, which may choose to authorise the access and then locally store for onward transmission or immediately stream the video to the relevant group. In this case the video may be slightly delayed due to the start up delay. It is also possible for the user to mark their video communication as Emergency and this will immediately elevate the priority of video communications for this group above non-emergency video.

A further way that MCVideo differs is that group members could be configured not to automatically receive video. Video may be streamed up to the network and users invited to join when/if convenient/appropriate for them or only if they have access to a multicast enabled device. An example might be where a Police Officer driving to an incident is not able to view a video of the events unfolding, but his partner in the car can usefully receive and view the video. In this case MCVideo working together with MCPTT will provide a powerful solution to know which videos to receive for those best placed to receive them. This user reception function might be used to late join a video stream or with the store and forward capability for video.

Surveillance cameras could also use the MCVideo service in which case, in addition to the existing video storage and monitoring activity already used for the surveillance camera, authority may be given to users in the MCVideo system to connect to, control receive and forward video either to an individual or to a group. The camera may be exclusively in the MCVideo system, in which case it is unlikely to be permanently activated and recording or it may be accessed by connection from the MCVideo service via the existing surveillance camera network. In this case the interface provides requests for control and onward streaming of video, which will be managed together with the normal control network for those cameras. This interface is outside of the control of 3GPP and existing standards may be used for part or all of the functionality of this interface e.g. TVNP.

4.2
Group Management/ Communication and Affiliation
MCVideo group communication aspects are very similar to MCPTT. Each user could be a member of several, even many, groups. Membership is determined by administration control and provides a user identity based level of authority to join a group. Each user chooses to affiliate to the groups that they want to receive video communication from. Once a user has successfully affiliated to a group they will begin to receive video communications directed to that group according to the video distribution approach used. If a user wishes to send video to a group they need to select the relevant group and then they may send video to it.

Groups may interwork with other MCService groups so a single group could be configured for MCPTT and MCVideo and any other combination of MCServices. This specification does not describe how that is managed, it could be a single group with a single affiliate message and separate attributes for each service or it may be different groups managed together by administrator control and linked in the UE to allow single user action to trigger the same action e.g. affiliate, for each relevant service. It should be possible for service actions to be taken independently because some UE may not support all of the linked services and some users may not be given access to some services or some groups for some services.

4.3
Security
All MCVideo communications, video and supporting signalling and messaging which start and end entirely within MCVideo systems are protected by the security mechanisms used for other MCServices and defined in MCCoRe. MCVideo communications to and from external end points could be security protected and routed through the normal MCVideo system and then forwarded into the required network for onward delivery to the external end point. Alternatively such communication could just use the protection and routing provided by the transport network.

4.4
Confidentiality
MCVideo has the same confidentiality requirements as for other MCServices and are defined in MCCoRe.

4.5
User identities
All users have a unique identity and an alias as for other MCServices. A single user can have the same alias for any and every MCService group that they are members of but user identities and aliases are unique to a single user even among multiple independent MCServices in the same geographic area (State, Country). This is so that, if a user identifies another user using a service, they should be able to contact them using a different service. For example multiple groups and multiple organisations working in the same building might use a map application, which shows them where all the other users are. It should be possible for one user to be able to identify a nearby user from the map and request for them to send video of the situation from their vantage point so that they can take appropriate action. The other user could be in a combined group for the mapping application (MCData) but not currently known affiliated in any other group along with the requesting user. User identities requirements are specified in MCCoRe [XX].

4.6
Non video aspects of the MCVideo service
As with MCPTT which has non-speech aspects to the service, in the same way there are non-video aspects for the MCVideo service. Many of these are in common with MCPTT such as Emergency Alert signalling, Location messaging etc. but some are also different such as video camera control (PTZ – Pan, Tilt, Zoom).

4.7
Working with MCData
For all non-core aspects of each service it is anticipated that these are all produced to be able to use a common core capability, which would ideally be an MCData provided capability. An example would be MCData messaging which could be used for location messages or Emergency Alerts for any service.

It could also be possible for some core aspects to work in the same way between MCVideo and MCData, for example store and forward video could use MCData capabilities.

4.8
Camera control
Camera control is specified in MCVideo but it is not intended to define a new PTZ protocol. Where protocols exist, these should be assumed for MCVideo e.g. TVNP for PTZ although TVNP is unlikely to be the only relevant standard so there should be provision to use alternative standards according to need. The camera control aspect should use MCData capabilities for the camera control protocol connection.

4.9
Location
As with other MCServices, from time to time MCVideo user location is required to be indicated and updated. Ideally the same location messaging could be used to update all relevant services at the same time in the same message. The location messaging is defined at stage 1 in MCCoRe [XX].

4.10
Emergency Alert
As with other MCServices, MCVideo will use an Emergency Alert to indicate an emergency state and to gain transport network priority. When multiple services are operating together it should be configurable for the Emergency state of one service to affect or not the Emergency state of other services. This could have complications between groups where different groups are used with different services. The exact operation here is defined in the Interworking section of MCCoRe [XX].

4.11
Interworking
When several MCServices are working together for the same user either with the same UE or separate UE and also where different groups may be used with different services then the interworking becomes of key importance. The exact operation of interworking is defined in the Interworking section of MCCoRe [XX]. One aspect that is assumed in the present document is that, even when there is no configured inter-service interworking action, the User ID for any user detected in any service can be used to establish video communication to that user in so far as the user is authorised and their UE is capable.
* * * Next Change * * * *

5.1.1.2.2
Requirements

[R-5.1.1.2.2-001] MCVideo transmissions shall be identified in one of three video modes i) urgent real time, ii) non-urgent real time, iii) non-realtime.

[R-5.1.1.2.2-002] The MCVideo Service shall provide a mechanism for an MCVideo Administrator to configure the preferred video mode for an MCVideo Group.

[R-5.1.1.2.2-003] The MCVideo Service shall provide a mechanism for an MCVideo Administrator to configure the allowed video modes for an MCVideo Group.

[R-5.1.1.2.2-004] An MCVideo UE shall select the video mode according to configuration for the device, the user, the group selected and the situation (e.g. Emergency…) as appropriate.

* * * Next Change * * * *

5.1.2.1.2
Requirements
[R-5.1.2.1.2-001] The MCVideo Service shall provide a mechanism for authorized users to remotely modify video settings in real time, through parameter modification (e.g. resolution modification) or through codec renegotiation.
NOTE: There should be a possibility to choose the best codec according to the operational situation.
[R-5.1.2.1.2-002] The MCVideo service shall provide a mechanism for authorized users to locally modify video quality, through parameter modification.
NOTE: if a dispatcher remotely controls MCVideo UE on the field, the local modification of these parameters should be forbidden.

[R-5.1.2.1.2-003] The MCVideo service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo user to modify the video settings of the transmitted video stream of another MCVideo user

[R-5.1.2.1.2-004] The MCVideo service shall provide a mechanism to negotiate a change of codec being used during the video transmission.
[R-5.1.2.1.2-005] The MCVideo service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo user to renegotiate a codec during a video transmission.

[R-5.1.2.1.2-006] The MCVideo Service shall support signaling such that a minimum set of video capabilities or parameters for a camera can be remotely controlled on an MCVideo UE (to capture video, video clips, images of sufficient quality to perform the purpose intended).

* * * Next Change * * * *

5.1.3.1.2
Requirements
[R-5.1.3.1.2-001] The MCVideo service shall provide a mechanism for an MCVideo user to remotely control a camera on an other MCVideo UE subject to relevant authorization.

[R-5.1.3.1.2-002] The MCVideo Service shall support signalling such that a minimum set of video capabilities or parameters for a camera can be selected on an MCVideo UE (capture video, video clips and images of sufficient quality to perform the intended purpose).

[R-5.1.3.1.2-003] The MCVideo service shall provide mechanism by which an authorized MCVideo User can control camera functions not specifically related to the video stream i.e. Pan, Tilt and Zoom (PTZ). Use of existing protocols is assumed e.g. TVNP.
[R-5.1.2.1.2-004] The MCVideo Service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo User to remotely activate another MCVideo User’s camera.

* * * Next Change * * * *

5.1.3.3.2
Requirements
[R-5.1.3.3.2-001] The MCVideo Service shall provide a mechanism for an Authorized User (e.g. dispatch operator) to remotely initiate one to one or one to many real time video streaming from another user’s MCVideo UE.

[R-5.1.3.3.2-002] The MCVideo Service shall provide a mechanism for an Authorized User (e.g. dispatch operator) to remotely terminate one to one or one to many real time video streaming from another user’s MCVideo UE.

[R-5.1.3.3.2-003] The MCVideo Service shall provide a mechanism for an Authorized User (e.g. Dispatch operator) to request remote activation of a one to many real time video transmission from another user’s (e.g. officer on the field with wearable camera) MCVideo UE.

[R-5.1.3.3.2-004] The MCVideo Service shall provide a mechanism for an Authorized User (e.g. officer on the field with wearable camera) to accept or deny access to a one-to-many real time video from their MCVideo UE.
* * * Next Change * * * *

5.1.5.1
Service description

Robots and drones will be used more and more to provide unique services to mission critical organizations. Critical communications users need, as a consequence, a common communication framework to manage videos from robots and drones which can take advantage of different transport technologies such as LTE. The MCVideo service, working in conjunction with existing robot and drone control capabilities, will provide mechanisms to do that.

The following sections aim at defining requirements to ensure robot and drone video control communication can be provided through LTE.

We expect different manufacturers for robots.  As a consequence a wellknown transport framework is needed in order to ensure easy integration of new robots.

5.1.5.2
Requirements
[R-5.1.4.2-001] A robot or drone may be equipped with an MCVideo UE and provide functions of an MCVideo UE, such as remote control of video parameters.

[R-5.1.4.2-002] The MCVideo Service shall provide a common transmission framework to control the video settings of a robot.

NOTE: A robot can be an unmanned aerial vehicle, aquatic or submarine vehicle or a terrestrial robot.

[R-5.1.4.2-003] The MCVideo Service shall be able to simultaneously manage videos from multiple robots/drones per cell.

[R-5.1.4.2-004] The MCVideo Service shall support drones at an altitude of up to 150 meter above the floor.

[R-5.1.4.2-005] The MCVideo system shall minimize the interruption to the MCVideo Service when an MCVideo UE transitions between different network modes (e.g. off network and on network, relay and on network, relay and off network).

[R-5.1.4.2-006] The MCVideo Service, in coordination with the MCData Service, shall be able to give different priorities to the communication for controlling the MCVideo UEs, the communication for controlling/driving the robot, the communication for controlling the video transmission from the robot and the video transmitted by the robot, depending also on who it is transmitted to (e.g. pilot, a dispatcher or a group).

[R-5.1.4.2-007] The MCVideo service shall provide a minimum of four levels of latencies for controlling video:

-
When the MCVideo UE is an aerial unmanned vehicle, during take-off and landing, the video control latency shall remain under 100ms.

-
When the MCVideo UE is an aerial unmanned vehicle, while flying, the video control latency shall remain under 300ms.

-
When the MCVideo UE is an aquatic or submarine unmanned vehicle, the video control latency shall remain under 500ms.

-
When the MCVideo UE is a terrestrial unmanned vehicle moving at less than 120km/h, the video control latency shall remain under 400ms.

NOTE: At this stage of the work, the latency is an end-to-end latency. The split between network latency and robot latency is left for stage 2.

[R-5.1.4.2-008] The MCVideo Service shall provide a latency of the video transmission less than 500ms when the video is used by the pilot.

[R-5.1.4.2-009] The MCVideo Service shall provide a latency of the video transmission for operational purpose between 1 second and several minutes.

[R-5.1.4.2-010] The MCVideo service shall provide a means for an MCVideo UE in an unmanned aerial vehicle or robot to have a UE to network relay capability. 
* * * Next Change * * * *

5.1.8.1.2
Requirements
[5.1.8.1.2-001] The MCVideo service shall provide a means for a receiving MCVideo User to cancel receipt of a video stream on an MCVideo UE.

 [5.1.8.1.2-002] The MCVideo service shall provide a means for a MCVideo User to rejoin a video stream which this user has previously left.

NOTE:
This ceases to apply if the video stream has terminated for any reason.

[5.1.8.1.2-003] When an MCVideo User cancels receipt of a video stream and has no other MCVideo UE receiving that video stream, an indication shall be sent to the sending MCVideo User to alert them that the receiving user in question has left the video stream.

[5.1.8.1.2-004] If all receiving members of a video stream have left the video stream, the sending user shall be given an indication that all users have left and given the choice to end the video stream or continue sending the video for storage available for subsequent download by other users.

* * * Next Change * * * *

5.1.10.2
Video push service

* * * Next Change * * * *

5.2.3.2
Requirements
[R-5.2.3.2-001] The MCVideo Service shall provide all relevant security for the video storage on the MCVideo UE: data encryption, access on logging only to authorized MCVideo Group Members.

[R-5.2.3.2-002] The MCVideo Service shall provide a means for an administrator to remotely select and delete selected videos and associated data of an MCVideo User from the MCVideo UE.
[R-5.2.3.2-003] The MCVideo service shall provide a means by which all MCVideo data (including video related metadata) are periodically deleted from the MCVideo UE unless an action is taken by an authorized MCVideo User. 

[R-5.2.3.2-004] The deletion period shall be configurable.

* * * Next Change * * * *

5.2.5.2
Requirements
[R-5.2.5.2-001] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to request a monitoring camera to transmit a video to the dispatcher. 

[R-5.2.5.2-002] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to terminate the video transmission from the monitoring camera to the dispatcher. 

[R-5.2.5.2-003] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to request a monitoring camera to transmit a video to an authorized user. 

[R-5.2.5.2-004] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to terminate the video transmission from the monitoring camera to the authorized user. 

[R-5.2.5.2-005] The MCVideo service shall provide a mechanism for a dispatcher to distribute a video o MCVideo Group Members.  

[R-5.2.5.2-006] The MCVideo service shall provide a mechanism for a dispatcher to terminate the video distribution to MCVideo Group

Control of different video sources:

[R-5.2.5.2-007] The MCVideo service shall provide a mechanism for a dispatcher or an authorized user to configure which video sources shall be able to transmit video to an MCVideo Group.

[R-5.2.5.2-008] The MCVideo service shall provide a mechanism for a dispatcher or an authorized user to configure which video sources shall be able to transmit video to an MCVideo User.

* * * Next Change * * * *

5.5.1
MCVideo device and camera moving
* * * Next Change * * * *

7.1
Interworking with non LTE video systems

[R-7.3-001] The MCVideo service shall, whenever possible, be able to interwork with non LTE video systems. This interface(s) should be based on already existing standards and technologies.

* * * Next Change * * * *

7.2.2
Requirements

[R-7.2.2-001] The MCVideo Service shall be accessible via an open interface by an external application.

[R-7.2.2-002] This interface shall support control and indication of data priority. 

[R-7.2.2-003] The MCVideo Service shall authenticate the end user logged on the external application.

* * * End of Changes * * * *
