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Abstract: This contribution looks at the Combined MCCoRe Analysis MCVideo Spreadsheet requirements that have been coded yellow or purple in contribution S1-161607r1 (agreed for e-mail approval and revised to S1-161621). The proposed revision takes into account two suggested changes proposed by the SA1 Harris delegate for MCVideo spreadsheet requirements 48v and 49v based on MCVideo spreadsheet requirement comments received. 
There are 22 MCVideo spreadsheet requirements that were coded yellow in contribution S1-161607r1 (agreed for e-mail approval and revised to S1-161621) needing to be moved to MCCoRe as follows;

1. 11 new spreadsheet requirements: 14v, 38v, 48v, 49v, 144av-150av 

2. 2 spreadsheet requirements from MCPTT TS 22.179: 149v and 107av (both for R-5.7.2.1.1-001)

3. 9 spreadsheet requirements from MCVideo TS 22.281: (16v, 17v, 29v, 30v, 42v, 54v, 57v, 120v, 165av)

a. 16v for R-5.1.3.3.2-001

b. 17v and 42v for R-5.1.3.3.2-002

c. 29v for R-5.1.3.3.2-003

d. 30v for R-5.1.3.3.2-004

e. 54v for R-5.1.10.1.2-002
f. 57v for R-5.2.3.2-001

g. 120v for R-5.1.6.2-003

h. 165av for R-5.1.4.2-010

There are 2 MCVideo spreadsheet requirements that were coded purple in contribution S1-161607 as follows:

1. 118 v for R-5.1.6.2-001 

2. 167av for R-5.1.4.2-005 

The 22 MCVideo spreadsheet requirements coded yellow will be moved to MCCoRe TS 22.280. There is 1 MCPTT requirement that is to be removed from MCPTT TS 22.179 and 8 MCVideo requirements to be removed from MCVideo TS 22.280
The 2 MCVideo spreadsheet requirements coded purple in contribution S1-161607 will be removed from MCVideo TS 22.281 since already in MCCoRe TS 22.280. 
This contribution shows first the changes to MCVideo TS 22.281, followed by the changes to MCCoRe TS 22.280 and finally the changes to MCPTT TS 22.179.
For the changes shown in MCVideo TS 22.181 the 8 MCVideo requirements to be moved to MCCoRe and removed from MCVideo are shown in yellow and the 2 requirements needing to be removed from MCVideo since already in MCCoRe are shown in grey. 
Start of change to MCVideo TS 22.281

---------- Start of MCVideo 1st change ----------

5
MCVideo specific requirements

5.1
MCVideo services common for on network and off network

5.1.1
Video characteristics

5.1.1.1
Video coding
[R-5.1.1.1-001] The MCVideo service shall have at least one mandatory 3GPP video codec.
[R-5.1.1.1-002] The MCVideo service shall provide a mechanism for an authorised MCVideo user to configure the preferred video codec, video resolution and video frame rate for an MCVideo Group.

[R-5.1.1.1-003] The MCVideo service shall provide a mechanism for an authorised MCVideo user to configure the allowed sets of video codec(s), video resolution(s) and video frame rate(s) for an MCVideo Group.

[R-5.1.1.1-004] The MCVideo service shall support video resolution at least from 320 x 240 at 10 frames per second to 1280 x 720 at 25 frames per second.

[R-5.1.1.1-005] The MCVideo service shall support adaptation of video resolution and frame rate to suit the assigned bearer and effective throughput.

[R-5.1.1.1-006] The MCVideo service shall support UE entering the video communication late to identify the video resolution and frame rate being used.

5.1.1.2
Video modes

5.1.1.2.1
Description

Although MCVideo requires low latency video streams not all video streams need to comply with the same low latency and there are even some situations where the latency is not at all important but it is very important to capture what is visible in front of camera at the precise time. These different requirements do not necessarily relate to the level of situational Emergency and so there is a difference in an MCVideo service between Emergency and urgency which is not the same in MCPTT.

To avoid dimensioning a service to only cope with the most urgent requirements all the time or to have the user community invoke Emergency just to mark a video as low latency video modes are introduced.
5.1.1.2.2
Requirements

[R-5.1.1.2.2-001] MCVideo transmissions shall be identified in one of three video modes i) urgent real time, ii) non-urgent real time, iii) non real time.

[R-5.1.1.2.2-002] The MCVideo shall provide a mechanism for an MCVideo Administrator to set the preferred video mode for an MCVideo Group.

[R-5.1.1.2.2-003] The MCVideo shall provide a mechanism for an MCVideo Administrator to set the allowed video modes for an MCVideo Group.

[R-5.1.1.2.2-004] An MCVideo UE shall choose to set the video mode according to configuration for the device, the user, the group selected and the situation (e.g. Emergency…) as appropriate.
5.1.2
Video parameters remote control
5.1.2.1
Remote modification of real time video quality

5.1.2.1.1
Service description

5.1.2.1.2
Requirements
[R-5.1.2.1.2-001] The MCVideo Service shall provide a mechanism for authorized users to  remotely modify video settings in real time, through parameter modification (e.g. resolution modification) or through codec renegotiation.
NOTE: There should be a possibility to choose the best codec according to the operational situation.
[R-5.1.2.1.2-002] The MCVideo service shall provide a mechanism for authorized users to locally modify video quality, through parameter modification.
NOTE: if a dispatcher remotely controls MCVideo UE on the field, the local modification of these parameters must be forbidden.

[R-5.1.2.1.2-003] The MCVideo service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo user to modify the video settings of the transmitted video stream of another MCVideo user

[R-5.1.2.1.2-004] The MCVideo service shall provide a mechanism to negotiate a change of codec being used during the video transmission.
[R-5.1.2.1.2-005] The MCVideo service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo user to renegotiate a codec during a video transmission.

[R-5.1.2.1.2-006] The MCVideo Service shall support signaling such that a minimum set of video capabilities or parameters for a camera can be remotely controlled on an MCVideo UE (to capture video, video clips, images of sufficient quality to perform the purpose intended).

5.1.2.2
Video capabilities information management

5.1.2.2.1
Service description

5.1.2.2.2
Requirements

[R-5.1.2.2.2-001] The MCVideo Service shall require authentication of the MCVideo User before granting service access to remotely control the video capabilities of a remote MCVideo UE. 

[R-5.1.2.2.2-002] The MCVideo Service shall provide a mechanism by which an authorized MCVideo User can obtain and display the video capabilities of another MCVideo UE. 
[R-5.1.2.2.2-003] The MCVideo Service shall provide a mechanism by which an authorized MCVideo User can reject a request to receive the video capabilities of a remote MCVideo UE.

[R-5.1.2.2.2-004] The MCVideo service shall provide a mechanism for a MCVideo Administrator to authorize an MCVideo User to receive and display the capabilities of a remote MCVideo UE.

[R-5.1.2.2.2-005] The MCVideo service shall provide a mechanism for a MCVideo Administrator to authorize an MCVideo User to request and terminate the request to receive the MCVideo capabilities of a remote MCVideo UE.

[R-5.1.2.2.2-006] The MCVideo service shall support signaling such that a minimum set of camera capabilities or parameters can be displayed on a remote MCVideo UE.
5.1.3
Video remote control including camera discovery

5.1.3.1
Remote camera control

5.1.3.1.1
Service description

5.1.3.1.2
Requirements
[R-5.1.3.1.2-001] The MCVideo service shall provide a mechanism for an MCVideo user to remotely control a camera on an other MCVideo UE subject to relevant authorization.

[R-5.1.3.1.2-002] The MCVideo Service shall support signalling such that a minimum set of video capabilities or parameters for a camera can be selected on an MCVideo UE (capture video, video clops and images of sufficient quality to perform the intended purpose).

[R-5.1.3.1.2-003] The MCVideo service shall provide mechanism by which an authorized MCVideo User can control camera functions not specifically related to the video stream i.e. Pan, Tilt and Zoom (PTZ). Use of existing protocols is assumed e.g. TVNP.
[R-5.1.2.1.2-004] The MCVideo Service shall provide a mechanism for an MCVideo Administrator to authorize an MCVideo User to remotely acitivate another MCVideo User’s camera.

5.1.3.2
Camera discovery

5.1.3.2.1
Service description

5.1.3.2.2
Requirements
[R-5.1.3.2.2-001] An MCVideo UE shall be capable to discover, negotiate service and capabilities, if necessary, and to start receiving and displaying video transmitted from another MCVideo UE.

5.1.3.3
Communications remote control 

5.1.3.3.1
Service description

5.1.3.3.2
Requirements
 (16v) 
 (17v, 42v) 
 (29v) 
 (30v) 
5.1.4 
Video processing capabilities 

5.1.4.1
Service description

5.1.4.2
Requirements
[5.1.4.2-001] The MCVideo system shall have video processing capabilities including combining different video streams, to show them on a single display unit, provide digital zoom within a video stream, adapt the size and resolution of a video stream to the size and resolution of the screen or window, record video and make stills of different video streams.

[5.1.4.2-002] The MCVideo Service shall provide a mechanism for recording video content for video processing purpose.

5.1.5
Robots video remote control

5.1.5.1
Service description

Robots and drones will be used more and more to provide unique services to mission critical organizations. Critical communications users need, as a consequence, a common communication framework to manage videos from robots and drones which can take advantage of different transport technologies such as LTE. The MCVideo service, working in conjunction with existing robot and drone control capabilities, will provide mechanisms to do that.

The following sections aim at defining requirements to ensure robot and drone video control communication can be provided through LTE.

We expect different manufacturers for robots.  As a consequence a well known transport framework is needed in order to ensure easy integration of new robots.

5.1.5.2
Requirements
[R-5.1.4.2-001] A robot or drone may be equipped with an MCVideo UE and provide functions of an MCVideo UE, such as remote control of video parameters.

[R-5.1.4.2-002] The MCVideo Service shall provide a common transmission framework to control the video settings of a robot.

NOTE: A robot can be an unmanned aerial vehicle, aquatic or submarine vehicle or a terrestrial robot.

[R-5.1.4.2-003] The MCVideo Service shall be able to simultaneously manage videos from multiple robots/drones per cell.

 [R-5.1.4.2-004] The MCVideo Service shall support drones at an altitude  of up to 150 meter above the floor.

(167av)
[R-5.1.4.2-006] The MCVideo Service, in coordination with the MCData Service, shall be able to give different priorities to the communication for controlling the MCVideo UEs,the communication for controlling/driving the robot, the communication for controlling the video transmission from the robot and the video transmitted by the robot,depending also on  who it is transmitted to (e.g.  pilot, a dispatcher or a group).

[R-5.1.4.2-007] The MCVideo service shall provide a minimum of four levels of latencies for controlling video:

-
When the MCVideo UE is an aerial unmanned vehicle, during take-off and landing, the video control latency shall remain under 100ms.

-
When the MCVideo UE is an aerial unmanned vehicle, while flying, the video control latency shall remain under 300ms.

-
When the MCVideo UE is an aquatic or submarine unmanned vehicle, the video control latency shall remain under 500ms.

-
When the MCVideo UE is a terrestrial unmanned vehicle moving at less than 120km/h, the video control latency shall remain under 400ms.

NOTE: At this stage of the work, the latency is an end-to-end latency. The split between network latency and robot latency is left for stage 2.

[R-5.1.4.2-008] The MCVideo Service shall provide a  latency of the video transmission less than 500ms when the video is used by the pilot.

[R-5.1.4.2-009] The MCVideo Service shall provide a latency of the video transmission for operational purpose between 1 second and several minutes.

(165av 2nd sentence)
5.1.6
MCVideo Profile management and administration

5.1.6.1
Service description
5.1.6.2
Requirements
 (118v) 
[R-5.1.6.2-002] The MCVideo service shall ensure that each MCVideo User has at least one associated MCVideo User Profile that contains the MCVideo’s authorizations for video control, for example permissions to turn on/off cameras and displays, to enable video  and audio transmission to authorized targets, to use normal controls for recording and/or playing the video, to raise and lower the resolution and the width of the visual field of the recording and of the transmission, to change the position of the visual field of the camera and to activate / deactivate motion sensors that can trigger the automatic activation of cameras.

 (120v)
5.1.7
MCVideo Emergency Alert triggered by location

5.1.8
Capabilities additional to MCCoRe

5.1.8.1
Leaving and rejoining an in progress video communication

5.1.8.1.1
Service description

5.1.8.1.2
Requirements
[5.1.8.1.2-001] The MCVideo service shall provide a means for a receiving MCVideo User to cancel receipt of a video stream on an MCVideo UE.

 [5.1.8.1.2-002] The MCVideo service shall provide a means for a MCVideo User to rejoin a video stream  which they have previously cancelled.

NOTE:
This ceases to apply if the video stream has terminated for any reason.

[5.1.8.1.2-003] When an MCVideo User cancels receipt of a video stream and has no other MCVideo UE receiving that video stream, an indication shall be sent to the sending MCVideo User to alert them that the receiving user in question has left the video stream.

[5.1.8.1.2-004] If all receiving members of a video stream have left the video stream, the sending user shall be given an indication that all users have left and given the choice to end the video stream or continue sending the video for storage available for subsequent download by other users.

5.1.9
MCVideo capability information sharing 

5.1.9.1
Service description

Before trying to remotely access the video capabilities of a UE, it may be useful to know about its capability in order to be sure the operational purpose can be achieved.

5.1.9.2
Requirements
[R-5.1.9.2-001] The MCVideo service shall provide a means to share information about video capabilities (e.g. codecs…) between members of a selected group.

[R-5.1.9.2-002] The MCVideo service shall provide a means to share current status of MCVideo UE activity (e.g. receiving video, transmitting video, or recording video between the members of a selected group).  
5.1.10
Video push and pull services

5.1.10.1
Video pull service
5.1.10.1.1
Service description

5.1.10.1.2
Requirements
[R-5.1.10.1.2-001] The MCVideo Service shall provide a mechanism for an MCVideo authorized User or dispatcher to request an MCVideo UE to transmit a Video to the dispatcher or authorized user (uplink pull).

 (54v)

5.1.10.2
Video pull service

5.1.10.2.1
Service description

5.1.10.2.2
Requirements
[R-5.1.10.2.2-001] The MCVideo Service shall provide a mechanism for an authorized user to push video to another MCVideo User.

[R-5.1.10.2.2-002] The MCVideo Service shall provide a mechanism for an MCVideo administrator to authorize an MCVideo user to push a video to another MCVideo user.

[R-5.1.10.2.2-003] The MCVideo Service shall provide a mechanism for an authorized MCVideo user to send a notification to another MCVideo user that a video is being pushed to a user.

5.1.11
Other capabilities

5.1.11.1
Service description

5.1.11.2
Requirements
[R-5.1.11.2-001] The MCVideo service shall provide a mechanism for an authorized MCVideo user to forward details of a received video stream to other MCVideo users so that, if authorized, they may also join.
5.2
MCVideo services requirements specific to on-network use

5.2.1
Video availability notification

5.2.1.1
Service description

5.2.1.2
Requirements
[R-5.2.1.2-001] An authorized MCVideo User shall be able to notify an MCVideo Group of the availability of a video.

[R-5.2.1.2-002] An authorized MCVideo User shall be able to individually notify an MCVideo User outside an MCVideo Group that a video is available independently from any affiliation mechanism.

[R-5.2.1.2-003] The MCVideo Service shall provide a mechanism for an authorized MCVideo User to retrieve and view a video that has been identified in a notification.
5.2.2
Replay of stored video

5.2.2.1
Service description

5.2.2.2
Requirements
[R-5.2.2-001] The MCVideo Service shall provide an authorization mechanism for MCVideo Users and MCVideo Groups to view a remotely stored video.

[R-5.2.2-002] The MCVideo Service shall provide a mechanism for an authorized MCVideo User to view a video with simple video player functions (e.g. pause rewind, forward).

[R-5-2.2-003] The MCVideo Service shall provide a list of available and authorized videos for the MCVideo User.
5.2.3
Video storage control

5.2.3.1
Service description

5.2.3.2
Requirements
  (57v)
[R-5.2.3.2-002] The MCVideo Service shall provide a means for an administrator to remotely select and delete selected videos and associated data of an MCVideo User from the MCVideo UE.
[R-5.2.3.2-003] The MCVideo service shall provide a mean by which all MCVideo data (including video related metadata) are periodically deleted from the MCVideo UE unless an action is taken by an authorized MCVideo User. 

[R-5.2.3.2-004] The deletion period shall be configurable.

5.2.4
Capabilities additional to MCCoRe

5.2.4.1
Service description

5.2.4.2
Requirements
[R-5.2.4.2-001] The MCVideo Service shall provide a mechanism for an MCVideo Administrator to restrict an MCVideo User’s video communication to MCVideo use only.

5.2.5
Video control by a dispatcher

5.2.5.1
Service description

5.2.5.2
Requirements
[R-5.2.5.2-001] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to request a monitoring camera to uplink transmit a video to the dispatcher. 

[R-5.2.5.2-002] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to terminate the uplink video transmission from the monitoring camera to the dispatcher. 

[R-5.2.5.2-003] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to request a monitoring camera to transmit a video to an authorized user. 

[R-5.2.5.2-004] The MCVideo service shall provide a mechanism for a dispatcher of an MCVideo Group to terminate the video transmission from the monitoring camera to the authorized user. 

[R-5.2.5.2-005] The MCVideo service shall provide a mechanism for a dispatcher to distribute a video downlink to MCVideo Group Members.  

[R-5.2.5.2-006] The MCVideo service shall provide a mechanism for a dispatcher to terminate the downlink video distribution to MCVideo Group

Control of different video sources:

[R-5.2.5.2-007] The MCVideo service shall provide a mechanism for a dispatcher or an authorized user to configure which video sources shall be able to transmit video to an MCVideo Group.

[R-5.2.5.2-008] The MCVideo service shall provide a mechanism for a dispatcher or an authorized user to configure which video sources shall be able to transmit video to an MCVideo User.
5.3
MCVideo services requirements specific to off-network use
5.4
MCVideo Services in IOPS mode
[R-5.4-001] The MCVideo Service shall be available whenever possible in IOPS mode.
5.5
Performance and quality requirements

5.5.1
MCVideo device and camera moves management
5.5.1.1
Service description

5.5.1.2
Requirements

[R-5.5.1.2-001] The MCVideo Service shall support one-to-one video communications between authorized MCVideo UEs when the transmitting and/or receiving MCVideo UEs are moving at different speeds, from 0 km/h to 160km/h.

[R-5.5.1.2-002] The MCVideo Service shall support one-to-many video communications between authorized MCVideo UEs when the transmitting and/or receiving MCVideo UEs are moving at different speeds, from 0 km/h to 160km/h.

NOTE: we assume that communications in high speed trains may be possible with special design.
5.5.2
Latencies
[R-5.5.2-001] The MCVideo Service shall ensure that transmission of high priority video transmissions (e.g. Emergency, Imminent Peril) shall be started within 2 seconds after the request. 

[R-5.5.2-002] The MCVideo Service shall ensure that the end-to-end delay from transmitting MCVideo UE to receiving MCVideo UE or console for high priority video transmissions (e.g. Emergency, Imminent Peril) shall be no more than 1s.

[R-5.5.2-003] A sending MCVideo UE may be configured to begin storing video immediately from the time the user requests an MCVideo transmission. In this case the end to end delay shall not exceed 1 s plus the commencement delay (up to 2 s).

[R-5.5.2-004] The MCVideo Service shall ensure that the end-to-end delay from transmitted MCVideo UE to receiving MCVideo UE or console for normal priority video transmissions shall be no more than 10 s.  

[R-5.5.2-005] Synchronisation between video and audio when played at the MCVideo receiving UE or console shall be within 50 ms.
5.5.3
Codec

[R-5.5.3-001] The MCVideo Service shall provide relevant codecs and parameters for the following usages: license plates reading; overview of a scene, facial recognition.
6
Interactions between mission critical services

6.1
Affiliation

6.2 
Multiple Mission Critical calls

7
Interworking


7.1
Interworking with non LTE video systems

[R-7.3-001] The MCVideo service shall , whenever  possible, be able to interwork with non LTE video systems. This interface(s) should be based on already existing standards and technologies.

7.2 
Open interfaces for MCVideo

7.2.1
Service description

It is expected that in the future data applications such as database access or event managers will be enhanced thanks to the use of multimedia communications. As a consequence, there is a need for external applications to securely access and use MCVideo services.

7.2.2
Requirements

[R-7.2.2-001] The MCVideo Service shall be accessible via an open interface by an external application.

[R-7.2.2-002] This interface shall support control and indication of data priority. 

[R-7.2.2-003] The MCVideo Service shall identify the end user logged on the external application.
---------- End of MCVideo 1st change ----------

End of changes to MCVideo TS 22.281

Start of changes to MCCoRe TS 22.280

---------- Start of MCCoRe 1st change ----------

5.x
Additional services for MCX Service communications           

5.x.1
Remotely initiated MCX Service communication

5.x.1.1
Overview
A Remotely initiated MCX Communication is a feature that allows an authorized user, typically a dispatcher, to cause a remote MCX UE to initiate a communication by itself, without its user explicitly initiating the communication by depressing the MCX switch. The purpose of this feature allows the dispatcher to listen to activities at the Location of the remote MCX UE to find out what is happening around that MCX UE. This feature is also known as "Remote Unit Monitoring" in P25 systems.

5.x.1.2
Requirements

 [MCV R-5.1.3.3.2-001] The MCX Service shall provide a mechanism for an Authorized User (e.g. dispatch operator) to remotely initiate an MCX Service Private Communication or MCX Service Group Communication from another user’s MCX UE. (16v) 
 [MCV R-5.1.3.3.2-003] The MCX Service shall provide a mechanism for an authorized User (e.g. Dispatch operator) to request remote activation of an MCX Service Group Communication from another user’s (e.g. officer in the field with wearable camera) MCX UE.(29v) 
[MCV R-5.1.3.3.2-004] The MCX Service shall provide a mechanism for an authorized User (e.g. officer on the field with wearable camera) to accept or deny access to an MCX Service Group Communication from their MCX UE. (30v) 
[MCV R-5.1.10.1.2-002] The MCX Service shall provide a mechanism for an MCX User to request a dispatcher or an authorized user to transmit an MCX Communication (e.g., video or data) to the user (downlink pull). (54v) 
NOTE: A video could be stored on the UE or taken on line by the camera.

5.x.2 Remotely terminated MCX Service communication
5.x.2.1 Overview

5.x.2.2 Requirements 
[MCV R-5.1.3.3.2-002] The MCX Service shall provide a mechanism for an Authorized User (e.g. dispatch operator) to remotely terminate an MCX Service Private Communication or MCX Service Group Communication from another user’s MCX UE. (17v, 42v) 
---------- End of MCCoRe 1st change ----------
---------- Start of MCCoRe 2nd change ----------

5.16
Relay requirements

[R-5.16-001] The MCX Service shall be able to use ProSe Relay capabilities defined in TS 22.278 [2] and TS 22.468 [3].

[R-5.16-002] An MCX UE which is unable to gain service from E-UTRAN should attempt to make use of one or more suitable ProSe UE-to-Network Relay(s) in its proximity (see subclause 6.19).

[R-5.16-003] In off-network situations ProSe UE-to-UE Relay functionality shall be supported (see subclause 7.17) between MCX UEs.

[MCV R-5.1.4.2-010] The MCX Service shall provide a means for an MCX UE in an unmanned aerial vehicle or robot to have a ProSe UE-to-Network Relay capability.  (165av 2nd sentence)
---------- End of MCCoRe 2nd change ----------

---------- Start of MCCoRe 3rd change ----------

5.13
Security

[R-5.13-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

[R-5.13-002] The MCX Service shall support MCX User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.13-003] The MCX Service identities shall be part of the MCX Service application service domain.

[R-5.13-004] The MCX Service identities shall form the basis of the MCX Service application layer security for the MCX Service.

[R-5.13-005] The MCX Service shall provide the MCX User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCX Service shall provide a means for an authorized MCX UE to access selected MCX Service features prior to MCX User authentication.

[R-5.13-007] The MCX Service shall require authentication of the MCX User before service access to all authorized MCX Service features is granted.

NOTE:
The MCX Service features available are based on the authenticated user identity(s).

[R-5.13-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g.,  MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE.
[R-5.13-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs.

[R-5.13-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-5.13-011] Subject to regulatory constraints, the MCX Service shall provide a cryptographic key management service(s).

[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.13-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[MCV R-5.1.6.2-003] The MCX Service shall provide end-to-end confidentiality and integrity protection to the MCX User Profile when transferred to and/or from an MCX UE. (120v) 
6.10
MCX Service User Profile management

[R-6.10-001] The MCX Service shall be able to dynamically modify one or more pieces of information within the MCX Service User Profile (e.g., the list of MCX Service Groups for which the user has access credentials) while in use by the MCX User.

[R-6.10-002] The MCX Service shall provide a means by which an MCX Service Administrator designates that new or updated MCX Service User Profiles are to be installed at the MCX UE for immediate use by the MCX User.

[R-6.10-003] The MCX Service shall provide a means by which an MCX Service Administrator designates a particular time and date when new or updated MCX Service User Profiles are to be installed at the MCX UE for use by the MCX User.

[R-6.10-004] The MCX Service User Profile shall be construed to be sensitive user information and shall be provided end-to-end confidentiality and integrity protection when transferred between the MCX Service and MCX UE.

---------- End of MCCoRe 3rd change ----------
---------- Start of MCCoRe 4th change ----------

6.13
Security

6.13.1
Overview

Security covers areas designed to protect the confidentiality, integrity, and availability of information that is processed, stored, and transmitted. The security requirements listed here cover the areas of cryptographic protocols, authentication, access control, and regulatory issues.

6.13.2
Cryptographic protocols

[R-6.13.2-001] The MCX Service shall employ open cryptographic standards, subject to applicable local policy (e.g., Federal Information Processing Standards (FIPS) 140-2).

[R-6.13.2-002] The MCX Service shall allow for update to new cryptographic operations and methods without making obsolete existing operations and methods, or requiring upgrade of all user equipment simultaneously.

[R-6.13.2-003] The MCX Service shall allow for the coexistence of a multiplicity of cryptographic suites.

NOTE 1:
A "cryptographic suite" is a consistent collection of cryptographic operations (e.g., encryption and message authentication) spanning the totality of required cryptographic operations for MCX Service. That is, if MCX Service requires a stream cipher, a message authentication code, and a secure hash, then counter-mode AES-256, CMAC with AES-256 as an underlying cipher, and SHA-512 would constitute a cryptographic suite for MCX Service.

NOTE 2:
The definition and identification of cryptographic suites and algorithms need not all be within the scope of 3GPP.

6.13.3
Authentication

[R-6.13.3-001] The MCX Service shall provide a means by which an MCX UE can require authentication of the MCX Service.

6.13.4
Access control

[R-6.13.4-001] The MCX Service shall support suspending or disabling of access from an MCX UE or an MCX User to the MCX Service.

[R-6.13.4-002] An MCX User who has a profile that has been deleted or suspended shall be prevented from using that MCX Service User Profile to access the MCX Service.

[R-6.13.4-003] The MCX Service shall provide a mechanism to temporarily disable an MCX UE remotely by the MCX Service Administrator or an authorized MCX User.
[R-6.13.4-004] The MCX Service shall only allow a user to affiliate to or select an enabled MCX Service Group (i.e., not disabled).
[R-6.13.4-005] A temporarily disabled MCX UE, which has limited access capability per Mission Critical Organization policy, shall be able to be re-enabled by the MCX Service Administrator or an authorized MCX User.

[R-6.13.4-006] The MCX Service shall provide a mechanism to re-enable a temporarily disabled MCX UE by the MCX Service Administrator or an authorized MCX User.

[R-6.13.4-007] The MCX Service shall provide a mechanism to permanently disable an MCX UE by the MCX Service Administrator or an authorized MCX User.

[R-6.13.4-008] The permanently disabled MCX UE shall remove all MCX Service User Profiles stored in the MCX UE.

[R-6.13.4-009] The permanently disabled MCX UE shall have no access to MCX Services.

[R-6.13.4-010] The security solution for the MCX Service shall minimize the impact of a compromised MCX UE on other MCX UEs.

6.13.5
Regulatory issues

[R-6.13.5-001] The MCX Service shall support lawful interception.

Editor's Note: text to be provided for all the following sections.
6.13.6     Storage control
[MCV R-5.2.3.2-001] The MCX Service shall provide all relevant security for media storage (e.g., video or data) on the MCX UE (e.g., data encryption, access only to authorized MCX Group Members). (57v) 
---------- End of MCCoRe 4th change ----------

---------- Start of MCCoRe 5th change ----------

5.20.x  Media forwarding

5.20.x.1 Service Description 
5.20.x.2 Requirements 

[MCV Spreadsheet 38v] The MCX Service shall provide a mechanism for a MCX UE (whose current user is authorized) to forward a received real time transmission in an MCX Group transmission to a  Group Broadcast Group. (38v)
---------- End of MCCoRe 5th change ----------
---------- Start of MCCoRe 6th change ----------
5.21.x  Receipt Notification

5.21.x.1 Service Description
For an MCX Service such as MCVideo or MCData a user may want to know when the MCX communication has been delivered and when it has been viewed.  
5.21.x.2 Requirements

[MCV Spreadsheet 14v] The MCX Service shall provide a mechanism for the sender of a  real time transmission to receive a notification that the  transmission is being received and/or displayed. (14v)
---------- End of MCCoRe 6th change ----------
---------- Start of MCCoRe 7th change ----------
5.7.2.2
MCX Service Emergency Group Communication

5.7.2.2.1
MCX Service Emergency Group Communication requirements
[R-5.7.2.1.1-001] The MCX Service shall support MCX Service Emergency Group Communications  from an authorized MCX Group Member on the currently Selected MCX Group or on an MCX Group designated for MCX Service Emergency Group Communications. (149v, 107av)
[R-5.7.2.1.1-002] When an MCX User initiates an MCX Service Emergency Group Communication this may trigger an MCX Service Emergency Alert for that MCX User.

[R-5.7.2.1.1-003] When an MCX User initiates an MCX Service Emergency Group Communication this shall put that MCX User into an MCX Service Emergency State.

[R-5.7.2.1.1-004] The MCX Service shall ensure that MCX Service Emergency Group Communications have the highest priority over all other MCX Service Group transmissions from the same MCX Service, except MCX Service System Communications, MCX Service Emergency Private Communications (with Floor control), and other MCX Service Emergency Group Communications.

[R-5.7.2.1.1-005] The MCX Service shall be capable of changing a group communication in progress to an MCX Service Emergency Group Communication.

[R-5.7.2.1.1-006] MCX Service Emergency Group Communications, including their content and signalling, shall have pre-emptive priority over all other types of MCX Service communications from the same MCX Service, except MCX Service System Communications, MCX Emergency Private Communications (with Floor control), and other MCX Service Emergency Group Communications. 

[R-5.7.2.1.1-007] The MCX Service shall provide the MCX Service User ID of the initiator of an MCX Service Emergency Group Communication and an indication that it is an MCX Service Emergency Group Communication to Affiliated MCX Service Group Members.

[R-5.7.2.1.1-008] The MCX Service shall add the MCX Service Emergency priority to the group when an In-progress Emergency on that group is initiated.

[R-5.7.2.1.1-009] The MCX Service shall remove the MCX Service Emergency Priority associated with the group when an In-progress Emergency on that group is cancelled.

Editor's Note: The interaction of MCX Service Emergency Communication and Imminent Peril Communication is FFS.

[R-5.7.2.1.1-010] The Affiliated MCX Service Group Members shall be notified when their group communication transitions to an In-progress Emergency.

[R-5.7.2.1.1-011] The MCX Service shall maintain knowledge of the Affiliated MCX Service Group Member(s) that initiated the MCX Service Emergency Group Communication(s) until the In-progress Emergency is cancelled.

[R-5.7.2.1.1-012] The MCX Service shall maintain an In-progress Emergency condition for a group from the time the initial MCX Service Emergency Group Communication was requested until the In-progress Emergency condition is cancelled.

[R-5.7.2.1.1-013] The MCX Service shall provide a mechanism for an MCX Service Administrator to configure which MCX Service Group (i.e., user’s selected group or dedicated MCX Service Emergency Group) is used for the MCX Service Emergency Group Communication by an MCX User.
---------- End of MCCoRe 7th change ----------
---------- Start of MCCoRe 8th change ----------
7.7
MCX Service priority requirements

[R-7.7-001] The Off-Network MCX Service shall assign to each MCX Service Group or Private Communication:

-
an application layer pre-emption capability;

-
a capability to be pre-empted; and

-
an application layer priority value.

[R-7.7-002] The Off-Network MCX Service shall support multiple MCX Service Application priorities which are mapped to ProSe priority levels, based on network operator policy. (144av)
[R-7.7-003] The Off-Network MCX Service shall enable an MCVideo Administrator to prioritize MCX Groups in relation to other MCX Groups (with respect to transport and presentation). (145av)
[R-7.7-004] When determining priority for an MCX communication, the Off-Network MCX Service shall use the MCX User/Participant's attributes (e.g., first/second responder, supervisor, dispatcher, on/off duty) and the MCX Group's attributes (e.g., type of group, owning organization of the group, MCX Emergency, Imminent Peril). (146av)
[R-7.7-005] The Off-Network MCX Service shall support multiple pre-emptive priorities. (147av)
[R-7.7-006] The Off-Network MCX Service shall provide a mechanism for MCX Administrators to create, a pre-emption hierarchy for MCX Group transmissions and their associated users (i.e., to facilitate local management of the service and its resources). (148av)
[R-7.7-007] The Off-Network MCX Service shall support MCX Groups with the permission to pre-empt other MCX communications. (149av)
[R-7.7-008] In case of resource shortage an MCX communication made to a group with pre-emption permissions shall be given resources to complete this communication by pre-empting lower priority MCX communications. (150av)
---------- End of MCCoRe 8th change ----------
---------- Start of MCCoRe 9th change ----------
5.5
Receiving from multiple MCX Service communications

5.5.2
Requirements

[R-5.5.2-004] The MCX Service shall allow an MCX UE to be receiving or transmitting in one MCX Service Group while simultaneously receiving additional MCX Service Groups.

[R-5.5.2-005] The MCX Service shall provide a mechanism to configure the number (N4) of MCX Service Group Communications to be simultaneously received by an MCX UE, authorized by an MCX Service Administrator and/or authorized user.

[R-5.5.2-008] The MCX Service shall provide a mechanism to configure the number (N6) of MCX Service Group Communications to be simultaneously received by an MCX User, authorized by an MCX Service Administrator and/or authorized user.

[R-5.5.2-010] The MCX Service should provide a mechanism for an MCX Service Administrator and/or authorized user to prioritize the order in which multiple MCX Service Groups are presented by the MCX UE.

[R-5.5.2-011] The MCX Service shall provide multiple MCX Service User IDs to an MCX UE when multiple MCX Service Groups that have a sender are received by the MCX UE.

[R-5.5.2-012] The MCX Service shall allow an authorized MCX UE to receive on-network MCX Service Group and off-network MCX Service Group Communications simultaneously.

[R-5.5.2-013] The MCX Service shall ensure that if there is an MCX Service Emergency Group Communication on one of the MCX Service Groups that an MCX User is affiliated to, but that user is already in a lower priority MCX Service Group Communication or Private Communication (with floor control), that the MCX User automatically hears/displays the MCX Service Emergency Group Communication.
[MCV Spreadsheet 48v] The MCX Service shall support reception and recording of multiple concurrent Private MCX transmissions by an authorized user (e.g., dispatch operator).   (48v)
[MCV Spreadsheet 49v] The MCX Service shall provide a mechanism by which an MCX UE can receive and record multiple concurrent Private MCX transmissions from MCX users for which the current MCX User is authorized. (49v)
---------- End of MCCoRe 9th change ----------
End of changes to MCCoRe TS 22.280
Start of changes to MCPTT TS 22.179 V14.0.0 
---------- Start of MCPTT 1st change ----------
5.7.2.1.1
MCPTT Emergency Group Call requirements

[R-5.7.2.1.1-001] Void  (149v, 107av)
[R-5.7.2.1.1-002] Void 

[R-5.7.2.1.1-003] Void 

[R-5.7.2.1.1-004] Void

[R-5.7.2.1.1-005] Void 

[R-5.7.2.1.1-006] Void

[R-5.7.2.1.1-007] Void 

[R-5.7.2.1.1-008] Void 

[R-5.7.2.1.1-009] Void 

[R-5.7.2.1.1-010] Void 

[R-5.7.2.1.1-011] Void 

[R-5.7.2.1.1-012] Void 

[R-5.7.2.1.1-013] Void 

[R-5.7.2.1.1-014] While In-progress Emergency status is maintained for an MCPTT Group call, the MCPTT Service shall provide the User ID of the initiator of the In-progress Emergency status and an indication that it is an MCPTT Emergency group call to existing and Late call entry Affiliated MCPTT Group Members.
---------- End of MCPTT 1st change ----------
End of changes to MCPTT TS 22.179 V14.0.0
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