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1 Introduction
This contribution is to clean up the FS_SMARTER Massive Internet of Things TR [1] for the terminology of IoT device and device.
2 Discussion
In the FS_SMARTER_MIoT TR, there are “IoT device” and “device” using in the different clauses. In the definitions, we define the terminology of device. So for the consistency in the context of FS_SMARTER_MIoT TR, we need to replace “IoT device” with “device”.
All the proposed changes are in the following.
3 Proposal
This document proposes to clean up the FS_SMARTER Massive Internet of Things TR for the terminology of IoT device and device.
* * * * Start of 1st Change * * * *
5.1.1
Description

5.1.1.1
Overview

The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is room for improvement in the operational aspects that can be designed into a 5G system whereas they are not easily retrofitted into an existing system.  This family includes the operational aspects that will apply to the wide range of devices and services anticipated in the 5G timeframe. These aspects are derived from the use cases included in [2] and cover security needs for IoT as well as support for network servers/applications and devices to identify, address and reach each other.

5.1.1.2
Internet of things security aspects

With the diversity of device types and access interfaces anticipated in the Internet of Things, a security mechanism needs to be designed to meet the service requirements, user and access requirements and deployment models. Since smart devices are expected to support multiple radio access technologies such as 3GPP RAT and non-3GPP RAT, with both access network for 3GPP RAT and access network for non-3GPP RAT connected to the same mobile core network, the core network will need to support authentication methods appropriate to the respective access network to allow a seamless user experience across multiple access networks.
Some of the devices are expected to be simple sensor kind of devices, potentially without user interfaces. In addition, as devices are expected to be used and managed (e.g., the device owner may sell the device to another user who can then use the device with a subscription to their own network operator) by end users a method of dynamic subscription generation and management is needed in addition to statically provisioned subscription.  Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc. 

Another area which needs to be addressed is the proliferation of devices. Devices come in large numbers with varied capabilities and mobility requirements. When the device is manufactured, the deployment location and specific usage may not be known. Sometimes the devices will be added to existing subscriptions, other times they may be part of a new subscription for the user. During their life cycle these devices go through different stages, involving the change in ownership when the device is deployed and possibly afterwards, the activation of the device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently.
* * * * End of 1st Change * * * *
* * * * Start of 2nd Change * * * *
5.1.3.2
Internet of Things security

[PR.5.1.3.2-001] The 3GPP System shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.

* * * * End of 2nd Change * * * *
* * * * Start of 3rd Change * * * *
5.3
Resource efficiency aspects

5.3.1
Description

5G introduces the opportunity to design a 3GPP system to be optimized for supporting devices and services. While some support for IoT will be provided by current systems, there is room for improvement in efficient resource utilization that can be designed into a 5G system whereas they are not easily retrofitted into an existing system. Some of the underlying principles of the potential service and network operation requirements associated with efficient configuration, deployment, and use of devices in the 5G next generation network include bulk provisioning, resource efficient access, optimization for device originated data transfer, and efficiencies based on the reduced needs related to mobility management for stationary devices and devices with very restricted range of movement.
The next generation network will need to be designed to be flexible and elastic and adapt its resources and capabilities to the specific needs of the services and applications being executed, as well as to the types of devices accessing those services.  
5.3.2
Traffic scenarios

5.3.2.1
Bulk provisioning
Understanding the IoT use cases depicting devices being deployed in large numbers in a given coverage area, a method by which they can be authenticated without requiring the arduous task of provisioning individual devices with identifiers and shared keys is required.  The two characteristics that come into play in this scenario are that 1) most likely the devices in a given deployment are owned by same entity, and 2) the coverage area is limited (e.g. warehouse, disaster area, etc.).  Given this, the devices can be provisioned and authenticated in bulk whereby they are treated as a single device with many appendages.  

Devices will range from very simple, limited function devices to very complex, sophisticated computing platforms.  On the lower end of the device function range, not all such devices may use IMS and may not need to be equipped with an IMS client, and yet it would still be desirable to activate such a device remotely due to sensor deployment configurations.  A light weight configuration mechanism may be used to provide the configuration information to the device.
5.3.2.2
Resource efficient access
Devices will have to operate in modes quite different from other types of 3GPP UEs.  First and foremost is that much of time the traffic will have low data throughput and a low duty cycle.  There may be no expectation of service continuity. Devices may operate in a mode where all user plane traffic is originated by the device, with no response required from the network. Yet other devices may engage in both mobile and network originated communications. These operational modes introduce opportunities for improving resource efficiency in supporting access by devices to a 3GPP network.
5.3.2.3
Diverse mobility needs of devices
 Many devices will be stationary (e.g., smart parking meters) or have a limited range of mobility (e.g., smart household or office devices).  Once activated, the location of these devices can be expected to remain the same, or move within a very limited area.  For these types of devices, there are opportunities to reduce the use of mobility management resources compared to those required for EPS.  The 5G system should be designed to consider the different mobility management needs of devices.

5.3.3
Potential requirements

5.3.3.1
Bulk provisioning

[PR.5.3.3.1-001] The 3GPP System shall support a resource efficient mechanism to provide service parameters and activate groups of devices.
[PR.5.3.3.1-002] The system shall support high density massive connections (e.g.1 million connections per square kilometre) of grouped devices in an efficient manner.
[PR.5.3.3.1-003] The 3GPP System shall be able to support devices, including groups of devices, (e.g., smart meter) with limited communication requirements and capabilities.
[PR.5.3.3.1-004] The 3GPP System shall support a resource efficient mechanism for device configuration (i.e., service parameters).  
[PR.5.3.3.1-005] The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices. 

5.3.3.2
Resource efficient access

[PR.5.3.3.2-001] The 3GPP System shall minimize resources usage for transfer of infrequent uplink data for devices which send information without requiring a response (e.g., send status information to an application but do not need to receive information from the application).
[PR.5.3.3.2-002] The 3GPP System shall support a resource efficient mechanism to provide service parameters to devices.

[PR.5.3.3.2-003] The 3GPP System shall support a resource efficient mechanism to activate groups of devices. 
[PR.5.3.3.2-004] The system shall support significantly increased device power efficiency over what is supported by EPS. 

[PR.5.3.3.2-005] The system shall support significant coverage enhancement over what is supported by EPS. 

[PR.5.3.3.2-006] The 3GPP System shall support a resource efficient mechanism to provide information to a stationary device (e.g., simplified device location mechanism). 
[PR.5.3.3.2-007] The 3GPP System shall provide a resource efficient mechanism to receive information from stationary devices (e.g., lower signalling to user data resource usage ratio).
5.3.3.3
Resource efficiencies for mobility management

[PR.5.3.3.3-001] The 5G mobility management requirements included in Feasibility Study on New Services and Markets Technology Enablers - Network Operation clause 5.3.2 apply for minimizing resource usage in support of devices.  In addition to those requirements, the following are specific to devices.

[PR.5.3.3.3-002] The 3GPP system shall provide efficient support for devices with restricted range of mobility (e.g., within a warehouse).
[PR.5.3.3.3-003] The 3GPP System shall provide resource efficient support for stationary devices with reduced mobility management (e.g., handover support, idle mode mobility management).
5.3.3.4
Resource efficiency for variable data size

[PR.5.3.3.4-001] The 3GPP System shall be able to efficiently and flexibly support any size of data transmissions (e.g., from a few bits to streaming video) from the same device.

[PR.5.3.3.4-002] The 3GPP System shall minimize the signaling that is required prior to user data transmission.

NOTE:  The amount of signaling overhead may vary based on the amount of data to be transmitted.
* * * * End of 3rd Change * * * *
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