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Abstract: This document proposes a consolidation of requirements in clause 5.1 in TR 22.862.
Summary
The requirements for the use case family on "higher reliability and lower latency" have not been vetted, and there is a lot of overlap and confusion between the traffic scenarios and requirements. The agreed categorisation into use case families further complicated the structure.

This document adds PR numbers to the potential requirements in clause 5.1.3, then copies them selectively and with updates to clause 7 on consolidated potential requirements, and suggests reasonable and justified values for the requirements. Some requirements, unfortunately, still lack validated numerical values.
The potential requirements have been treated as follows:

· [001] The following requirement was too verbose, and needed a reference. When copying to clause 7, it has been reworded and simplified, and a reference has been added, impacting the numerical value. It belongs to extreme industrial control.
The 3GPP system shall support a very low end-to-end latency (0,25 ms) [x1].
· [002] The following requirement was not written as a requirement, and needed a reference. When copying to clause 7, it has been reworded, and a reference has been added, impacting the numerical value. It belongs to extreme industrial control.
The 3GPP system shall support a very low jitter (1 s) [x1].
· [003] The following requirement was not written as a requirement, and needed a reference. When copying to clause 7, it has been rewritten, and a reference has been added. It belongs to extreme industrial control. The requirement applies to the application layer, not radio.
The 3GPP system shall support a very high reliability(to support 10-9 on the application layer) [x1]
· [004 and 005] The following requirements describe the environment, and are not real requirements. When copying to clause 7, they have been changed into notes. They belong to extreme industrial control.

NOTE 1: Transaction payloads are expected to be small, e.g., 50-100 bytes.
NOTE 2: The distances between devices and base stations are expected to be short, e.g., (10-20 m).
· [006] The following requirement was not written as a requirement. When copying to clause 7, it has been reworded. It belongs to extreme industrial control and conventional industrial control. There is also a duplicate requirement which has not been copied anywhere.
The 3GPP system shall support end-to-end integrity and confidentiality protection for communications.

· [N/A] The following note did not make sense, and was badly placed. It has not been copied to clause 7, and has been deleted. A similar note elsewhere is the document is deleted, too.
NOTE:
The above requirements are for end-to-end performance, defined as communications sent by source and communication received by target.

· [007] The following requirement was too verbose. When copying to clause 7, it has been reworded and simplified. It belongs to extreme industrial control, conventional industrial control, and industrial automation.

The 3GPP system shall support non-3GPP network access security regarding identities and credentials, authentication, and confidentiality and integrity protection.

· [008] The following requirement duplicated the previous requirement. It has not been copied to clause 7.

The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.

· [N/A] The following requirement has been added to clause 7 because it makes sense for extreme industrial control. It belongs to extreme industrial control, conventional industrial control, industrial automation, human interaction, and remote control.

[PR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).
· [N/A] The following note has been added to clause 7 to describe the environment. It belongs to extreme industrial control.

NOTE 3: The service deployment is expected to be limited to a geographically limited area, e.g., indoors.
· [009] The following requirement describes the environment, and is not real requirement. When copying to clause 7, it has been changed into a note. It belongs to industrial automation.

NOTE 1: Connection density is expected to be moderate, e.g., 1000 active devices per km2.
· [010] The following requirement was not written as a requirement. When copying to clause 7, it has been reworded. It belongs to industrial automation.

The 3GPP system shall support a high reliability (10-5) [REF!].
· [011] The following requirement was too verbose. When copying to clause 7, it has been reworded and simplified. It belongs to industrial automation.

The 3GPP system shall support a low end-to-end latency of 25 ms. [REF!]
· [012] The following requirement was too verbose. When copying to clause 7, it has been reworded and simplified. It belongs to industrial automation.

The 3GPP system shall support low-power operation of devices with transaction rates of one every few seconds. [REF!]
· [013] The following requirement was a duplicate. It has not been copied to clause 7, but its first occurrence has ([006], see above). This applies to industrial automation.

Transactions should be sufficiently integrity- and confidentiality-protected.

· [014] The following requirement was unclear and has to considered together with [021] and [026]. When copying to clause 7, it has been expanded to two requirements. It belongs to extreme industrial control, conventional industrial control, and industrial automation.

The 3GPP system shall support the prioritisation of critical traffic over other traffic in the same network.

The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.
· [015] The following requirement was not well worded. When copying to clause 7, it has been reworded. It belongs to extreme industrial control, conventional industrial control, industrial automation, human interaction, and remote control.

The 3GPP system shall support a very high availability (value TBD).
· [016] The following requirement was not clear. It has not been copied to clause 7 as such, but relevant values from table 5.1.2.3.1 have been used. It belongs to conventional industrial control.

The 3GPP system shall support a very low end-to-end low latency (8 ms) [4].

The 3GPP system shall support a very high reliability (10-5) [4].
NOTE 1: Transaction payloads are expected to be moderate, e.g., up to 1.521 bytes.

· [017] The following requirement was a duplicate. Its previous occurrence was used. It belongs to conventional industrial control.

Subject to regional regulatory requirements, the 3GPP system shall support a mechanism to provide end-to-end integrity and confidentiality protection for user data,

· [018] The following requirement was very generic. Related but more detailed requirements have been used, covered by several requirements. It belongs to conventional industrial control.

The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity, security, availability, and reliability compared to UMTS, EPS, and Wi-Fi.

· [019 and 020] The following requirements were not completely clear. When copying to clause 7, they have been reworded. They belong to human interaction.

The 3GPP system shall support low-delay speech and audio coding(10 ms). [REF!]
The 3GPP system shall support low-delay high-frame rate video coding (10 ms, 120 fps). [REF!]
· [021] The following requirement was a partial duplicate. The reworded earlier occurrence has been copied to clause 7. It belongs to extreme industrial control, conventional industrial control, factory automation, remote control, and human interaction.

The 3GPP system shall be able to provide UE with prioritized access for transport of data for critical service (e.g., data for healthcare).

· [022] The following requirement was self-evident. It has not been included.

The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.

· [023] The following requirement was not written as a requirement. When copying it to clause 7, it was reworded. It has been added to remote control.

The 3GPP system shall support a low end-to-end latency (5 ms). [REF!]
· [024 and 025] The following requirement describes the environment. When copying it to clause 7, it was changed into two notes. Also a third note clarifying was added. They have been added to remote control.

NOTE 1: Devices may be airborne, at altitudes of, e.g., 10-1.000 m.

NOTE 2:
The expected speed of the devices is expected to be high, e..g, 200 km/h.
NOTE 3:
Required data rates are expected to be low
· [026] The following requirement was similar to another requirement [021]. When copying it to clause 7, the original occurrence was used.

Priority, Precedence, Preemption (PPP) as failure to transmit communications in reliable and timely manner could result in injury or loss of property.
· The following note has been added to clause 7 because it makes sense for industrial automation. It belongs to industrial automation.

NOTE 1: Transaction payloads are expected to be small, e.g., 50-100 bytes.

· The following requirements were in the traffic scenarios but not included in the potential requirements. They have been added to human interaction.

[PR 5.1.0-003] The 3GPP system shall support very high uplink and downlink user experienced data rates (250 Mbps) [REF!].

[PR 5.1.0-004] The 3GPP system shall support a very low end-to-end latency (2 ms) [REF!].

· The following notes were in the traffic scenarios but not included in the potential requirements. They have been added to human interaction.

NOTE 1: Both gaming and eHealth require high quality video with very low latency.

NOTE 2: Telemedicine often requires high bit rates in only one direction.
NOTE 3: Tactile internet does not require high bit rates.
· The following requirements were in the traffic scenarios but not included in the potential requirements. They have been added to remote control.

[PR 5.1.0-005] The 3GPP system shall support both device-to-network and direct device-to-device communications.
[PR 5.1.0-006] The 3GPP system shall support a high reliability (near 100 %, TBD) [REF!].
Proposal
1) Add PR numbers to existing potential requirements

2) Copy relevant rewritten requirements into clause 7 on consolidated requirements
3) Add missing requirements

4) Justify performance requirements with references.

-------------------- PROPOSED CHANGES ---------------------
------------------------- 1ST CHANGE ----------------------------
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------------------------- 2ND CHANGE ----------------------------

5.1.2.3
Ultra-reliable communications

In order to enable certain services related to ultra-reliable communications, a minimum level of reliability and latency is required to guarantee the user experience or enable the service initially. This is especially important in areas like eHealth or for critical infrastructure communications.

Mission critical communication services require preferential handling compared to normal telecommunication services, e.g., in support of police or fire brigade.

Examples of mission critical services include:

-
Industrial control systems (from sensor to actuator, very low latency for some applications)

-
Mobile Health Care, remote monitoring, diagnosis and treatment (high rates and availability)

-
Real time control of vehicles, road traffic, accident prevention (location, vector, context, low Round Trip Time RTT)

-
Wide area monitoring and control systems for smart grids

-
Communication of a critical information with preferential handling for public safety scenarios

-
Multimedia Priority Service (MPS) providing priority communications to authorized users for national security and emergency preparedness.

Overall, mission critical services are expected to require significant improvements in end-to-end latency, ubiquity, security, robustness, availability, and reliability compared to UMTS, LTE, and WiFi.

Table 5.1.2.3.1: Example mission critical use cases

	Sample use case
	Description
	Critical requirements

	Substation protection and control
	Automates fault detection and isolation to prevent large scale power outage

For example, Merging Units (MUs) perform periodic measurements of power system components, and send sampled measurement data to a Protection Relay. When the Protection Relay detects a fault, it sends signals to trip circuit breakers
	• Latency: as low as 1 ms end-to-end

• Packet loss rate: as low as 10-4
• Transmission frequency: 80 samples/cycle for protection applications. 256 samples/cycle for quality analysis and recording

• Data rate: ~12.5 Mbps per MU at 256 samples/cycle

• Range: provide coverage to the substation

	Smart grid system with distributed sensors and management
	A smart grid system aims at improving the efficiency of energy distribution and requires prompt reaction in reconfiguring the smart grid network in response to unforeseen events
	Performance requirements are derived from EC FP7 project METIS Deliverable D.1.1 [4]:

• Throughput: from 200 to 1521 bytes reliably (99,999 %) delivered in 8 ms

• One trip time latency between any two communicating points should be less than 8 ms for event-triggered message that may occur anytime

• Device density

-- dense urban hundreds of UEs per km2
-- urban around 15 UEs per km2

-- populated rural max 1 UE per km2

	Public Safety
	Operation of first responders in case of fire or other kind of emergency situation
	Public Safety requires preferential handling of its traffic

	Multimedia Priority Service (MPS)
	Priority communications to authorized national security and emergency preparedness (NS/EP) users in times of disasters and emergency. Authorized NS/EP users have to rely on public network services when the communication capability of the serving network may be impaired, for example due to congestion or partial network infrastructure outages, perhaps due to a direct or indirect result of the emergency situation and therefore needs preferential handling and priority access to communication resources.
	MPS requires preferential handling, and priority treatment.


5.1.2.3
Speech, audio and video in virtual and augmented reality

Voice communication is used in a highly interactive environment, e.g., a multiplayer game or a virtual reality meeting. The voices of participants must be transmitted as quickly as visual information related to the environment. This applies to both audio and video components of the environment. The latency requirement for video, including encoding and decoding are derived from human perception, to avoid nausea, 10 ms. To synchronise speech and audio with video, the one-way delay for speech and audio, including encoding and decoding, should be similar.

Augmented reality, virtual reality, and three-dimensional (3D) services will be among the services which play an increasingly significant role in the 2020+ timeframe. These scenarios have critical requirement on transfer bandwidth (e.g. 8K stereo video -250 Mbps) and delay to guarantee good user experience compared to current video service (2-4 ms roundtrip delay).

A high frame rate improves the video quality. Virtual reality may require the capability of displaying content at frame rates of 120 fps or more.

------------------------- 3RD CHANGE ----------------------------

5.1.3
Potential requirements

[PR 5.1.3-001] The 3GPP system shall support cycle times of [1 ms to 2 ms.] Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.

[PR 5.1.3-002] Transaction jitter should be [below 10 s]

[PR 5.1.3-003] Reliability, measured as the fractions of transactions that cannot meet the latency or jitter constraints, should remain [below 10-9]
[PR 5.1.3-004] Each transaction should support a payload of 50 to 100 bytes

[PR 5.1.3-005] For factory automation, required range is up to [10-20 m]
[PR 5.1.3-006] All transactions should be sufficiently integrity and confidentiality protected.


[PR 5.1.3-007] The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity.

[PR 5.1.3-008] The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.
[PR 5.1.3-009] The 3GPP system shall support [10,000 sensor nodes within an area of 10 km2].

[PR 5.1.3-010] Reliability for the transport of transactions, measured as the fractions of packet losses, should remain [below 10-5].

[PR 5.1.3-011] The 3GPP system shall support a [transaction latency of 50-100 ms], defined as the overall cycle time between a sensor reading and action from process controller.

[PR 5.1.3-012] The 3GPP system shall allow a battery powered sensor lifetime of multiple years while enabling a transaction rate of one every few seconds.

[PR 5.1.3-013] Transactions should be sufficiently integrity- and confidentiality-protected.


[PR 5.1.3-014] The 3GPP system shall support efficient multiplexing of mission critical traffic and nominal traffic.

[PR 5.1.3-015] The 3GPP system shall limit the duration of service interruption for mission critical traffic.

[PR 5.1.3-016] The 3GPP system shall support improved reliability and latency as defined in table 5.1.2.3.1.

[PR 5.1.3-017] Subject to regional regulatory requirements, the 3GPP system shall support a mechanism to provide end-to-end integrity and confidentiality protection for user data,

[PR 5.1.3-018] The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity, security, availability, and reliability compared to UMTS, EPS, and Wi-Fi.

[PR 5.1.3-019] The 3GPP system shall support speech and audio with very low latency, including encoding and decoding of [10 ms].

[PR 5.1.3-020] The 3GPP system shall be able to support video with frame rate of [120 fps] and very low latency, including encoding and decoding of [10 ms]

[PR 5.1.3-021] The 3GPP system shall be able to provide UE with prioritized access for transport of data for critical service (e.g., data for healthcare).

[PR 5.1.3-022] The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.

For UAV collaboration, the 3GPP system shall support:

[PR 5.1.3-023] -
One-way latency of [5 ms] on the radio layer for direct inter-UAV links.

For UAV connectivity, the 3GPP system shall support:

[PR 5.1.3-024] -
Continuous wireless coverage for UAV flying at low altitude of [10-1000] meters with maximum speed of [200 km/h.]

[PR 5.1.3-025] 
The 3GPP system shall be able to provide at least message integrity protection. Other security requirements are FFS.

[PR 5.1.3-026] -
Priority, Precedence, Preemption (PPP) as failure to transmit communications in reliable and timely manner could result in injury or loss of property.

------------------------- 4TH CHANGE ----------------------------

7
Consolidation of Potential Requirements


7.1
Introduction
7.2
Extreme industrial control

[CPR 5.1.3-001] The 3GPP system shall support a very low end-to-end latency (0,25 ms) [x1].

[CPR 5.1.3-002] The 3GPP system shall support a very low jitter (1 s) [x1].
[CPR 5.1.3-003] The 3GPP system shall support a very high reliability (10-9 on the application layer) [x1]

[CPR 5.1.3-006] The 3GPP system shall support end-to-end integrity and confidentiality protection for communications.

[CPR 5.1.3-007] The 3GPP system shall support non-3GPP network access security regarding identities and credentials, authentication, and confidentiality and integrity protection.

[CPR 5.1.3-0014a] The 3GPP system shall support the prioritisation of critical traffic over other traffic in the same network.

[CPR 5.1.3-014b] The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.

[CPR 5.1.3-015] The 3GPP system shall support a very high availability (value TBD).

NOTE 1: Transaction payloads are expected to be small, e.g., 50-100 bytes.

NOTE 2: The distances between devices and base stations are expected to be short, e.g., 10-20 m
NOTE 3: The service deployment is expected to be limited to a geographically limited area, e.g., indoors.

[CPR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).

7.3
Conventional industrial control

[CPR 5.1.3-006] The 3GPP system shall support end-to-end integrity and confidentiality protection for communication.

[CPR 5.1.3-007] The 3GPP system shall support non-3GPP network access security regarding identities and credentials, authentication, and confidentiality and integrity protection.

[CPR 5.1.3-014a] The 3GPP system shall support the prioritisation of critical traffic over other traffic in the same network.

[CPR 5.1.3-014b] The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.

[CPR 5.1.3-015] The 3GPP system shall support a very high availability (value TBD).

[CPR 5.1.3-016a] The 3GPP system shall support a very low end-to-end low latency (8 ms) [4].

[CPR 5.1.3-016b] The 3GPP system shall support a very high reliability (10-5) [4].

NOTE 1: Transaction payloads are expected to be moderate, e.g., up to 1.521 bytes.

[CPR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).

7.4
Industrial automation

[CPR 5.1.3-006] The 3GPP system shall support end-to-end integrity and confidentiality protection for communication.

[CPR 5.1.3-007] The 3GPP system shall support non-3GPP network access security regarding identities and credentials, authentication, and confidentiality and integrity protection.

[CPR 5.1.3-010] The 3GPP system shall support a high reliability (10-5) [REF!].

[CPR 5.1.3-011] The 3GPP system shall support a low end-to-end latency of 25 ms. [REF!]

[CPR 5.1.3-012] The 3GPP system shall support low-power operation of devices with transaction rates of one every few seconds. [REF!]

[CPR 5.1.3-014a] The 3GPP system shall support the prioritisation of critical traffic over other traffic in the same network.

[CPR 5.1.3-014b] The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.

[CPR 5.1.3-015] The 3GPP system shall support a very high availability (value TBD).

NOTE 1: Connection density is expected to be moderate, e.g., 1000 active devices per km2.

NOTE 2: Transaction payloads are expected to be small, e.g., 50-100 bytes.

[CPR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).

7.5
Human interaction

[CPR 5.1.3-014a] The 3GPP system shall support the prioritisation of critical traffic over other traffic in the same network.

[CPR 5.1.3-014b] The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.

[CPR 5.1.3-015] The 3GPP system shall support a very high availability (value TBD).

[CPR 5.1.3-019] The 3GPP system shall support low-delay speech and audio coding(10 ms). [REF!]

[CPR 5.1.3-020] The 3GPP system shall support low-delay high-frame rate video coding (10 ms, 120 fps). [REF!]

NOTE 1: Both gaming and eHealth require high quality video with very low latency.

NOTE 2: Telemedicine often requires high bit rates in only one direction.
NOTE 3: Tactile internet does not require high bit rates.
[CPR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).
[CPR 5.1.0-003] The 3GPP system shall support very high uplink and downlink user experienced data rates (250 Mbps) [REF!].

[CPR 5.1.0-004] The 3GPP system shall support a very low end-to-end latency (2 ms) [REF!].
7.6
Remote control

[CPR 5.1.3-014a] The 3GPP system shall support the prioritisation of critical traffic from other traffic in the same network.

[CPR 5.1.3-014b] The 3GPP system shall support the isolation of critical traffic from other traffic in the same network.
[CPR 5.1.3-015] The 3GPP system shall support a very high availability (value TBD).

[CPR 5.1.3-023] The 3GPP system shall support a low end-to-end latency (5 ms). [REF!]

[CPR 5.1.3-025] The 3GPP system shall support message integrity protection. Other security requirements are FFS.

NOTE 1: Devices may be airborne, at altitudes of, e.g., 10-1.000 m.

NOTE 2:
The expected speed of the devices is expected to be high, e.g, 200 km/h.

NOTE 3:
Required data rates are expected to be low

[CPR 5.1.0-001] The 3GPP system shall support a very extensive coverage (value TBD).

[CPR 5.1.0-005] The 3GPP system shall support both device-to-network and direct device-to-device communications.

[CPR 5.1.0-006] The 3GPP system shall support a high reliability (near 100 %, TBD) [REF!].

7.7
Prioritised communications
-------------------- END OF CHANGES ---------------------
