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5.1.1.2
Internet of things security aspects

With the diversity of device types and access interfaces anticipated in the Internet of Things, a security mechanism needs to be designed to meet the service requirements, user and access requirements and deployment models. Since smart devices are expected to support multiple radio access technologies such as 3GPP RAT and non-3GPP RAT, with both access network for 3GPP RAT and access network for non-3GPP RAT connected to the same mobile core network, the core network will need to support authentication methods appropriate to the respective access network to allow a seamless user experience across multiple access networks.
Some of the IoT devices are expected to be simple sensor kind of devices, potentially without user interfaces. In addition, as IoT devices are expected to be used and managed (e.g., the device owner may sell the device to another user who can then use the device with a subscription to their own network operator) by end users a method of dynamic subscription generation and management is needed in addition to statically provisioned subscription.  Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc. 

Another area which needs to be addressed is the proliferation of IoT devices. IoT devices come in large numbers with varied capabilities and mobility requirements. When the device is manufactured, the deployment location and specific usage may not be known. Sometimes the devices will be added to existing subscriptions, other times they may be part of a new subscription for the user. During their life cycle these devices go through different stages, involving the change in ownership when the device is deployed and possibly afterwards, the activation of the device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently.
5.1.2
Traffic scenarios
5.1.2.1
Traffic scenario 1: lightweight device configuration
In the following traffic scenario, a very simple device (e.g., no IMS client) is installed and activated for service.  The device could be, for example, a smart electric meter. It records electricity usage, provides up to the minute usage reports that allow the customer to take advantage of time of day rating, and provides a larger, complete report to the electric company once a month 

The electric company deploys a large number of these smart meters within an apartment building, one for each apartment.

The meter technician needs an efficient mechanism to quickly associate each smart meter to the correct account (e.g., apartment number) and activate the smart meter.  This mechanism should allow the technician to immediately activate transmission of electricity consumption data to enable real-time tracking and charging for electricity used.
5.1.2.2
Traffic scenario 2: variable data size
In the following traffic scenario, a video recorder is installed and activated at a street corner.  The video recorder includes a camera, some on-board processing capability, as well as the ability to send information to the traffic police.
The camera records continuous video, storing the content for some period of time.

The device periodically sends a status update to the traffic police indicating that traffic is moving smoothly.

When an accident occurs at the intersection, the device begins sending high quality video to the traffic police of the accident and ensuing traffic congestion.

The network will need the flexibility to provide efficient service to the device at all times, whether a small or large amount of data is sent in a given transmission. An efficient system could minimize any negative impact to battery life for the device and minimize use of signalling resources. 
The same device will need to establish a connection when it needs to transmit a large amount of data (e.g., video).
5.1.2.3
Traffic scenario 3 title
Text to be provided.

5.1.3
Potential requirements

5.1.3.1

Lightweight device configuration

[PR.5.1.3.1-001] The 3GPP System shall be able to support devices (e.g., smart meter) with limited communication requirements and capabilities (e.g., devices without an IMS client).

[PR.5.1.3.1-002] The 3GPP System shall minimize signalling for device configuration (i.e., service parameters).  
[PR.5.1.3.1-003] The 3GPP System shall support a resource efficient mechanism to configure (e.g., service parameters) and activate multiple (e.g., all smart meters in an apartment building) devices.

5.1.3.2
Internet of Things security

[PR.5.1.3.2-001] The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.
***** BEGIN OF 1 CHANGE *****
[PR 5.1.3.2-002] The 3GPP system shall support  identification of subscription based on existing tamper resistant secure element or evolved ones ( i.e. UICC solutions).
6
Considerations

6.1
Considerations on security
***** BEGIN OF 2 CHANGE *****
New 5G powered services, such as IoT related or Industry 4.0 like, will take off only if an appropriate level of trust is triggered by levels of security equal or even exceeding present human oriented service security.

For such reasons 5G authentication schemes shall rely on a robust platform upon which Operators/3rd Parties can continue to efficiently develop existing services and enable future new ones. Be it related to a human person or a machine-module, the subscriber’s identity together with related confidential data shall be stored in a dedicated secure element on the device which shall guarantee at least the same security level of current solutions (UICCs) meanwhile improving flexibility. This implies the capability to be able to protect customers from security threats (e.g., impersonation, traffic eavesdropping, etc.) thus increasing the level of trust in current Internet implementations, leveraging secure network subscribers’ identity. 
Moreover, as a consequence of relying on UICC based solutions, 5G security may leverage on the continuous enhancements around the  UICC technologies in order to better match challenging performance targets in terms of e.g. improvement in the response time of operations, increase in the amount of memory, further reduction of space utilization, faster and secure remote provisioning processes, very fast crypto-processor and address bus for very low-latency communications.

6.1.1 Potential requirements
[PR.6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from a device, when the device is in indirect 3GPP connection mode.
[PR.6.1-002] The 3GPP system shall support a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode.
[PR.6.1-003] The 3GPP System shall support a resource efficient mechanism that provides security, authentication and authorization for a device, which only supports indirect 3GPP connection mode. 
[PR.6.1-004] The 3GPP system shall support  identification of subscription based on existing tamper resistant secure element or evolved ones ( i.e. UICC solutions).
***** END OF CHANGES *****
