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5
MCData generic capability requirements

5.1
Introduction

MCData makes frequent use of a set of capabilities and enablers that allows for many end user services to be built on a common foundation. Several generic capabilities are defined for use in the MCData service. These capabilities can be used on their own to transfer files, messages and other content or combined with other services, through an Application, to provide complete end users services as determined by the authorities implementing the service.

It is not intended to invent new protocols for the MCData service. Where existing protocols exist, are efficient and are sufficient, the service should make use of these protocols.

5.2
Simple messaging capability

5.2.1
General

The simple messaging capability of the MCData service could be considered as the base protocol carrying a limited size content payload message. This message could be text or could be marked for extensible purposes including short binary messages for application communication. Messaging could be one-to-one messaging or could be group messaging using groups as specified in MCCoRe.

5.2.2
Requirements

[R5.2.2-001] The MCData service shall provide a simple messaging capability.

[R5.2.2-002] The MCData service simple messaging capability shall provide a one to many service with policy assertion capabilities (e.g. certain types of message or content may only be relevant to certain members of a group due, for example, to location).

[R5.2.2-003] The MCData service shall provide a mechanism by which a user makes a one-to-one, or one-to-many data transmission in on network mode. 
[R5.2.2-004] The MCData service shall provide a mechanism by which a user makes a one-to-one, or one-to-many data transmission in IOPS mode. 

[R5.2.2-005] The MCData service shall provide a mechanism by which a user makes a one-to-one, or one-to-many data transmission in off network mode. 

[R5.2.2-006] The MCData service simple messaging capability shall provide a one to one service with policy assertion capabilities (e.g. policy to limit certain types of message or content to certain members of a group due, for example, to location or user privilege…). 

[R5.2.2-007] The MCData service simple messaging capability shall provide the option to include a content payload of at least [1000] characters of 8 bit text or [500] characters of 16 bit text or [250] characters of 32 bit text and the necessary character encoding information (for example to identify alphabet used).

[R5.2.2-008] The MCData service simple messaging capability shall provide the option to include a content payload of at least [1000] characters of hyperlink or interleaved text and hyper link(s) to allow subsequent access to linked content (which may be a large file).

[R5.2.2-009] The MCData service simple messaging capability shall provide the option to include a content payload of at least [1000] bytes of binary data to be used by a local running application and the necessary addressing detail to indentify the intended application.

[R5.2.2-010] Content received in a UE, addressed to a known local application that is not yet running shall cause the UE to start the local application and pass the content to the application. This could be used to start an application and pass to it the initial data.

[R5.2.2-011] The MCData service shall provide the capability to remotely start a local application (e.g. situational awareness). This may be through specific use of binary payload on the simple messaging capability.

[R5.2.2-012] The MCData service simple messaging capability shall provide a message thread indication so that multiple message flows can be managed independently. 

[R5.2.2-013] When replying to a message on the MCData service simple messaging capability or sending any message which should be coupled with previously sent or received messages or message flows; the message thread indication shall use the same indication as was used for those previous messages. 

[R5.2.2-014] The MCData service simple messaging capability shall provide a selectable read receipt indication. When requested, the receiving entity shall provide receipt indication for delivered and read messages as appropriate. The read indication will implicitly indicate delivered as well. 

[R5.2.2-015] The MCData service simple messaging capability shall provide a configurable read receipt indication. When configured, the receiving entity shall provide receipt indication addressed to the [Application Server] for delivered and read messages as appropriate. The read indication will implicitly indicate delivered as well. 

[R5.2.2-016] The MCData service simple messaging capability shall permit delivery history interrogation for suitably authorized users. 

 

[R5.2.2-018] The MCData service simple messaging capability shall provide the option to add a field indicating location of the sending user/UE.

[R5.2.2-019] The MCData service simple messaging capability shall allow empty messages including only a field indicating location of the sending user/UE. 

Editor’s Note: these last two requirements may become covered in MCCoRe.

5.3
File distribution capability

5.3.1
General

File distribution is a fundamental capability of the MCData service. File distribution can be used to provide a standalone file transfer capability or can be invoked by a controlling application to support the purpose of the application.

5.3.2
Requirements

[R5.3.2-001] The MCData service shall provide a file distribution capability. 

[R5.3.2-002] The MCData file distribution capability shall provide a service to allow a user to send a file to any combination of individual users and/or affiliated groups. 

[R5.3.2-003] The MCData file distribution capability shall provide an option for each recipient to choose to receive the file or not (e.g. by storing the file and sending a link (URL) to all relevant members). By using this capability a user may choose when to receive the file. 

[R5.3.2-004] The MCData file distribution capability shall allow a user to reject to receive the file where appropriate. 

[R5.3.2-005] The MCData file distribution capability shall provide a sending user selectable indication for mandatory download so that the UE, for all relevant receiving members, will automatically download the file. The mandatory indication provides a system level capability and could be invoked automatically by need of the application or might be provided for selection by the user. 

[R5.3.2-006] The MCData file distribution capability shall provide download complete indications for each recipient successfully downloading the file. 

[R5.3.2-007] The MCData file distribution capability shall allow the sender to select to send the file immediately to all selected users. 

[R5.3.2-008] The MCData file distribution capability shall make use of available system delivery efficiencies for distribution of common information to users within a specific geographic area and able to receive at the same time. 

[R5.3.2-009] The MCData file distribution capability shall allow a user to cancel distribution of files they have sent.

[R5.3.2-010] The MCData file distribution capability shall allow an authorised user to cancel distribution of files being sent or waiting to be sent.

5.4
Data streaming capability

5.4.1
General

Data streaming is a fundamental capability of the MCData service. Data streaming can be used to provide a standalone data streaming capability or can be invoked by a controlling application to support the purpose of the application.

5.4.2
Requirements

[R5.4.2-001] The MCData service shall provide a data streaming capability. 

[R5.4.2-002] The MCData data streaming capability shall provide an option for each recipient to choose to receive the data stream or not (e.g. by sending a link (URL) to all relevant members). 

[R5.4.2-003] The MCData data streaming capability shall allow a user to reject to receive the data stream where appropriate. 

[R5.4.2-004] The MCData data streaming capability shall provide a sending user selectable indication for mandatory receive so that the UE, for all relevant receiving members, will automatically receive the data stream. 

[R5.4.2-005] The MCData data streaming capability shall provide start and stop records for each recipient successfully receiving the data stream. 

[R5.4.2-006] The MCData data streaming capability shall make use of available system delivery efficiencies for streaming of common information to users within the same relevant area and able to receive at the same time. 

[R5.4.2-007] The MCData data streaming capability shall allow a user to cancel streaming of data they have initiated included data remaining buffered in the system waiting to be streamed. 

[R5.4.2-008] The MCData data streaming capability shall allow an authorised user to terminate streaming of data being sent and cancel streaming of data remaining buffered in the system waiting to be streamed. 

5.5
IP connectivity

5.5.1
Service description

IP connectivity can be used for MCData applications that are based on the IP client-server paradigm. The UE can contain a client using a service in the network (e.g. a police officer accessing a server on the police Intranet from his mobile phone). The UE can also contain a server that is accessed by other UEs (e.g. a mobile information display that is controlled by a police officer from his mobile phone). As an UE for MCData application can be an unmanned device, or device without user interface, authorization of IP data transport can be provided remotely by an authorized user for the UE. 

5.5.2
Requirements

[R5.5.2-001] The MCData Service shall enable a UE to initiate transport of IP data towards a server in the network or another UE. 

[R5.5.2-002] The MCData Service shall enable incoming transport of IP data towards a UE, initiated by another UE.

[R5.5.2-003] The MCData Service shall enable an authorized person for an UE to authorize initiation of transport of IP data from that UE to specific destinations. This authorization may be preconfigured or may be provided by the authorized person when IP data transport to a new destination is initiated. Authorization may be revoked on demand by the authorized person.

[R5.5.2-004] The MCData Service shall enable a UE or authorized person for this UE to authorize initiation of incoming transport of IP data from specific other UEs. This authorization may be preconfigured, or may be provided by the authorized person when IP data transport from a new destination is initiated. Authorization may be revoked on demand by the authorized person.

[R5.5.2-005] The MCData Service shall support incoming and outgoing IP data transport for a UE with a higher per packet priority (e.g. QCI=6). 

[R5.5.2-006] The MCData Service shall enable an authorized person to remotely authorize the use of higher per packet priority for a particular UE.

5.6
Priority

5.6.1
General

Editor’s Note: Mostly priority is in MCCoRe but MCData can handle non real time communication

5.6.2
Requirements

 
 
[R5.6.2-003] The MCData service shall notify the sender and one or more authorized users when a communication is queued, when a communication is rejected, when data have been sent after a queuing time. 

6
MCData specific requirements

6.1
MCData services common for on network and off network

6.1.1
Conversation management including delivery notification

6.1.1.1
Service description

6.1.1.2
Service requirements

[R-6.1.1.2-001] The MCData Service shall provide a conversation management feature for each MCData User.

[R-6.1.1.2-002] The MCData conversation management service shall be available for group communication as well as for one-to-one communications.

[R-6.1.1.2-004] The MCData Service conversation management feature shall use the simple messaging and file distribution generic capabilities.

NOTE: If simple message transfer capability and file distribution capability are combined for a conversation the two thread indications shall appear in the conversation management as unique.

[R-6.1.1.2-005] A conversation shall be identified though a unique conversation ID.

[R-6.1.1.2-006] The MCData service conversation management feature shall provide an MCData Conversation Hang Time after which the last message/file cannot be correlated to the previous. 

[R-6.1.1.2-007] The MCData Configuration Hang Time shall be available to the user.

[R-6.1.1.2-008] The MCData Conversation Hang Time shall be configurable for each MCData User and each MCData Group.

[R-6.1.1.2-009] The MCData Service conversation management shall allow multiple parallel conversations for the same group or the same pair of users.

[R-6.1.1.2-010] The MCData Service shall provide a mechanism to send a “message delivered” and/or “message read” notification to the message sender and to one or more authorized MCData users for each message of a conversation.

[R-6.1.1.2-011] The MCData service shall make use of simple messaging capability and simple file transfer capability to provide relevant access to delivery history and delivery efficiencies.

 [R-6.1.1.2-012] If an MCData User is in Emergency State then each message shall be an emergency MCData message until the user cancels his/her emergency state.

6.1.2
Robots 

6.1.2.1
Robots remote control

6.1.2.1.1
Service description

Robots and drones will provide more and more opportunities to provide critical communications. Today, this is requiring frequencies and different systems. A lot of work with manufacturers as well as authorities is done. Critical communications users need as a consequence a common communication framework for robots and avoid managing different frequencies and technologies to transport information. The MCData service and generic capabilities will provide mechanisms to do that.

The following sections aims at providing additional requirements to ensure robots and drones can communicate for robots control through LTE.

We expect different manufacturers for robots. As a consequence a well known transport framework is needed in order to ensure easy integration of new robots.

6.1.2.1.2
Requirements

[R-6.1.2.1.2-001] The MCData service shall enable the control of robots and drones. 

[R-6.1.2.1.2-002] The MCData service shall provide a common transmission framework to use and control drones and robots.

NOTE: A robot can be an Unmanned Aerial Vehicle and aquatic or submarine vehicle or a terrestrial robot.

[R-6.1.2.1-003] The MCData service shall provide a default control latency depending on the robots type under

- 50ms for an unmanned aerial vehicle

- 200ms for an aquatic or submarine vehicle

- 400ms for a terrestrial robot

NOTE: At this stage of the work, the latency is an end to end latency. The split between network latency and robot latency is left for stage 2. The latency is measured between the action of the pilot and the movement of the robot (not only MCData service).

 
[R-6.1.2.1.2-005] The MCData service shall be able to simultaneously manage multiple drones/robots percel.

[R-6.1.2.1.2-006] The MCData service shall provide a means for an MCData UE in an unmanned aerial vehicle to have a UE to network relay capability. 

 [R-6.1.2.1.2-007] The MCData service shall support management of unmanned aerial vehicle at an altitude  of up to 150m above the floor.

 [R-6.1.2.1.2-008] The MCData shall have a default priority scheme for each kind of robot (terrestrial, aerial, submarine).

[R-6.1.2.1.2-009] The MCData service shall be able to provide relevant priorities to different flows according to this scheme without additional configuration.

[R-6.1.2.1.2-010] The MCData Service default priority scheme shall ensure that data exchanged for controlling a robot has relevant high priority amongst user data and can not be preempted.

[R-6.1.2.1.2-011] The MCData Service default priority sheme shall ensure that critical robots telemetry data (such as position when out of sight) has also a high priority and can not be preempted. 

[R-6.1.2.1.2-012]  The essential telemetry data shall be identified and minimized in order not to forbid critical operational data to be transmitted.

6.1.2.2
Robots identification

6.1.2.2.1
Service description

Drones and robots will need to be  identified across the organization in order to share who is doing what.

6.1.2.2.2
Requirements

[R-6.1.2.2.2-001] The MCData service shall provide a mean to identify robots used by a critical communications organization.

 

6.1.3

Data forwarding

6.1.3.1
Service description

When receiving data, a user may need to forward it to another user or to another group, subject to relevant authorization. That is to say to communicate within a group the user has to be a member of the group. Messages, files and streaming may be forwarded.

6.1.3.2
Requirements



6.1.4
Location Sharing

6.1.4.1 Service description

Mission critical users need to know the location of their nearest co workers to cooperate mere efficiently or to help each other.

6.1.4.2
Requirements

[R-6.1.4.2-001] The MCData Service shall provide a mechanism to  share within a group the location of each MCData group member. 

[R-6.1.4.2-001] The period for sharing location of each data group member shall be configurable.

6.1.5
MCData enhanced status

6.1.5.1
Service description

Mission Critical services user needs to share status information specific to their activities. For instance status can be: available, in operation on site, going to the operation site, just arrived, etc. When working in group, there is a need to constantly share this information. 

6.1.5.2
Requirements

[R-6.1.5.2-001] The MCData service shall provide a mean to share in real-time operational status information between members of a selected group. 

[R-6.1.5.2-002] The possible  operational status values  shall be configurable.

[R-6.1.5.2-003] The minimum number of possible different operational status values shall be [32].

6.2
MCData services requirements specific to on-network use

6.2.1
Database enquiries and secured internet access

6.2.1.1 Service description

Mission critical users are already using data applications today for which a priority management will need to be implemented.

6.2.1.2 Requirements

[R-6.2.1.2-001] The MCData Service shall provide controlled access to external  services (e.g. data bases, websites)

[R-6.2.1.2-002] The MCData Service shall be able to select priorities to data flows for external  services (e.g. data bases access, web sites, event manager software)
6.3
MCData services requirements specific to off-network use

6.4
MCData Services in IOPS mode


7
Interactions between mission critical services

8
Interworking

8.1
Open interfaces for MCData

8.1.1
Service description

It is expected that in the future data applications such as database access or event managers will be enhanced thanks to the use of multimedia communications. As a consequence, there is a need for external applications to securely access and use MCData services.

8.1.2 Requirements

[R-8.1.2-001] The MCData Service shall be accessible via   an open interface by an external application. 

[R-8.1.2-002] This interface shall support control and indication of priority.

[R-8.1.2-003] The MCData Service shall identify the end user logged on the external application.

9
Mobility, service continuity, priority management and 
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�. MCData  spreadsheet requirement 16av, 17av and 18av were coded orange during  conference call discussion. MCData  spreadsheet requirement 16av,17av and 18av  appear in MCData TS 22.282 as R-5.2.2-003, R-5.2.2-004 and R-5.2.2-005  based on contribution S1-160451.


Requirement 16av represents the combination of MCData spreadsheet requirement 16d and 19d. 


Requirement 17av represents the combination of MCData spreadsheet requirement 17d and 20d.


Requirement 18av represents the combination of MCData spreadsheet requirement 18d and 21d.


Based on conference call discussion during end of March and early April 2016 s Requirement 16d was coded green, and requirements 17d through 21 d were coded yellow.


Requirements 17d through 21d do not appear in MCData TS 22.282 as is, only through combination as shown for 16av, 17av and 18av. 


There was agreement to use the individual requirements 17d through 21d and create suitably wording text to add these requirements into MCCoRe and then remove MCData TS 22.282 requirement R-5.2.2-003, -004 and -005. 


See Harris and UK HO comments in  MCData spreadsheet  





�Based on discussion of Combined MCCoRe Analysis spreadsheet for MCData (see MCData requirements 29av and 30av) there was agreement that requirement R-5.2.2-017 is a duplicate of requirement R-5.2.2-016 and needs to be deleted. 


� MCData spreadsheet requirement . 49d was coded yellow during conference call discussion. Requirement 49d and 53av appears in MCData TS 22.282 as R-5.6.2-001 based on contribution S1-160451.


Based on conference call discussion during end of March and early April 2016 there was agreement to move MCData TS 22.282 requirement R-5.6.2-001 to MCCoRe TS22.280 after modifying text to make generic and remove from MCData TS 22.282 (to cover MCData requirements 49d and 53av).


See Harris and UK HO comments in MCData spreadsheet. 





�. MCData  spreadsheet requirement 50d was coded yellow during  conference call discussion. MCData  spreadsheet requirement 50d and 54av appears in MCData TS 22.282 as R-5.6.2-002 based on contribution S1-160451.


Based on conference call discussion during end of March and early April 2016 there was agreement to move MCData TS 22.282 requirement R-5.6.2-002 to MCCoRe TS22.280 after modifying text to make generic and then remove from MCData TS 22.282 (to cover MCData requirements 50d and 54av).


See Harris and UK HO comments in spreadsheet  





�.MCData spreadsheet  Requirement 40d was coded yellow based on conference call discussion.


MCData spreadsheet Requirement 40d appears in MCData TS 22.282 as R-6.1.2.1.2-004 with "required quality of service"  changed to "required quality of service/latency" and without the 50 ms value. See contribution S1-160454.  


During conference call discussion end of March and early April 2016 there was agreement to move this requirement into MCCoRe after rewording the requirement for clarity and then remove from MCData. 


�MCData spreadsheet  Requirement 41d was coded yellow based on conference call discussion.


MCData spreadsheet  requirement 41d appears in MCData TS 22.282 as R-6.1.2.2.2-002 with modified text based on contribution S1-160454. See also MCVideo requirement R-5.1.3.2.2-001 where "An MCVideo UE shall be capable to discover, negotiate service and capabilities, if necessary, and to start receiving and displaying video transmitted from another MCVideo UE."


During conference call discussion end of March and early April 2016 there was agreement to move this requirement into MCCoRe after rewording the requirement to make this a generic requirement and remove from MCData.


�MCData spreadsheet  Requirement 42d was coded yellow based on conference call discussion.MCData  spreadsheet  requirement 42d appears in MCData TS 22.282 as R-6.1.2.2.2-003 based on contribution S1-160454. During conference call discussion end of March and early April 2016 there was agreement to move this requirement into MCCoRe after rewording the requirement to make this a generic requirement and remove from MCData.


�MCData spreadsheet  Requirement 51d was coded yellow based on conference call discussion. MCData spreadsheet requirement 51d appears in MCData TS 22.282 in modified form as R-6.1.3.2-001 and R-6.1.3.2-002  based on contribution S1-160459. (Note: See MCVideo TR 22.879 Use Case 5.7 and MCVideo requirement 38v where an incident commander receives a video from a group and forwards the video to a Group Broadcast Group). 


During conference call discussion end of March and early April 2016 there was agreement to move these requirements into MCCoRe after rewording the requirement to make this a generic requirement and remove from MCData.


See Harris and UK HO comments in MCData spreadsheet for this requirement 51d. 


�MCData spreadsheet  Requirement 57av  was coded green based on conference call discussion.  MCData spreadsheet Requirement 57av appears in MCData TS 22.282 as requirement R-6.4-001 with modified text based on contribution S1-160026.  


Based on conference call response comments there is agreement that MCData requirement R-6.4-001 (57av) and MCVideo requirement R-5.4-001 (181v) needs to be moved to MCCoRe and removed from MCData TS 22.282 and MCVideo TS 22.281.





