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Abstract: This contribution aims at adding MCVvideo security requirements. Theose requirements were discussed in the study phase and need to be reported in the TS.
It is proposed to add a specific paragraph for security in requirements common for on and off network.

---------------------------------- Begin of change
[bookmark: _Toc442431353]5.1.X Additional security requirements for MCVideo
5.1.X.1	General
Videos for public safety are very critical and there is a need for them to be trustable.  For evidentiary purposes Public Ssafety videos need to be certified as authentic really true and not tampered.  The integrity of videothese data isare of particular importance.
5.1.X.2	Requirements
[R-5.1.X.2-001] The MCVideo Service shall provide means for the generation, handling and storing of video material with evidentiary potential in a manner that guarantees that its authenticity is reasonably indisputable.  
[R-5.1.X.2-002] The MCVideo Service shall provide means for reasonable tamper detection for video material with evidentiary potential. 
[R-5.1.X.2-003] The MCVideo Service should provide means for reasonable tamper protection for video material with evidentiary potential.
 [R-5.1.X-004] The MCVideo Service shall provide a mechanism for the secure generation, distribution and storage of keys and other cryptographic data to the MCVideo capable UEs. 	Comment by Janky, William (U.S. Person): Were these agreed to be deleted because MCCoRe already has equivalent requirements?  I’m not convinced that encryption of video for transmission is the same as encryption and signing for storage.  But I probably won’t argue about it.  
[R-5.1.X-005] The MCVideo Service shall provide a mechanism for the logging of the generated and/or distributed security data in chronological order and for the confidentiality protection, integrity protection, digital signing and secure storage of the log. 
[R-5.1.X.2-004] The MCVideo Service shall provide a mechanism by which security related information generated based on securely communicated data from the MCVideo server can be embedded in created videos and subsequently integrity protected, at the time of the video creation by the MCVideo capable UE.  
[R-5.1.X.2-005] The MCVideo service shall provide the ability for MCVideo server and MCVideo capable UEs to exchange MCData among themselves via secure links during the creation of videos.
[R-5.1.X.2-006] The MCVideo capable UEs shall be able to use location, time, subscription identity, device identity and information provided from outside the UE to generate and use security data for videos created by the UE.
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