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Abstract: This contributions proposed one traffic scenario for Critical Communication.
1. Introduction
This contribution includes text proposal for onehigher reliability and lower latency new family of CriC BB. Specifically, this contributions is based on use case 5.1, 5.65, 5.68 from TR 22.891.
However, based on the discussion of document S1-160364 at SA1 #73, it was decided to keep only the requirements of the document and to put the requirements in other relevant section of TR22.862.  
Section 5.1.2.3 touches on the mobile healthcare aspect and preferential handling, and mobile healthcare requires high reliability and low latency. Thus, the requirements are proposed to be added in the end of section 5.1.3.
2. Proposal
We propose to agree on text proposal as described below.

* * * * Start of Change * * * *

[bookmark: _Toc436138698]5.x.2.X	Mobile Healthcare Devices
One of the applications where IoT devices are useful is telemedicine. Telemedicine is the use of telecommunication and information technologies in order to provide health care at a distance. It helps eliminate distance barriers and can improve access to medical services that would often not be consistently available in distant rural communities. It is also used to save lives in critical care and emergency situations. 
There are several factors for the growth of IoT devices used for telehealth service. As the number of senior citizens grows steadily and life expectancies get longer, the number of potential patients who need consistent monitoring increases. In addition, patients with chronical diseases are required to regularly keep track of their health during their normal life activities. Due to lack of time, space and fund, government policy in some countries also drives growth in telehealth service. Actually, many private companies are jumping into this business area.
To properly support telehealth service, when the service is provided by a private service provider, a critical event detected by a telehealth monitoring device should get preferential treatment. For example, for the communication between the mobile healthcare device and the healthcare service provider, the network access from the mobile healthcare IoT device should be prioritized than the network access from other type of IoT devices for non-critical communication. In addition, the QoS provided for the communication of the mobile healthcare IoT device should be satisfied before QoS for any other non-critical communication is satisfied. 
[bookmark: _Toc436406070]5.x.3	Potential requirements
The 3GPP system shall be able to provide UE with prioritized access for transport of data for critical service (e.g., data for healthcare).
The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.
The 3GPP system shall be able to provide UEs with relevant QoS for transport of data for critical service. 

[bookmark: _Toc437006086]5.1.2.3	Ultra-reliable communications
In order to enable certain services related to ultra-reliable communications, a minimum level of reliability and latency is required to guarantee the user experience or enable the service initially. This is especially important in areas like eHealth or for critical infrastructure communications.
Mission critical communication services require preferential handling compared to normal telecommunication services, e.g., in support of police or fire brigade.
Examples of mission critical services include:
-	Industrial control systems (from sensor to actuator, very low latency for some applications)
-	Mobile Health Care, remote monitoring, diagnosis and treatment (high rates and availability)
-	Real time control of vehicles, road traffic, accident prevention (location, vector, context, low Round Trip Time RTT)
-	Wide area monitoring and control systems for smart grids
-	Communication of a critical information with preferential handling for public safety scenarios.
Overall, mission critical services are expected to require significant improvements in end-to-end latency, ubiquity, security, robustness, availability, and reliability compared to UMTS, LTE, and WiFi.








	
Table 5.1.2.3.1: Example mission critical use cases
	Sample use case
	Description
	Critical requirements

	Substation protection and control
	Automates fault detection and isolation to prevent large scale power outage

For example, Merging Units (MUs) perform periodic measurements of power system components, and send sampled measurement data to a Protection Relay. When the Protection Relay detects a fault, it sends signals to trip circuit breakers
	• Latency: as low as 1 ms end-to-end
• Packet loss rate: as low as 10-4
• Transmission frequency: 80 samples/cycle for protection applications. 256 samples/cycle for quality analysis and recording
• Data rate: ~12.5 Mbps per MU at 256 samples/cycle
• Range: provide coverage to the substation

	Smart grid system with distributed sensors and management
	A smart grid system aims at improving the efficiency of energy distribution and requires prompt reaction in reconfiguring the smart grid network in response to unforeseen events
	Performance requirements are derived from EC FP7 project METIS Deliverable D.1.1:
• Throughput: from 200 to 1521 bytes reliably delivered in 8 ms
• One trip time latency between any two communicating points should be less than 8 ms for event-triggered message that may occur anytime
• Device density
-- dense urban hundreds of UEs per km2
-- urban around 15 UEs per km2
-- populated rural max 1 UE per km2

	Public Safety
	Operation of first responders in case of fire or other kind of emergency situation
	Public Safety requires preferential handling of its traffic



Editor's note: Add references to EC FP7 project METIS.
[bookmark: _Toc437006087]5.1.3	Potential requirements
The 3GPP system shall support cycle times of [1 ms to 2 ms.] Within the cycle time, both uplink and downlink transactions must be executed. Additional margin is needed for the sensor/actuator to process the request.
Editor's note: Add justification for the performance values. Give a value for "additional margin".
Transaction jitter should be [below 10 s]
Editor's note: Add justification for the performance values.
Reliability, measured as the fractions of transactions that cannot meet the latency or jitter constraints, should remain [below 10-9]
Editor's note: Add justification for the performance values. Meeting 10-9 in an optical fibre is challenging. Meeting it with a 10 s jitter on the radio sounds impossible.
Each transaction should support a payload of 50 to 100 bytes
Editor's note: Clarify the requirement.
For factory automation, required range is up to [10-20 m]
Editor's note: Clarify the requirement: is this the distance between devices, device and base station, distance from device to server (for low latency) or something else?
All transactions should be sufficiently integrity and confidentiality protected.
Editor's note: Clarify the requirement: what is "sufficient"?
NOTE:	The above requirements are for end-to-end performance, defined as communications sent by source and communication received by target.
Editor's note: Clarify the NOTE, or, rather, add it to relevant requirements: is end-to-end relevant for the range, too?
The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity.
Editor's note: Clarify the requirement: are factory IDs used in addition to or together with 3GPP identities?
The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation.
Editor's note: Clarify the requirement: does the authentication cover both protocols and identities?
The 3GPP system shall support [10,000 sensor nodes within an area of 10 km2].
Editor's note: This is not a very challenging requirement.
Reliability for the transport of transactions, measured as the fractions of packet losses, should remain [below 10-5].
Editor's note: Clarify the requirement: which transport is meant? Compare to an earlier requirement, requiring 10-9 subject to latency and jitter constraints and 10-5 without them is contradictory.
The 3GPP system shall support a [transaction latency of 50-100 ms], defined as the overall cycle time between a sensor reading and action from process controller.
Editor's note: Compare to an earlier requirement, requiring 50-100 ms here and 1-2 ms is contradictory.
The 3GPP system shall allow a battery powered sensor lifetime of multiple years while enabling a transaction rate of one every few seconds.
Transactions should be sufficiently integrity- and confidentiality-protected.
Editor's note: Clarify the requirement: what is "sufficient"?
NOTE:	The above requirements are for end to end performance, defined as communications sent by source and communication received by target.
Editor's note: Clarify the NOTE, or, rather, add it to relevant requirements: is end-to-end relevant for the battery power, too?
The 3GPP system shall support efficient multiplexing of mission critical traffic and nominal traffic.
Editor's note: Clarify the requirements: what is "efficient multiplexing"?
The 3GPP system shall limit the duration of service interruption for mission critical traffic.
Editor's note: Clarify the requirements: this should apply to regular traffic, too.
The 3GPP system shall support improved reliability and latency as defined in table 5.1.2.3.1.
Editor's note: Do not use references but copy relevant values to the potential requirements.
Subject to regional regulatory requirements, the 3GPP system shall support a mechanism to provide end-to-end integrity and confidentiality protection for user data,
Editor's note: 3GPP system supports this already.
The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity, security, availability, and reliability compared to UMTS, EPS, and Wi-Fi.
Editor's note: Clarify the requirements: what is "significant"? Define ubiquity.
The 3GPP system shall be able to provide UE with prioritized access for transport of data for critical service (e.g., data for healthcare).
The 3GPP system shall be able to provide means to verify whether a UE is authorized to use prioritized access for transport of data for critical service.

