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Abstract: The Tdoc adds relevant material from 22.891 to NEO as an enabler of user plane efficiency
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Discussion

Use case 5.40 in 22.891 [1] describes devices with widely varying traffic characteristics. For example, a video camera spends most of its life periodically sending small amount of information. Only when something happens does it send a large amount of video data. In a different example, a smart phone could be used for hours just for location updates until its user decides to send and receive a large amount of data.

From the TR description, “Specifically, to support short data bursts, the network will need the ability to operate in a connectionless mode where there is no need to establish and teardown connections when small amounts of data need to be sent. The system will therefore accept data transmission without a lengthy and signalling intensive bearer establishment and authentication procedure. The system will, as a result, avoid both a negative impact to battery life for the device and using more signalling resources than actual data transport resources. The same device will need to establish a connection when it needs to transmit a large amount of data (e.g., video)”

The TR [1] goes on to establish the following PRs:

The 3GPP System shall be efficient and flexible for both low throughput short data bursts and high throughput data transmissions (e.g., streaming video) from the same device.

The 3GPP system shall support efficient signalling mechanisms (e.g., signalling is less than payload).

The 3GPP system shall reduce signalling overhead for security needed for short data burst transmission, without reducing the security protection provided by 4G 3GPP Systems.

The current NEO TR [2] views an efficient user plane as an enabler of system flexibility, mentioning network operation for high bandwidth services such as e.g. UHD video and localized real time control. Mechanisms which are optimized to transport data for these services will be very inefficient for the same devices when used for small occasional bursts of data e.g. keep alive messages. Therefore it makes sense to require that efficient signaling mechanisms are used for both cases.

Another driver of signaling load is the security overhead which, for those short data bursts transmissions, should be reduced. 

<<<< Proposed Text Changes 1 >>>
5.1.1
Description

…

Flexibility enabler 2: Efficient user plane

Immersive services such as interactive virtual reality have critical requirements on transfer bandwidth and delay between terminals, and the users hope to get consistent user experience even if they change the location during communication (cp. [2], clause 5.8). 

In cooperation with service providers, the application server can be deployed in an operator’s network to provide services, e.g. UHD video, with critical requirements on bandwidth and delay for the users nearby, and the operator network needs to ensure efficient data path between end-user and server to address the service requirements on bandwidth and delay (cp. [2], clause 5.37). In critical communication scenarios such localized real-time control and industrial automation, an extremely restricted requirement of reliability and latency is expected to guarantee the communication between e.g. a robot and a local robot-control system (cp. [2], clause 5.15), and an efficient data transfer is required even if e.g. the robots move in the smart factory area.

As sensor and monitoring devices are deployed more extensively, there will be a need to support devices that send data packages ranging in size from a small status update in a few bits to streaming video.  Similar need exists for e.g. the smart phone with widely varying amounts of data. The network will need the flexibility to provide efficient service to the device, regardless of when it sends data and whether a small or large amounts of data are sent in a given transmission.
Specifically, to support short data bursts, the network will need the ability to operate in a connectionless mode where there is no need to establish and teardown connections when small amounts of data need to be sent. The system will therefore accept data transmission without a lengthy and signalling-intensive bearer establishment and authentication procedure. The system will, as a result, avoid both a negative impact to battery life for the device and wasting signalling resources.
The same device will need to establish a connection when it needs to transmit a large amount of data (e.g., video).

Flexibility enabler 3:  Network capability exposure

…
<<<< Proposed Text Changes 2 >>>

5.1.2.2
Efficient User Plane

Editor’s Note: The following requirements are copied from [2], clause 5.8.3:

Subject to operator’s policy and/or based on application needs, the 3GPP network shall support efficient user-plane paths between UEs attached to the same network, even if the UEs change their location during communication.

Subject to operator’s policy and/or based on application needs, the 3GPP network shall support efficient user-plane paths between a UE attached to the mobile network and communication peers outside of the mobile network (e.g. Internet hosts).

Editor’s Note: The following requirements are copied from [2], clause 5.37.2:

Subject to the service agreement between the operator and the service provider, the 3GPP network shall enable hosting of services (including both MNO provided services and 3rd party provided services) closer to the end user to improve user experience and save backhaul resources.

The 3GPP network shall be able to support routing of data traffic to the entity hosting services closer to the end user for specific services of a UE.

The 3GPP network shall support efficient user-plane paths between a UE and the entity hosting the service closer to the end user even if the UE changes its location during communication.

The 3GPP network shall be able to support charging, QoS, and Lawful Interception (LI) for services hosted closer to the end user.

The 3GPP System shall be efficient and flexible for both low throughput short data bursts and high throughput data transmissions (e.g., streaming video) from the same device.
<<<< Proposed Text Changes 3 >>>

5.8.1.2
Protection of user identity and location information

…

5.8.1.3
Efficient security mechanisms for small bursts of data
Some devices spend most of the time sending small bursts of data. The current security approach has the same overhead when establishing a bearer regardless of the amount of data it will be used for. Reducing security overhead is beneficial. 
<<<< Proposed Text Changes 4 >>>

5.8.2.1
System Security

Subject to regulatory requirements, the <5G system> shall support a secure mechanism allowing an authorized entity to disable from normal operation of a device reported as stolen.

Subject to regulatory requirements, the <5G system> shall support a secure mechanism allowing an authorized entity to re-enable a recovered stolen device to normal operation.
The 3GPP system shall be able to protect subscriber identity and other user identifying information from attacks by a passive listener. 

The 3GPP system shall be able to protect subscriber identity and other user identifying information from active attacks.

The 3GPP system shall be able to protect user location information from attacks by a passive listener. 

The 3GPP system shall be able to protect user location information from active attacks. 

Subject to regulations, the 3GPP system shall be able to protect the user identity from an attack by a roamed-to network.
The 3GPP system shall reduce signalling overhead for security needed for short data burst transmission.

