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5.2.3
Potential requirements
Requirements below are for all kinds of connectivity aspects, including IoT devices which are connected with network directly or indirectly and IoT devices which are connected with network only via a relay UE for 3GPP/non-3GPP RAT case, in a licensed band, or unlicensed band.
· [PR.5.2.3-001] The 3GPP system shall support an IoT device to access to the 3GPP network directly, or via a relay UE when the IoT device and relay UE are within a short range communication.
· [PR.5.2.3-002] The 3GPP system shall have the means to authorize a relay UE to provide relay functionality to other IoT devices.
· [PR.5.2.3-003] An IoT device that connects to the network via a relay UE shall establish a trusted relationship with the relay UE, before the IoT device is connected to the network via the relay UE.
· [PR.5.2.3-004] IoT devices that communicate with each other using a short range communication shall first establish a trusted relationship with each other.
· Editor’s Note: For the non-3GPP RAT case, to establish a trusted relationship for IoT devices communication with each other needs to be further studied.
· [PR.5.2.3-005] The 3GPP system shall support an IoT device with PLMN A which is connected with the network via a relay UE with PLMN B, when PLMN A and PLMN B have a roaming agreement.
· Editor’s Note: Identities and subscriptions for IoT devices need to be further studied.

· [PR.5.2.3-006] The 3GPP system shall support real time services (e.g. real time voice and/or real time video) for an IoT device, whether the IoT device is connected to the network directly or via a relay UE.

· [PR.5.2.3-007] The 3GPP system shall support data transmission services for an IoT device, whether the IoT device is connected to the network directly or via a relay UE.
· [PR.5.2.3-008] The 3GPP system shall support service continuity for an IoT device, when the IoT device changes indirect access from a relay UE to another relay UE using 3GPP RAT.
· [PR.5.2.3-009] The 3GPP system shall maintain the ability to route signalling and data and minimize the interruption time for the service provided for an IoT device, when IoT device changes indirect access from a relay UE using 3GPP RAT to another relay UE using non-3GPP RAT, vice versa.
· [PR.5.2.3-010] The 3GPP system shall maintain the ability to route signalling and data and minimize the interruption time for the service provided for an IoT device, when IoT device changes indirect access from a relay UE using non-3GPP RAT to another relay UE using non-3GPP RAT.
· [PR.5.2.3-011] The 3GPP system shall optimize the battery consumption of an IoT device, whether the IoT device is connected to the network directly or via a relay UE.
· [PR.5.2.3-012] The 3GPP system shall optimize the battery consumption of a relay UE, when an IoT device is connected to the network via the relay UE.
· [PR.5.2.3-013] The 3GPP system shall identify, address and reach an IoT device, when the IoT device is connected to the network via a relay UE.

· [PR.5.2.3-014] The 3GPP system shall support end to end QoS for an IoT device, when the IoT device is connected to the network via a relay UE.
Requirements below are only for IoT devices which are connected with network directly and indirectly for 3GPP/non-3GPP RAT case, in a licensed band, or unlicensed band:
· [PR.5.2.3-015] The 3GPP system shall support service continuity for an IoT device, when the IoT device changes from direct access to indirect access via a relay UE using 3GPP RAT, and vice versa.
· [PR.5.2.3-016] The 3GPP system shall maintain the ability to route signalling and data and minimize the interruption time for the service provided for an IoT device, when the IoT device changes from direct access to indirect access via a relay UE using non-3GPP RAT, and vice versa.
Requirements below are only for IoT devices which are connected with network only via a relay UE for 3GPP/non-3GPP RAT case, in a licensed band, or unlicensed band.
· [PR.5.2.3-017] The 3GPP System shall support a timely, efficient, reliable and secure mechanism to transmit the same information to multiple IoT devices which can connect with network only via a relay UE.
5.3.3.1
Bulk provisioning

[PR.5.3.3.1-001] The 3GPP System shall support a resource efficient mechanism to provide service parameters and activate groups of IoT devices.
[PR.5.3.3.1-002] The system shall support high density massive connections (e.g.1 million connections per square kilometre) of grouped IoT devices in an efficient manner.
[PR.5.3.3.1-003] The 3GPP System shall be able to support devices, including groups of IoT devices, (e.g., smart meter) with limited communication requirements and capabilities.
[PR.5.3.3.1-004] The 3GPP System shall support a resource efficient mechanism for IoT device configuration (i.e., service parameters).  
[PR.5.3.3.1-005] The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices. 

5.3.3.2
Resource efficient access

[PR.5.3.3.2-001] The 3GPP System shall minimize resources usage for transfer of infrequent uplink data for IoT devices which send information without requiring a response (e.g., send status information to an application but do not need to receive information from the application).
[PR.5.3.3.2-002] The 3GPP System shall support a resource efficient mechanism to provide service parameters to IoT devices.

[PR.5.3.3.2-003] The 3GPP System shall support a resource efficient mechanism to activate groups of IoT devices. 
[PR.5.3.3.2-004] The system shall support significantly increased device power efficiency over what is supported by EPS. 

[PR.5.3.3.2-005] The system shall support significant coverage enhancement over what is supported by EPS. 

[PR.5.3.3.2-006] The 3GPP System shall support a resource efficient mechanism to provide information to a stationary IOT device (e.g., simplified IoT device location mechanism). 
[PR.5.3.3.2-007] The 3GPP System shall provide a resource efficient mechanism to receive information from stationary devices (e.g., lower signalling to user data resource usage ratio).
5.3.3.3
Resource efficiencies for mobility management

[PR.5.3.3.3-001] The 5G mobility management requirements included in Feasibility Study on New Services and Markets Technology Enablers - Network Operation clause 5.3.2 apply for minimizing resource usage in support of IoT devices.  In addition to those requirements, the following are specific to IoT devices.

[PR.5.3.3.3-002] The 3GPP system shall provide efficient support for IoT devices with restricted range of mobility (e.g., within a warehouse).
[PR.5.3.3.3-003] The 3GPP System shall provide resource efficient support for stationary IoT devices with reduced mobility management (e.g., handover support, idle mode mobility management).
6.1
Considerations on security

[PR.6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from an IoT device, when the IoT device is connected to the network via a relay UE.
[PR.6.1-002] The 3GPP system shall support a resource efficient mechanism to authenticate an IoT device, when the IoT device is connected to the network via a relay UE.
[PR.6.1-003] The 3GPP System shall support a resource efficient mechanism that provides security, authentication and authorization for an IoT device, which can connect with network only via a relay UE. 
6.2
Considerations on charging

[PR.6.2-001] This section describes the requirements for collecting charging data for an IoT device. The requirements also apply in the roaming case. 

[PR.6.2-002] The 3GPP system shall support online and offline charging for an IoT device, whether the IoT device is connected to the network directly or via a relay UE.
[PR.6.2-003] The 3GPP system shall be able to separate the charging data of an IoT device from the charging data of a relay UE, when the IoT device is connected to the network via the relay UE.
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