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x.1 
MCVideo Digital Evidence Handling Use Case  
x.1.1
Description

This use case describes a scenario where two policemen respond to a robbery attempt at a convenience store, arriving shortly after the perpetrator has disabled the store video camera. As the policemen attempt to disarm the perpetrator, a scuffle ensues within close quarters during which the store clerk receives a punch, falls to the ground hitting his head and eventually is pronounced dead. One of the policemen’s MCVideo capable UE, which he was using as a body-worn camera, is also partly damaged during the fight.

After arresting the suspect, the authorities charge him with murder for the death of the store clerk and decide to use as evidence the videos produced by the two policemen’s body-worn video cameras / MCVideo UEs during the incident. The suspect claims that he has nothing to do with the death of the store clerk, as he was only trying to flee and it was one of the policemen who actually punched the store clerk during the melee, resulting into his fall and eventual death. The suspect’s lawyer claims further that the video produced by the policeman whose MCVideo UE got damaged during the fight became unusable and was replaced post factum by a video made the following day in a similar store at a different location and showing a re-enactment of the events favourable to the policemen’s version of the events. As a result it could not be correlated with the video produced by the other body-worn camera and should be excluded.
x.1.2 
Pre-Conditions 
An operator offers a service, which makes use of MCVideo features.
Both police officers obtain the MCVideo service from that operator. 

Both police officers are in possession of MCVideo capable UEs.

The MCVideo Server can provide or facilitate the provision of security keys and initial cryptographic nonces to the MCVideo Capable UEs via secure channels.

The MCVideo UEs can communicate bidirectionally with each other via secure channels directly or indirectly (i.e. via the MCVideo server).
The incident occurs within an E-UTRAN coverage area.
The police officers have configured their MCVideo capable UEs to function as body-worn video camera.

x.1.3
Service Flows
The police officers activate the video recorder at their MCVideo capable UEs prior to engaging the suspect. 

The two cameras independently record the events, each from a different angle.

Internally, each video is divided in blocks of roughly same length that are integrity protected via MAC codes generated with different keys chain generated based on security tokens received from the other UE. 

The two cameras exchange security tokens over a secure link after integrity protecting each block, with each token that is used by one UE being (derived from) an integrity protecting MAC built over the previously generated video block of bits from  the other UE’s video. 
NOTE: This security technique is sometimes referred to as “linked time-stamping” and is a form of co-recursive hash cross-chaining. 
As part of being a UE, each device (acting as video camera) receives system broadcast information from the LTE systems. The unique ECGI of the serving or of the “camped on” cell is used by each UE in lieu of cryptographic “salt” to generate the security tokens.
The recording application embeds the integrity protecting MACs at the end of each block as data within the video.
The police officers de-activate their respective video recorders at the end of the incident.
x.1.4
Post-conditions

The court-appointed video security third-party expert states that the procedures for handling and storing evidentiary material are compliant with FBI’s Criminal Justice Information Services (CJIS) requirements for securing data and there is no indication that those procedures were not followed.

The court-appointed video security third-party expert states that the security mechanisms used by the police department are appropriate, including the security algorithms used, the generation, storage and distribution of keys, and the communication channels between the parties. 
The court-appointed video security third-party expert states that she has not seen any signs of tampering, any mismatch between the videos or any indication that the challenged video has been made at a different location. 

The court-appointed video security third-party expert explains that each block of bits in the videos is integrity protected via a securely generated MAC, which matches the result that can be obtained by re-computing the MAC using the expected parameters, therefore no block has been modified after the corresponding MAC was generated.
The court-appointed video security third-party expert explains that the timestamp linking algorithm used to generate the MACs and the exchanged tokens prove that no blocks of data are missing from either video, or out of order, and that the two videos were produced at the same time. This finding refutes the possibility of a later re-enactment of events in order to re-create the impeached video. 
The court-appointed video security third-party expert further states that the MAC codes and the tokens used were generated for both video using as cryptographic salt the same ECGI of the closest LTE cell that provides coverage to the crime scene, timestamps within the time interval of the incident and proper identifiers of each respective device and subscription.   All this data is consistent with the two videos being produced at the same location, by the proper subscribers, at the claimed time and using the claimed devices.
Based on the analysis and statements of the court-appointed video security third-party expert, the challenge to the impeached video is rejected, and the video is declared admissible evidence.
x.1.5
Potential Impacts or Interactions with Existing Services/Features

None identified.
x.1.6
      [Potential] Requirements 
The MCVideo Service shall provide means for the generation, handling and storing of video material with evidentiary potential in a manner that guarantees that its authenticity is reasonably indisputable.  

The MCVideo Service shall provide means for reasonable tamper detection for video material with evidentiary potential. 

The MCVideo Service should provide means for reasonable tamper protection for video material with evidentiary potential.   

The MCVideo Service shall provide a mechanism for the secure generation, distribution and storage of keys and other cryptographic data to the MCVideo capable UEs.

The MCVideo Service shall provide a mechanism for the logging of the generated and/or distributed security data in chronological order and for the confidentiality protection, integrity protection, digital signing  and secure storage of the log. 

The MCVideo Service shall provide a mechanism by which security related information generated based on securely communicated data from the MCVideo server can be embedded in created videos and subsequently integrity protected, at the time of the video creation by the MCVideo capable UE.  
The MCVideo service shall provide the ability for MCVideo server and MCVideo capable UEs to exchange MCData among themselves via secure links during the creation of videos.
The MCVideo capable UEs shall be able to use location, time, subscription identity, device identity and information provided from outside the UE to generate and use security data for videos created by the UE. 
