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1 Introduction 
There is a desire to design the 5G system secure and reliable enough for mission critical services. This will come with a cost related to providing the necessary level of assurance. For example, safety-related car systems need to follow very comprehensive standards such as ISO 26262. For smart grid, demonstrated compliance with standards from IEEE, IEC and NIST may apply. 
A key element to allowing multiple critical services to use the 5G system is network slicing. It will be an important tool to handle very diverse requirements of different applications and user groups. Slicing is often seen as a way to provide isolated sub-networks, each optimized for specific types of traffic characteristics. One such characteristic could of course be related to security and safety requirements. By having a properly implemented, high-assurance isolation mechanism to support slicing, it will be possible to confine impact of security requirements to single slices, rather than the whole network. The cost of high assurance and certification(s) can therefore be concentrated onto an infrastructure virtualization/isolation layer. Conversely, a strong isolation will also, in the presence of potential cyber-attacks, serve to confine impact to within a slice.
2 Proposal
The following text is proposed to be included in TR 22.891.

3 pCR

***	BEGIN CHANGES	***
[bookmark: _Toc428433764]5.2	Network Slicing
[bookmark: _Toc428433765]5.2.1	Description
With the new market segments and verticals, as described in the NGMN white paper [2], new diverse use cases will need to be supported by the 3GPP eco system. This needs to be done at the same time as continuing to support the traditional mobile broadband use cases. The new uses cases are expected to come with a high variety of requirements on the network. For example, there will be different requirements on functionality such as charging, policy control, security, mobility etc. Some use cases such as Mobile Broadband (MBB) may require e.g. application specific charging and policy control while other use cases can efficiently be handled with simpler charging or policies. The use cases will also have huge differences in performance requirements. 
In order to handle the multitude of segments and verticals in a robust way, there is also a need to isolate the different segments from each other. For example, a scenario where a huge amount of electricity meters are misbehaving in the network should not negatively impact the MBB users or the health and safety applications. In addition, with new verticals supported by the 3GPP community, there will also be a need for independent management and orchestration of segments, as well as providing analytics and service exposure functionality that is tailored to each vertical’s or segment’s need. The isolation should not be restricted to isolate between different segments but also allow an operator to deploy multiple instances of the same network partition. Furthermore, to support network slices with mission critical services on the same infrastructure, it is required that the isolation can be provided with high assurance. It will enable the 5G system to confine service-specific security/assurance requirements to a single slice, rather than the whole network. Similarly, in the event of a potential cyber-attack, the attack will be confined to a single slice.
The figure below provides a high level illustration of the concept. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use case(s). It shall be possible to direct terminals to selected slices in a way that fulfil operator or user needs, e.g. based on subscription or terminal type. The network slicing primarily targets a partition of the core network, but it is not excluded that RAN may need specific functionality to support multiple slices or even partitioning of resources for different network slices.
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Figure 5.2.1. Network slices that cater for different use cases 

This is referring to section 5.4 in the NGMN White Paper [2].
Examples of related use cases are given below:
· Self-automated car in a smart city: Bob starts his self-automated driving car that relies on V2X communication. While sitting in the car, Bob initiates a HD video streaming service through the infotainment system available in the car. In this example, the V2X communication requires a low-latency but not necessarily a high throughput, whereas, the HD video streaming requires a high throughput but is tolerate to the latency. 
· Healthcare robot: A robot that is monitored by the healthcare service provider takes care of elderly people at home. The robot sends a regular report of health status and the activities interacting between the robot and the elderly people to the healthcare operator. The robot also allows the elderly people to do any Internet like services (e.g., web-surfing, hearing streaming music, watching a video) or even making a call to their doctor directly in case of emergency.

[bookmark: _Toc408371055][bookmark: _Toc428433766]5.2.2	Potential Service Requirements
The 3GPP System shall allow the operator to compose network slices, i.e. independent sets of network functions (e.g. potentially from different vendors)  and parameter configurations, e.g. for hosting multiple enterprises or MVNOs etc. 
The operator shall be able to dynamically slice the network to cater for different diverse use cases.
The operator shall be able to identify certain terminals or groups of terminals and subscribers to be associated with a particular network slice.
The 3GPP System shall be able to enable a UE to obtain service from a specific network slice e.g. based on subscription or terminal type.
[bookmark: _Toc428433767]5.2.3	Potential Operational Requirements
The operator shall be able to create and manage network slices that fulfil required criteria for different markets or services. 
The 3GPP System shall be able to operate different network slices in parallel with isolation that e.g. prevents data communication in one slice to negatively impact services in other slices.
The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. 
The 3GPP System shall have the capability to provide a level of isolation between network slices which confine a potential cyber-attack to a single network slice.
The operator shall be able to authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator. 
The 3GPP system shall support elasticity of network slice in term of capacity with no impact on the services of this slice or other slices.
The 3GPP system shall be able to change the slices with minimal impact on the ongoing subscriber’s services served by other slices, i.e. new network slice addition, removal of existing network slice, or update of network slice functions or configuration.

***	END OF CHANGES	***
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