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Abstract: Current version of TR22.891 v1.0.0 contains several requirements and use cases that implies the usage devices with significant value (drones, smart phones...). Those devices are potential targets of theft and therefore mechanisms are needed to prevent that. This includes the protection of relevant identifiers as well as the possibility to manage stolen devices remotely. 
This document proposes the addition of a new use case.
5.x
Device Theft Preventions / Device Identity Protection
5.x.1
Description

Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen. Todays’ mechanisms such as global registers of stolen IMEI numbers rely on the existence of genuine and un-manipulated device identities (IMEIs numbers) stored within the device. However, current technology does not provide sufficient protection of those identities (IMEIs) which results in IMEI numbers being manipulated by attackers having physical access to the stolen device. 

Device identifiers in the 5G system are needed that are stored in a secure and tamper resistant manner on the device and that can only be manipulated by legitimate authorities. These protected device identifiers can then be used to initiate activities on the device in the event of theft such as wiping personal data and subscriptions or even disabling or tracing the stolen device.
5.x.2
Potential Service Requirements

The <5G system> shall support device theft prevention mechanisms ensuring protection of personal data on the stolen device as well as providing device positioning data and disabling of the stolen device.
5.x.3
Potential Operational Requirements

5G devices shall store devices identities in a secure and tamper resistant way in order to prevent unauthorized manipulation.
