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Abstract: This paper describes what privacy looks like in the V2X scenarios, and proposes to document it in the TR 22.885.

Proposal:
Add the following to the corresponding clauses of TR 22.885:
*****Start of changes *****
5.X
Privacy in the V2V communication environment

5.X.1
Description

The privacy or anonymity in the V2V communication environment is a requirement deemed very important for user adoption of the V2V system. Privacy refers to two aspects:

- prevention of association of certain vehicle (or driver) as seen by an observer and the safety messages it actually broadcasts.

- prevention of tracking of the journey of a certain vehicle between two geographical points.

The first requirement is achieved via security measures in the safety messages themselves, whereby the sender/message identifier does not leak any information about the identity of the driver or vehicle, or characteristics of the vehicle.   
Regarding the second requirement, there is a competing application requirement for the safety algorithm to track the position of other vehicles in proximity, on a short time scale, in order to provide basic service to the driver, e.g. warnings, etc.  However, tracking is not needed for longer time scales. Thus the privacy requirement only applies within the context of a (longer) journey.
5.X.2
Pre-conditions

Vehicle A and Vehicle B are supporting V2X Service and can communicate with each other using V2V service.
5.X.3
Service Flows

Vehicle B is driving behind Vehicle A on an urban road, along with other vehicles, maintaining proximity to each other.

Vehicles A and B both broadcast messages containing location, speed and other safety information. 

Vehicle B receives the messages from Vehicle A and is able to distinguish this vehicle from others around it who are also broadcasting such messages; Vehicle B is also able to track its path via path-prediction algorithms, in order to provide a warning to the driver in case the distance between these two vehicles becomes unsafe. Yet, Vehicle B cannot actually tell which of the cars around it is actually the sender of these messages. 
After a few minutes, Vehicle A turns to a perpendicular road while Vehicle B continues, and thus they no longer hear each other’s safety messages.

Half an hour later, Vehicle A and Vehicle B find themselves on a side road driving in the same direction, with no other cars around them. 
5.X.4
Post-conditions

Vehicle B receives the safety messages from Vehicle A, but is not able to tell that this is the same vehicle that it drove behind on the urban road earlier, nor is Vehicle A able to tell, by processing Vehicle B’s safety messages, that this is the same vehicle that drove behind it. 
5.X.5
Potential Requirements

[PR.5.X.5-001] E-UTRA(N) should be able to support driver and vehicle privacy, by ensuring that a vehicle cannot be tracked or identified by any other vehicle beyond a certain short time-period required to run path-prediction algorithms while in proximity.
*****End of changes *****
