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Abstract: This contribution describes a scenario for IoT support in a 5G network.  When an IoT UE is manufactured it may not be known where the UE will be deployed, on what network, etc.  All that may be known is that the UE will use the 3GPP technology.  In such cases, a UE may have a factory installed certificate which the UE can provide to a network on first access for mutual authentication and to initiate the dynamic subscription generation. At that time, additional information will be exchanged with the network to create a subscription and establish service for the UE.  
5.x
Use case for dynamic subscription generation
5.x.1
Description
IoT UEs come in a variety of forms for a variety of uses and it may not always be feasible to create a prior subscription record with a specific network operator before activating them in the field. When such UEs are initially activated, it will be very useful if it is possible to create a subscription record on first access, without requiring the UEs to be pre-provisioned. 

5.x.2
Pre-conditions

To support the feature, a UE without a pre-configured subscription record could have a factory installed certificate indicating it is a 3GPP device. The UE might not be pre-associated with a specific network operator.
5.x.3
Service Flows

The UE attempts to connect to the network.

The core network, upon detecting no subscription record, notifies the UE that it doesn't have a subscription record for the UE and indicates the UE should initiate subscription generation.

The UE and network will exchange factory installed certificates and perform mutual authentication.
Following successful mutual authentication, the network creates the subscription record. 

Additional information (e.g., for service type, billing information) may be exchanged between the core network and UE to complete the subscription process.

5.x.4
Post-conditions

After the subscription record is established, the UE is ready for service.
5.x.5
[Potential] Requirements
The UE shall support a secure mechanism (e.g., factory installed certificate) to indicate it supports 3GPP service.

The core network shall have a mechanism to recognize that an uninitialized UE supporting 3GPP service is requesting access.

The core network shall support a secure mechanism to trigger a dynamic subscription generation when no subscription record is detected for a UE which has indicated it supports 3GPP service (e.g., using a factory installed certificate).

UE shall support a mechanism to generate a security key in response to a request from the core network.

