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Abstract: This contribution clarifies MNO role expected for security operation of V2V message transfer.
1 Introduction

Currently nothin in the TR clarify which entity is responsible for  the security operation in V2X TR[1] while this is ambiugous:

· [PR.5.1.5-001]
A V2X-enabled Vehicular UE shall be authorized for vehicular services.
· [PR.5.2.5-004]
The E-UTRA(N) shall support anonymity and integrity protection of communication.
This proposal clarifies the role of the MNO in these security operations. 
2 Discussion
Before the V2V communication is established between 2 UEs, the UEs need to get radio resources. It is important to handle the following security operations for the UE requiring radio resources: 
· Authenticate the UE who sends the V2V messages, to avoid fake UE sending malicious V2V messages to other UEs. Then authorize the UE to use the radio resources.
· Make an integrity protection of messages sent on the air interface, to prevent V2V messages from attack. 
The MNO shall be responsible for efficient authentication and authorization of the UEs with minimum security overhead.
3 Conclusion
The MNO network shall perform authentication and authorization of the UE using 3GPP transport for V2V service needs. 

 The MNO network shall be responsible for the security parameter management for V2V message transfer on the air interface. 
4 Text Proposal

The following changes are proposed to clarify the security role of the MNO in SA1 TR “Study on LTE Support for V2X Services”.
***** BEGIN CHANGE *****
5
Use Cases

5.1
Forward Collision Warning

5.1.1

Description

The FCW application is intended to warn the driver of the HV in case of an impending rear-end collision with a RV ahead in traffic in the same lane and direction of travel. Using the V2V service, FCW is intended to help drivers in avoiding or mitigating rear-end vehicle collisions in the forward path of travel.
5.1.2

Pre-conditions

The RV and HV are V2X Service-enabled and can communicate with each other using the V2V Service.
5.1.3

Service Flows

The RV V2V Service layer periodically broadcasts a message, indicating its current position, speed, acceleration and optional estimated trajectory.

The RV makes an in-lane determination and time-to-collision determination, which is reflected in the broadcast message.

LTE broadcasts the different messages as requested by the application layer.

The HV receives the RV broadcasted message and determines if actions need to be taken. 
5.1.4

Post-conditions

The driver of HV is made alerted that there is an in-path vehicle and can take corrective actions to avoid or mitigate rear-end vehicle collisions in the forward path of travel.
5.1.5

Potential Requirements

The following potential requirements are derived from this use case:

[PR.5.1.5-001]
A V2X-enabled Vehicular UE shall be authorized for vehicular services by the MNO network.
Editor's Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need for the "V2X-enabled" part of the terminology should be checked

[PR.5.1.5-002]
A V2X-enabled Vehicular UE shall be able to transmit a broadcast message periodically as requested by the V2X service layer

[PR.5.1.5-003]
A V2X-enabled Vehicular UE shall be able to receive a periodic broadcast message.

[PR.5.1.5-004]
The V2V Service shall be able to support high mobility performance, e.g. support a relative speed of [TBD] km/h. 

[PR.5.1.5-005]
The V2V Service shall be able to support a communication range of [TBD] m, at a given packet error rate [TBD]. 

[PR.5.1.5-006]
The V2V Service shall be able to support a message size of [TBD].

Note: the content (which is out of scope of 3GPP) allows the application layer to make collision avoidance calculations based on, e.g. its current position, speed, acceleration and optional estimated trajectory
[PR.5.1.5-007]
The V2V Service shall be able to support relative low delay [TBD] and high reliability [TBD]. 

[PR.5.1.5-008]
The V2V Service shall support user/vehicle anonymity and integrity protection of the transmission.

[PR.5.1.5-009]
A V2X-enabled Vehicular UE shall be able to support transmission and reception of the V2X message from other V2X-enabled Vehicular UEs in different PLMNs and of different countries.
5.2
Control Loss Warning

5.2.1

Description

The CLW application enables a HV to broadcast a self-generated control loss event to surrounding RVs. Upon receiving such event information, a RV determines the relevance of the event and provides a warning to the driver, if appropriate.
5.2.2

Pre-conditions

The RV and HV are V2X Service-enabled and can communicate with each other using the V2V Service.

5.2.3

Service Flows

The RV periodically broadcasts a message indicating its current position, speed, acceleration and optional estimated trajectory.  

When the RV self-determines a control loss, possibly coupled with in-lane and time-to-collision determinations, it transmits this information via broadcast as an event, making use of the V2V Service.
The HV receives the RV event message and determines if actions need to be taken.
5.2.4

Post-conditions

Driver of HV  is alerted that there is an in-path vehicle with a loss of control, and can therefore take corrective actions to avoid or mitigate a rear-end vehicle collision in the forward path of travel.  

5.2.5

Potential Requirements

The following potential requirements are derived from this use case:

[PR.5.2.5-001]
The E-UTRA(N) shall be able to support high mobility performance, e.g. support a relative speed of [TBD] km/h. 

[PR.5.2.5-002]
The E-UTRA(N) shall be able to support a communication range of [TBD] m, in an environment [TBD]. 

[PR.5.2.5-003]
The E-UTRA(N) shall be able to support relative low delay [TBD] and high reliability [TBD]. 

[PR.5.2.5-004]
The MNO network shall be able to support anonymity and integrity protection of communication.
Editor’s Note: The terminology used, E-UTRA(N), to reflect the case where there is no network (out of coverage) needs to be clarified.

 [PR.5.2.5-005]
A Vehicular UE shall be able to transmit an event-driven V2V message immediately after it has been triggered by the V2X service layer.

[PR.5.2.5-006]
A Vehicular UE shall be able to receive an event-driven V2V message.

Editor’s Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need for the "V2X-enabled" part of the terminology should be checked
***** NEXT CHANGE *****
6
Considerations

6.1
Consideration on coverage
V2V includes applications supporting road safety, and whether part of the communication should be able to continue in areas outside network coverage should be considered. 
6.2
Consideration on spectrum
In order to not preclude any scenario, considerations can be given if V2V service shall use spectrum dedicated to V2V or if it can co-exist in spectrum shared with non-V2V applications. 

6.3  Consideration on security
Editor’s Note: The following requirements apply for licensed spectrum. Other spectrum needs further study.
It should be considered that the MNO network performs the authentication and authorization of UEs for V2V service. 

It should be considered that the MNO network be responsible for the security parameter management for the V2V security mechanism on the radio interface.
***** END OF CHANGE *****
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