3GPP TSG-SA WG1 Meeting #70
S1-151586
San José del Cabo, Mexico, 13-17 April 2015
revision of S1-151342

revision of S1-151188
Title:
Considerations on Security
Agenda Item:
8.7
Source:
Qualcomm Incorporated
Contact:
Eddy Hall, edhall@qti.qualcomm.com

Xinzhou Wu, xinzhouw@qti.qualcomm.com
Abstract: This contribution proposes some considerations on security for V2X services
1. Discussion
This contribution sets forth key issues and proposed requirements regarding security for V2X services. We acknowledge that a threat analysis of the risks of V2X services and has already been performed in other SDOs, and so it can be leveraged for the purpose at hand.
On Anonymity and Integrity protection
Most V2V safety services are based on broadcast transmission. Broadcast messages must support anonymity and integrity protection, that is, receivers should not be able to correlate a received message with a certain user or vehicle. Furthermore, subscribers should be assured that the received message was not modified in transit by an unauthorized party. This requirement is meant to address privacy and traceability concerns. 

However, whatever mechanism is chosen to address the anonymity requirement, it should allow for temporary traceability. This is necessary in order to enable path-prediction algorithms to be run (for short distances) by Vehicular UEs.

It is also well known that the only feasible solution for the protection of broadcast messages involves the use of PKI (Public Key Infrastructure), that is, the use of digital certificates. Therefore, to support anonymity, these certificates will be issued so as not to identify a user or a vehicle. Furthermore, a Vehicular UE will have to keep changing the certificate it currently uses to protect its transmitted V2X messages, so as to avoid being tracked. Finally, it is important that all Vehicular UEs in a certain area all change the certificates they are using at the exact same time instant, otherwise the correlation of the new certificate and the old certificate can occur when only one (or a few) of the Vehicular UEs changes while the others do not. 

The questions naturally arising are:
1. How often should changing of the certificates occur?

2. What is the spatial extent of the population of vehicles that change certificates at the same time?

For question 1, the trade-offs are as follows: a frequent change-over of the certificate used requires that the Vehicular UE be able to obtain new certificates more frequently, and/or store a larger number of certificates, which may be burdensome to Vehicular UEs. A slower change-over of the certificate has the disadvantage of allowing tracking for longer periods of time, leading to the weakening of the traceability protection.

For question 2, it is probably intuitive to assume that the spatial extent of the vehicles in question is simply the road that they are on. For example, two parallel roads, further apart than the range of message transmission, need not be synchronized in terms of when the vehicles on those roads change certificates. This question becomes more difficult to answer when considering the intersection of two or more roads. 
On Confidentiality
For the V2X messages that are broadcast, the integrity protection is sufficient—no confidentiality is required, since they are meant to be widely received (i.e., by any Vehicular UE in range).
For V2X messages that are sent unicast, i.e., the sender knows the receiver and intends to send the message to only that receiver, confidentiality protection should be required. Here, the issued certificates used for integrity can be used to set up a one to one security association, using well-known protocols/algorithms.
On non-repudiation

V2X services should enable eventual detection of bad-actors, i.e. Vehicular UEs that are either purposely or due to errors/malfunction sending incorrect safety messages. This detection can be achieved by the UEs in vicinity of the said UE reporting to the network any anomalies in the received messages. With this information, the network can decide whether to put that Vehicular UE’s certificates, current and future, on a list of revoked certificates, to be distributed to all UEs in that locality. The Vehicular UEs then can ignore messages from this UE.

Non-repudiation may be desired for broadcast messages, i.e., a Vehicular UE who sent a malicious/incorrect safety message cannot deny that it sent that message. Non-repudiation is achieved virtually “for free” as the certificate used to sign such message can be linked, by the network entities, to a certain Vehicular UE. However, the enabling of certificate revocation lists (CRL) should be sufficient to remove “bad-actors”.
2. Proposal

This paper proposes to add the following text as section 6.X of TR 22.885.
6.X
Consideration on security
6.X.1 Anonymity and integrity protection
It should be noted that there are requirements requiring the support of integrity protection and user, subscriber, & UE anonymity.

Any mechanism chosen to address the anonymity requirement should allow for temporary traceability. This is necessary in order to enable path-prediction algorithms to be run (for short distances) by UEs supporting V2V Services.

Any solution chosen to satisfy the requirements for Integrity Protection should not negatively impact the ability of the system to offer anonymity of the user, subscriber, and vehicle, with temporary traceability. 

6.X.2. Confidentiality

It should be noted that there are requirements requiring confidentiality protection of unicast V2X messages. For V2X messages that are broadcast, integrity protection is sufficient—no confidentiality is required since they are meant to be widely received (i.e., by any UE supporting V2X Services in range).

6.X.3 Non-repudiation

It should be noted that there are no requirements requiring non-repudiation, however non-repudiation may be desired for broadcast messages, i.e., a UE supporting V2X Services which sent a malicious/incorrect safety message cannot deny that it sent that message.
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