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Abstract: This paper proposes use cases for SMARTER related to subscription management and provisioning of devices, specifically in a connected IoT industrial environment.
5
Use Cases

5.1
Control-type services subscription management
5.1.1
Description

The current 3GPP subscription model requires the UE to have credentials to access the network which implies a specific provisioning procedure is required per device. Even with the introduction of standardized OTA provisioning such as embedded UICC (eUICC), this is still a significant barrier to enable devices to operate on the cellular network:
-
Requires the device to support the provisioning procedure; or 

-
Requires the device to enable a physical slot for a SIM 


An additional limitation is that there is no support to tie a device to another subscription, i.e., there is no subscriber-based method to define a single subscription consisting of a set of devices belonging to the subscriber, e.g., phone, tablet, personal devices, etc. Existing solution is to have the set of devices have USIM credentials that are tied to a common billing subscription in the operator charging system.  New uses cases and business models outlined by the NGMN require more flexible and dynamic subscription management.  Subscription parameters may potentially be derived via partner service provider credentials. Solving this problem would enable operators to provide service to new classes of devices and securely provision hundreds of devices at once.

In this use case, Alice would like to deploy a control-type service in her industrial factory to manage the robots on the assembly line. 
Alice purchases a new robot device with capabilities for cellular networking. Alice wants to add the device to their cellular subscription for the factory. For this use case, the device either has an unprovisioned SIM/USIM/eUICC card or it supports another secure enclave. 
In order to obtain service, Alice registers the device with the IoT service provider. The registration can be enabled in a variety of ways, e.g., the registration can be automated by Alice using NFC, scanning a QR code on the device or device packaging as part of an application the operator provides. Alternatively, Alice may manually enter the information into the IoT service provider application which was downloaded and installed on her phone, tablet or PC. 
The IoT service provider has a business relationship and agreement with a 3GPP operator.  Alice’s device is not pre-provisioned for service.  The IoT service provider provisions the device with credentials for the chosen operator. The provisioning is done in a secure manner and under operator control.  The credentials provided are stored within the device in a secure enclave controlled and managed by the mobile operator.
Advantages:

-
Simplified subscription management and billing for the user to enable multiple devices per user account
-
Devices can be added without coordination with the operator except to securely register the device to a subscription

-
Potentially scales to a large number of devices without individual device management, e.g., an enterprise registers a class of devices
-
Enables the operator to facilitate device management and activation performed via subscribers (i.e., end users and/or partner service providers).
-
Enables operators to efficiently connect very large numbers of new types of devices








5.1.5
Potential Service Requirements
The 3GPP System shall enable a subscriber (e.g. an IoT service provider), under operator supervision and control, to add, remove and view the set of devices associated with their subscription.

The 3GPP System shall enable a subscriber (e.g., an IoT service provider) to provision devices with xSIM credentials for its subscription with an operator, securely and under operator control.  xSIM credentials may be provisioned and authentication performed via UICC/eUICC or another secure enclave. 



5.1.6
Potential Operational Requirements
