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Introduction 

In Meeting #69 SA-1 has identified the following potential security requirements related to V2V and V2I communications:

For V2V:

· [PR.5.1.5-008]
 The V2V Service shall support user/vehicle anonymity and integrity protection of the transmission.

· [PR.5.2.5-004]
 The E-UTRA(N) shall support anonymity and integrity protection of communication.

For V2I: 

· [PR.5.7.5-007]
 The V2I Service shall support user/vehicle anonymity and integrity protection of the transmission.

· [PR.5.8.5-002]
The V2I message transmission shall be supported with user/vehicle anonymity and integrity protection.

This contributions discusses the V2X environment and its implications to potential security requirements and proposes text to the TS (in S1-150286).

Discussion

The V2V (V2I) communications framework is fundamentally different from the normal 3GPP communication, whether UE-UE or UE to any entity outside of the MN. 

Risking the stating of the obvious, it would be useful to mention some of the assumptions behind V2V communications: 

A) Every vehicle should be able to send a message to all other vehicles in vicinity. 

B)    Anonymity is an important feature.

C) Cars do move around

D) There will (eventually) be a massive deployment of vehicles, pedestrians, RSUs etc. in densely populated areas.

In the following we discuss the impact of these on anonymity and scalability.
Anonymity:

Most of the agreed potential requirements require anonymity of the user/vehicle, which is intuitively understandable. 

We understand that user acceptance could be low if users understand that by using V2V they transmit their personal whereabouts to everyone with a receiver in the area. A person may, with a high degree of certainty, also be identified by identifying their vehicle (e.g. by its license plate number) or UE (as identified e.g. by its MS-ISDN). Generalizing somewhat, it should become apparent that any identifier – any at all – that is used by a UE / person / vehicle for a sufficiently long time will have become a de-facto identifier. At the same time, messages must include sufficient information to identify their sender to e.g. law enforcement authorities, V2X administrators, etc. Therefore we define the term Sender Anonymity to refer to a property of a message which contains no information that may be used to identify its sender, directly or indirectly, to unauthorized persons. 
Scalability:

We anticipate a massive deployment of V2X UEs in vehicles, RSUs and carried by pedestrians. The group of all V2X users is therefore extremely large. It is also an open group as everyone is allowed (possibly even forced) to become a member. The implicit trust that exists between group members (e.g. in Public Safety applications) cannot be assumed in V2X applications. The notion of group is therefore not useful in the context of V2X security and cannot be used for integrity protection. 
Pairwise trust could be used for integrity protection however the dynamic nature of V2X communications would make it a logistical nightmare.

SA-1 will not specify solutions and we are not proposing any. We should however consider that any adopted solution should be scalable. By doing so we strike a balance between security requirements and complexity, and leave the solutions to downstream groups.
>>>>>>>>>> 1’st Proposed Change <<<<<<<<<<<<<<<

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Road Side Unit: a Road Side Unit (RSU) is a V2X Service enabled device that can transmit to, and receive from a moving vehicle using V2I Service. 
V2X Service: a type of 3GPP communication service that involves a transmission or receiving device on a vehicle. Based on the other party involved in the communication, it can be further divided into V2V Service, V2I Service, and V2P Service. 

V2V Service: a type of V2X Service, where both parties of the communication are vehicles.  


>>>>>>>>>> 2’nd Proposed Change <<<<<<<<<<<<<<<
5.1.5

Potential Requirements

The following potential requirements are derived from this use case:

[PR.5.1.5-001]
A V2X-enabled Vehicular UE shall be authorized for vehicular services.

Editor's Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need for the "V2X-enabled" part of the terminology should be checked

[PR.5.1.5-002]
A V2X-enabled Vehicular UE shall be able to transmit a broadcast message periodically as requested by the V2X service layer

[PR.5.1.5-003]
A V2X-enabled Vehicular UE shall be able to receive a periodic broadcast message.

[PR.5.1.5-004]
The V2V Service shall be able to support high mobility performance, e.g. support a relative speed of [TBD] km/h. 

[PR.5.1.5-005]
The V2V Service shall be able to support a communication range of [TBD] m, at a given packet error rate [TBD]. 

[PR.5.1.5-006]
The V2V Service shall be able to support a message size of [TBD].

Note: the content (which is out of scope of 3GPP) allows the application layer to make collision avoidance calculations based on, e.g. its current position, speed, acceleration and optional estimated trajectory
[PR.5.1.5-007]
The V2V Service shall be able to support relative low delay [TBD] and high reliability [TBD]. 

[PR.5.1.5-008]
The V2V Service shall support  user/vehicle/subscriber anonymity and integrity protection of the transmission.

[PR.5.1.5-009]
A V2X-enabled Vehicular UE shall be able to support transmission and reception of the V2X message from other V2X-enabled Vehicular UEs in different PLMNs and of different countries.

>>>>>>>>>> 3’rd Proposed Change <<<<<<<<<<<<<<<

5.2.5

Potential Requirements

The following potential requirements are derived from this use case:

[PR.5.2.5-001]
The E-UTRA(N) shall be able to support high mobility performance, e.g. support a relative speed of [TBD] km/h. 

[PR.5.2.5-002]
The E-UTRA(N) shall be able to support a communication range of [TBD] m, in an environment [TBD]. 

[PR.5.2.5-003]
The E-UTRA(N) shall be able to support relative low delay [TBD] and high reliability [TBD]. 

[PR.5.2.5-004]
The E-UTRA(N) shall support user/vehicle/subscriber anonymity and integrity protection of communication.
Editor’s Note: The terminology used, E-UTRA(N), to reflect the case where there is no network (out of coverage) needs to be clarified.

 [PR.5.2.5-005]
A Vehicular UE shall be able to transmit an event-driven V2V message immediately after it has been triggered by the V2X service layer.

[PR.5.2.5-006]
A Vehicular UE shall be able to receive an event-driven V2V message.

Editor’s Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need for the "V2X-enabled" part of the terminology should be checked

>>>>>>>>>> 4’Th Proposed Change <<<<<<<<<<<<<<<

5.7.5

Potential Requirements

[PR.5.7.5-001]
A Vehicular UE shall be able to transmit a message to an RSU.

[PR.5.7.5-002]
A Vehicular UE shall be able to receive a message from an RSU.

[PR.5.7.5-003]
The E-UTRA(N) shall be able to support a relative speed of [TBD] km/h. 

[PR.5.7.5-004]
The E-UTRA(N) shall be able to support a communication range of [TBD] m, at a given packet error rate [TBD]. 

[PR.5.7.5-005]
The E-UTRA(N) shall be able to support a message size of [TBD].

Note: 
the content (which is out of scope of 3GPP) allows the application layer to make decisions based on, e.g. its current position, speed, acceleration and optional estimated trajectory

[PR.5.7.5-006]
The E-UTRA(N) shall be able to support low delay [TBD] and high reliability [TBD]. 

[PR.5.7.5-007]
The V2I Service shall support user/vehicle/subscriber anonymity and integrity protection of the transmission.
Editor’s Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need for the "V2X-enabled" part of the terminology should be checked.
>>>>>>>>>> 5’Th Proposed Change <<<<<<<<<<<<<<<

5.8.5

Potential Requirements

[PR.5.8.5-001]
A V2I message generated by a V2X-enabled UE shall be delivered to other V2X-enabled UEs via a V2X-enabled eNB(s) within [X] ms with sufficiently low delivery loss.

[PR.5.8.5-002]
The V2I message transmission shall be supported with user/vehicle/subscriber anonymity and integrity protection.
Editor’s Note:
Whether or not different V2I messages have different delay requirements is FFS.

[PR.5.8.5-003]
A V2X-enabled UE shall be authorized for vehicular services.

Editor’s Note:
Whether the V2X-enabled UE needs to be classified into V2V-enabled UE, V2I-enabled UE and V2P-enabled UE is FFS.

[PR.5.8.5-004]
A V2X-enabled UE shall be able to recognize whether a cell supports vehicular services.

[PR.5.8.5-005]
A V2X-enabled UE shall be able to transmit V2I messages in a periodical manner. 

[PR.5.8.5-006]
A V2X-enabled UE shall be able to transmit V2I messages in an event-driven manner. 

[PR.5.8.5-007]
A V2X-enabled UE moving at the speed up to [X] km/hour shall be able to receive V2I messages.

[PR.5.8.5-008]
V2X-enabled eNB shall be able to periodically transmit a V2I message at least every [X] ms.

[PR.5.8.5-009]
A V2X-enabled eNB shall be able to support a maximum message size of [X] bytes.

Editor’s Note: The terminology used to distinguish a UE that is part of a vehicle needs further consideration. Also the need of the "V2X-enabled" part of the terminology should be checked.

>>>>>>>>>> 6’Th Proposed Change <<<<<<<<<<<<<<<

6
Considerations

6.1
Consideration on coverage

V2V includes applications supporting road safety, and whether part of the communication should be able to continue in areas outside network coverage should be considered. 

6.2
Consideration on spectrum

In order to not preclude any scenario, considerations can be given if V2V service shall use spectrum dedicated to V2V or if it can co-exist in spectrum shared with non-V2V applications. 




