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1. Overall Description:

SA1 thanks SA3 for their LS in S3-151198. SA1 is aware of the reply from GERAN 2 to SA3 in GPC150120. SA1 is also aware of the SIDs agreed at SA#67 in Shanghai as attached to SA’s outgoing LS in SP-150170, and, that the GERAN TR 45.820 has now reached the formal v1.0.0 “for information” status level of >60% completion level (see http://www.3gpp.org/DynaReport/45820.htm). 

In addition to the questions raised by SA3 in the LS, SA1 understand that SA3 would like SA1 to provide information about use cases for these ultra-low throughput, extended range and low complexity devices. Hence SA1 offer the following observations:

a) The ‘Internet of Things’ is anticipated to be incredibly diverse. Some potential applications for FS_IoT_LC devices (i.e. the very low data throughput part of the IoT):

- tracking device to find where a [high value] stolen car is parked, vs, embedding in the free toy given away in a children’s meal box from a fast food restaurant.

- utility metering

- road temperature sensors (e.g. autonomously driven cars may need to know whether the road temperature on the next bend is plus 2 C or minus 2 C)

- car park place occupancy sensors

- door/window open/closed status reports (this could be a ‘security’ issue, vs, just an annoyance issue if your children have left the fridge door open/left a window open on a cold day).

- sensor for fuel tank level for oil fired domestic heating.

- sensor for water tank overflow in domestic plumbing.

- pet trackers; bicycle trackers.

- remote door unlocking.

- remote control of irrigation, lighting, etc

b) For any one of these products, the company marketing them is likely to be targeting a large geographic market (e.g. all countries in Europe). For ease of operation by their customers, some will sell them with pre-installed ‘permanently roaming’ USIMs.

c) Both removable and non-removable (e.g. “soldered in” / eUICC) USIMs can be anticipated.
d) It is anticipated that some companies build the device chipsets, then other companies install the chipsets in different types of modules, then another set of companies build those modules into different ‘wirelessly enabled’ products. Hence the same type of chipset/module could be installed in widely different products.
With regard to the questions raised by SA3 to SA1, SA1 would like to provide the following answers:
Q1: Whether roaming needs to be supported in Cellular IoT?  If so, then is it expected that UEs will roam between countries where encryption is allowed and countries where encryption is not used? 

SA1 Answer: In our understanding yes is the answer for both questions.  
Q2: Should SA3 develop the security assuming that there will be some inter-RAT interactions in the future? 

SA1 Answer: SA1 understand that GERAN’s intention is to target low complexity devices. Hence SA1 align with existing statements in [GERAN TR 45.820/the FS_IoT_LC SID in GP-140421] that Inter-RAT mobility is not supported. 
Q3: Is it expected that subscriptions used to access CIoT will be used to access other networks?
SA1 Answer: No. SA1 see no need for the subscriptions used to access CIoT will be used to access other 3GPP RATs. In addition, it is not expected that subscriptions used for other 3GPP RATs will be used to access CIoT. 
Q4: Are there any requirements in CIoT to provide security that extends beyond the usual endpoints of security in 3GPP networks (e.g. in 2G PS the SGSN). Possible examples of the extended security would be between the UE and GGSN/P-GW or UE to MTC-IWF (if such elements exist in the architecture)?

SA1 Answer: SA1 believes that this question has been largely answered by SA plenary’s decision to open the SA3 SID in SP-150171. Separately, SA1 believes that SA3 is responsible for security requirements.

2. Actions:

To SA3 group.

ACTION: 
SA1 politely requests SA3 to take the above answers and information into account.
3. Date of Next SA1 Meetings:

SA1#71
17-21 August
Belgrade (RS)

SA1#72
16-20 November
Anaheim (US)

