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Abstract: In this new v2x use case a service aspect is described that enables v2x units to request data snapshots in a variety of other v2x units like RSUs, dashboard cameras, and PLMN cells in order to preserve witness information.
1. Introduction
Collecting witness information by a driver’s v2x module implies privacy issues with all other road users. Firstly the driver is not authorized to collect information from other v2x units like RSUs, v2x modules of other cars, PLMN cells, and other infrastructure like dashboard cameras. Secondly from information security perspective it is difficult to load and store data to a v2x module and protect these data from the user and or legal owner of the device. 

On the other hand is the level of detail of the data preserved by involved entities oftentimes not sufficient for criminal prosecution in retrospect. For example if the police are requesting a list of all subscribers camping on a specific cell in a specific period of time after adjudication is done the list will contain several thousand subscribers. One major task in the aftermath will be to perform a relevance ranking.

In this use case a mechanism is described that enables a v2x module to trigger other v2x modules and PLMN cells to preserve data in a higher level of detail then it is usually done. These witness information are stored as snapshots and can be retrieved by authorized persons or organisations long after the event happened.
2. Proposal
In this document, we propose a new witness information use case and potential requirements.

* * * * Start of Addition * * * *
5.X
Use Case X – Witness Information
5.X.1

Description

This use case describes a scenario in which v2x communication is used to request witness information snapshots in v2x units such as RSUs, PLMN cells, and dashboard cameras.
5.X.2

Pre-conditions
· Alice has a car with a built-in v2x module capable of requesting witness information.
· There are other v2x units in proximity capable of receiving and responding to witness information requests.
5.X.3

Service Flows

· Bob and Alice are involved in a road accident.

· Alice’s built-in v2x module requests witness information in all available and capable v2x units that are in proximity via v2x communication.
· All v2x units able to receive the request take a snapshot of lately collected data and link this snapshot to the request. For example the dashboard camera of a truck behind the cars of Bob and Alice stores the previous three and next two minutes of video data as snapshot. This snapshot is kept in the camera for e.g. eight weeks.

5.X.4

Post-conditions

· Authorities can retrieve all taken snapshots in the aftermath of the road accident in order to collect evidences for an upcoming lawsuit.
5.X.5

Potential Requirements

· [PR-5.X.5-001] The system shall be able to send, receive, and process witness information requests.

· [PR-5.X.5-002] V2X units shall be able to take snapshots of collected data on request.

· [PR-5.X.5-003] V2X units shall be able to link witness information requests to corresponding stored data.

· [PR-5.X.5-004] V2X units shall be able to transfer stored witness information to authorized requestors.
* * * * End of Addition * * * *
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