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Abstract: The purpose of this contribution is to add group and user administration functions which seem to be missing in the document. This contribution seeks to introduce requirements to delete and disable groups and for users to be made aware if this when this happens. There should also be an indication to users when they are added to groups, along with any over the air provisioning required. 
This document also seeks to clarify a requirement in 5.1.3 related to permissions attached to a group, as Groups accessibility should be based on the membership of the group anyway. So what this requirement is about is restricting who can be made members of that group. 
This document has been revised following discussion in SA1. The third and forth changes in the document have been incoroporated into 4147 and one of Val's documents. Further changes have also been proposed following discussion in SA1 including splitting requirements.
· Deleted 'permanently delete'

· Deleted 'temporarily'

· Split requirements and moved them into 6.15.4.

· Indicated that suspending a user profile, stops the user using that profile to access the service. 

----------------------------------------- First Change ------------------------------------------------------
5.1.3
Group Configuration

The MCPTT service shall allow the MCPTT Administrator to restrict who can be a member of specific MCPTT Groups, so that those MCPTT Groups shall be inaccessible to other users, including dispatchers or supervisors.

The MCPTT service shall enable a properly provisioned and authorized MCPTT UE operating on-network to receive its application layer level parameters (e.g. group id, group keys) necessary for initiating and participating in selected group and private calls at a future time, while off-network.

NOTE:
This is a "run-time" requirement applicable to an already configured MCPTT UE, when groups and/or users, in addition to what was already configured, need to be able to participate in future off-network calls.

----------------------------------------- End of First Change -----------------------------------------
----------------------------------------- Second Change -----------------------------------------
6.1
General Administrative- Groups and Users
The MCPTT service shall provide a mechanism for an MCPTT Administrator to create and define the membership of MCPTT Groups.
The MCPTT service shall provide a mechanism for an MCPTT Administrator to remove MCPTT Groups from the MCPTT system.

The MCPTT service shall provide a mechanism for an MCPTT Administrator to disable and re-enable MCPTT Groups. 
The MCPTT service shall provide a mechanism for an MCPTT Administrator to authorize a user to request an MCPTT Group Call to one or more MCPTT Groups.

The MCPTT service shall provide a mechanism for an MCPTT Administrator to determine MCPTT Users who have the role of a particular Participant type on an MCPTT Group.

The MCPTT service shall provide mechanisms for an MCPTT Administrator to assign and amend the identifying information of an MCPTT Group (e.g. name, alias).

The MCPTT service shall provide  mechanisms for an MCPTT Administrator to create, amend, delete and suspend MCPTT User Profiles. 
The MCPTT service shall provide a mechanism for an MCPTT Administrator to assign and amend the identifying information of MCPTT User Profiles (e.g. name, identifier, alias).
The MCPTT service shall provide a mechanism to notify MCPTT Users when they become a member of an MCPTT Group or their membership of an MCPTT Group is removed. This notification shall include any provisions required by the MCPTT User to use the MCPTT Group if the MCPTT User has been added to the MCPTT Group or remove provisions if the MCPTT User has been removed from the MCPTT Group. 
----------------------------------------- End of Second Change -----------------------------------------
----------------------------------------- Third Change -----------------------------------------
6.15.4
Access control

The MCPTT service shall support suspending or disabling of access from an MCPTT UE or an MCPTT User to the MCPTT service.

An MCPTT User who has a profile that has been deleted or suspended shall be prevented from using that User Profile to access the MCPTT service.
The MCPTT service shall provide a mechanism to temporarily disable an MCPTT UE remotely by the MCPTT administrator or an authorized user.
The MCPTT service shall only allow a user to affiliate to or select an enabled MCPTT Group (i.e. not disabled).
A temporarily disabled MCPTT UE, which has limited access capability per operator policy, shall be able to be re-enabled by the MCPTT administrator or an authorized user.

The MCPTT service shall provide a mechanism to re-enable a temporarily disabled MCPTT UE by the MCPTT administrator or an authorized user.

The MCPTT service shall provide a mechanism to permanently disable an MCPTT UE by the MCPTT administrator or an authorized user.

The permanently disabled UE shall remove all user and group data stored in the MCPTT UE, shall have no access capability.
The security solution for the MCPTT service shall minimize the impact of a compromised MCPTT UE on other MCPTT UEs.

-----------------------------------------End of Third Change -----------------------------------------
