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Discussion

Typically Packet Data Networks (PDNs) that are privately hosted (i.e. the PDN connects to a LAN hosted by a 3rd party e.g. automotive service provider) have common requirements such as what IP version(s) can be used, any security credentials that are required (via 3rd party RADIUS server connection to the HPLMN), and so on. Therefore, hosting such information on the UICC is likely unnecessary in most cases.
Of course, what is subject to change between MNOs that a 3rd party (e.g. automotive service provider) has mobile/cellular PS data agreements with is the value of the APN(s) that are used to connect to the 3rd party PDN/LAN, since the APN is an identifier that is owned by the MNO. Therefore, hosting only APN values in a UICC that an ME can use (e.g. a vehicle) may be sufficient in a majority of cases.
Given the above, the UICC already contains a field in the USIM application called "EF_ACL" that can store a list of one or more APN values. The EF_ACL was specified in 3GPP Rel-99, therefore, reusing this field negates any impacts on the UICC, the ME and the UICC-ME interface for UICCs and MEs that are at least 3GPP Rel-99 compliant. One caveat to this approach though is that the HPLMN needs to ensure that all possible APNs that the ME may require are provisioned, including any well-known APNs that the ME does not usually need to have provisioned (e.g. the IMS well-known APN) in order to prevent a denial of service/PDN Connection activation. Given the specific nature of in-vehicle systems in that they typically only ever use specific services and thus need to access specific PDNs (and therefore need only a finite list of APNs), such a caveat is acceptable. In cases where such a caveat is unacceptable, the existing specification of use of additional information is left in the TR.
Proposal

It is proposed that where a list of multiple APNs is provisioned via a UICC, and the ME or application is aware of all other mandatory and any optional information required for a PDN Connection (e.g. IP version type, PAP/CHAP credentials, etc.), then the existing EF_ACL field on the USIM can be used. The changes to TR 22.802 can be found in the following pages.
<<< FIRST CHANGE >>>
4
Use cases
4.1
Automotive

...

4.1.5
Potential technical solutions

Three potential technical solutions based on the network features, Device Management or the UICC have been respectively identified.

4.1.5.1
UICC based solution

A list of APNs (which may include additional fields)  is stored in the UICC. The list of APNs is specifically ordered (e.g. if using an existing field such as EF_ACL), or, contains some additional information; both of which can be used to link one specific APN to one specific application/service (e.g. first APN on the list is used for one specific application/service, second APN on the list is used for another specifical application/service, etc, or an optional description field can be associated with the APN list on the UICC. If only a list of APNs is required then the EF_ACL can be reused.
NOTE 1:
The specific value of the APNs and either specific ordering or additional information encoding (e.g. a description text label, a digital encryption/signature based on shared keys) is agreed between the operator and the automotive service provider as part of the subscription agreement (e.g. frame/framework agreement).
NOTE 2:
If reusing the EF_ACL field, then in order to prevent a denial of service/PDN Connection activation, the HPLMN should ensure that all possible APNs that the ME may require are provisioned, including any well-known APNs that the ME does not usually need to have provisioned e.g. the IMS well-known APN.
The UICC may also contain some information to restrict the access to the list of APNs to specific applications.
NOTE 3: The scope of the above is for a UICC to prevent an unauthorized application on the ME to retrieve information dedicated to another application's APN, thus the restriction mechanism has an impact only on the UICC and not on the ME.

Each ME application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to transport the application data connection traffic. 

The list of APNs in the UICC can be updated via SIM-OTA.

Below are listed some possible solutions how a SIM-OTA Server knows that the user of the UE has installed a new application and one or more APNs need to be configured for that application:

1) User-initiated application download #1 - For instance, the ME application designer can develop the application in a way to inform the user (or a platform) with an alert if the needed APN on the UICC is missing. This event can be used to trigger an OTA download mechanism to add the APN(s) into the UICC list.

2) User-initiated application download #2 – Before initiating the ME application download, an “eligibility check” is performed to verify whether the user has the corresponding APN in the UICC list. If the “eligibility check” is successful, then the ME application download starts. If the “eligibility check” fails, other solutions are possible e.g. to abort the transaction; to initiate an APN list OTA download on the UICC session; to inform the user.
3) MNO-initiated application download. Another solution is first to OTA download the APN list in the UICC, then to trigger the ME application download process only for those subscribers who have correctly completed the OTA download of the APN(s) in the UICC.

<<< SECOND CHANGE >>>
4.2
In-vehicle User Equipment

...

4.2.5
Potential technical solutions

4.2.5.1

UICC based solution
As per section 4.1.5.1. The UE retrieves the APN to use from the UICC and uses this APN for the PDN connection. 

4.2.5.2

Device Management based solution 
This is a common scenario of device profile customization when a device is paired with a UICC. Once the device (IMEI) and UICC (IMSI) combination is detected, the device is automatically configured with application profiles (including APN information) specific to the operator. The behavior of automatic device detection (ADD) is specified by 3GPP. In practice there are several mechanisms possible to perform such device detection, e.g., HLR ADD notification [2], SS7 IMEI_CHECK and other similar SS7 message from MSC, or via an UICC applet initiated trigger.

The following methods can be employed in performing APN configurations. 

a) Client Initiated bootstrap: DM client contacts the DM Server to retrieve the Bootstrap information [5]. OMA-DM R1.3 and above support this method.

<<< THIRD CHANGE >>>
5
Conclusions

5.1
UICC based solution

If only a list of APNs with an implied ordering is used then the existing EF_ACL field may be reused. In this case there are no impacts on the USIM and no impacts on the ME-USIM interface, and thus this solution is applicable to legacy USIM and legacy MEs.
If information/fields in addition to APNs are used then the addition of a new feature to allow the storage of the additional information in the USIM is required. In this case, 
there are impacts on the UICC application and the ME – USIM interface and is thus not applicable to legacy USIM and legacy MEs.

In both cases there are no impacts on the Radio Access Network and Core Network.

Standard OTA platforms can be reused to update the list of APNs and any additional information/fields, thus the UICC based solution does not require any upgrade in legacy OTA platforms.

When considering the use case “Provisioning of an International M2M service for a Business Customer”, as soon as the subscription-swap operation has been completed successfully, the APN connectivity information is immediately available without requiring a second step configuration (because APN info are part of the updated USIM profile).

The following considerations apply to the “Automotive” UICC-based solution described in section 4.1.5.1

	FEATURE DESCRIPTION
	CONSIDERATIONS

	A list of APNs in a specific order to link one specific APN to one specific application is stored in the UICC. 
	Reuse of existing feature


	A list of APNs with additional information to link one specific APN to one specific application is stored in the UICC.
	New feature

	The UICC may also contain some information to restrict the access to the list of APNs to specific applications.
	New feature

	Each ME application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic. 
	Reuse of existing feature if no additional information is used, otherwise new feature

	The list of APNs in the UICC can be updated OTA.
	Reuse of existing feature


3GPP


