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It is proposed to clarify that the MCPTT Service should apply application layer encryption to all MCPTT signalling and voice traffic.
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========= Change 1 ===============

5.14
Security

The MCPTT service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
The MCPTT service shall support MCPTT subscriptions referenced by MCPTT subscriber identities which shall be globally unique and independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator. The MCPTT subscription shall be part of the MCPTT application service domain and shall form the basis of MCPTT application layer security and shall identify an MCPTT User to the MCPTT service.

The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected MCPTT features prior to MCPTT User authentication.

The MCPTT service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted. The MCPTT service features available are based on the authenticated user identity(s). 

Subject to regulatory constraints, the MCPTT service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g.personality management, kill commands) that have the potential to disrupt the operation of the target UE.

The MCPTT service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs. 

End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

Subject to regulatory constraints, the MCPTT service shall provide a cryptographic key management service(s).

The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

========= End of change ===============

