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Clarify that Administrators can make changes, not limited to personalities, that take effect immediately or at a given time.

Miscellaneous Editorials.
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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Affiliated MCPTT Group Member: An MCPTT Group Member who has indicated an interest in the group and is allowed to receive and/or transmit Group Communications from/to the particular MCPTT Group. 

Automatic Commencement Private Call: A Private Call in which the initiation of the Private Call does not require any action on the part of the receiving MCPTT User.

Broadcast Group Call: A group call where the initiating MCPTT User expects no response from the other MCPTT Users, so that when his transmission is complete, so is the call. 

Call Commencement Mode: This is a setting that determines the conditions under which a call will start.

Dispatcher: A person who operates a device or system to allow access to MCPTT systems and services used for command and control purposes.
Floor control: This is the arbitration system in an MCPTT service that determines who has the authority to transmit (talk) at a point in time. This functionality is used in MCPTT Private Calls and MCPTT Group Calls.
Group-Broadcast Group: A collection of groups defined by the MCPTT Administrator (e.g. representing a particular organizational structure) and intended to be the recipients of Broadcast Group Calls. 

Group Regroup: The temporary combining of a multiplicity of groups into a single group.
Hang Time: A configurable maximum length of the inactivity (silence) period between consecutive MCPTT transmissions within the same call. After expiration of this time period a subsequent MCPTT transmission starts a new call.

Imminent Peril Call: A call prioritized in the event of immediate threat to any human life such as resulting from an authorized user's observation of or engagement in a situation involving imminent peril to the general public (e.g.forest fire about to encircle campers, tanker truck ready to explode near a school, casualties at scene of a car bombing). Imminent peril is an urgent call and highlights the potential of death or serious injury.

In-progress Emergency: An emergency condition for a group that has been accepted by the MCPTT service, but has not yet been cancelled by an authorized user.

In-progress Imminent Peril: An Imminent Peril Group Call was granted and it has not yet been cancelled by an authorized user.

Late call entry:.The activity that an affiliated MCPTT Group Member joins in an already established MCPTT Group Call.
Location: The current physical location (i.e. co-ordinates plus estimated accuracy and timestamp) of the MCPTT UE that can be cross-referenced to a map.

Losing audio: Audio of an overridden talker. Overridden audio is not dismissed, but instead allowed to be routed to suitable authorized receivers.

Manual Commencement Private Call: A Private Call in which the initiation of the Private Call requires the receiving MCPTT User to perform some action to accept or reject the Private Call setup.

MCPTT Administrator: An individual authorized to control parameters of the MCPTT service for an organization including, for example, user and group definition, user/group aliases, user priorities, group membership/priorities/hierarchies, security and privacy controls.

MCPTT Emergency Alert: A notification from the MCPTT UE to the MCPTT service that the MCPTT User has an emergency condition.

MCPTT Emergency Group Call: A group call processed with a very high level of priority. If required, in-progress group calls are pre-empted in order to provide the resources for the Emergency Group Call.

MCPTT Emergency State: A heightened condition of alarm for an MCPTT User indicating a need for immediate assistance due to a personal life-threatening situation.

MCPTT Group: A GCSE Group being used for MCPTT.

MCPTT Group Member: An MCPTT User who has been authorized to participate in Group Communications of a particular MCPTT Group.

MCPTT Request: The action taken by an MCPTT User to request the right to transmit voice on an MCPTT Session.

MCPTT Session: An MCPTT Session is an audio communication session established between MCPTT Users.

MCPTT system: Application in the UE and the infrastructure that provides the MCPTT service making use of capabilities included in GCSE (Group Communication System Enablers) and PROSE (Proximity Services) when working above a LTE network.

Editor's note: this definition needs to be checked against current usage of MCPTT System in this document.

MCPTT User: A user, enabled to avail himself of an MCPTT service, who has a UE with the capability to participate in MCPTT services.
MCPTT User Personality: Set of information that allows an MCPTT User to employ the MCPTT Service in a given role and/or from a given MCPTT device.
MCPTT User Profile: The totality of information about an MCPTT User held by the MCPTT Service, including all data necessary for providing service.
Mission Critical Organization: An end-user organization that includes MCPTT Users and/or UE, and can include MCPTT Administrators. A Mission Critical Organization can be hierarchical, with administrative control delegated within the organization or to an outside entity.

Off-Network MCPTT Service: The collection of functions required to provide MCPTT using ProSe Discovery and the ProSe Communication path described in TS 22.278 [5] as a direct communication between UEs using E-UTRA.
Participant: An MCPTT User who is currently receiving and/or transmitting in an MCPTT Group Call or a Private Call.

Participant type: Functional category of the participant (e.g. Normal, Supervisor, Dispatch, Supervisor Dispatch), typically defined by the MCPTT Administrators.



Pre-emption: The act of terminating on-going calls in order to free up resources for a higher priority call request.
Private Call: A two-way call between a pair of MCPTT users using the MCPTT service and MCPTT floor control.

Project 25 RFSS: A Project 25 Radio Frequency (RF) Subsystem as defined in the TIA-102 specifications.

Receiving MCPTT Group Member: An Affiliated MCPTT Group Member who is currently receiving Group Communication from an MCPTT Group.

Selected MCPTT Group: The MCPTT Group that a particular Affiliated MCPTT Group Member uses for transmission. 

System Call: A special case of a Broadcast Group Call that is transmitted to all users in a dynamically defined geographic area.

Talker ID: An application layer identity that uniquely identifies the current speaker and represents either an MCPTT User or, in P25 systems, a subscriber unit.

Top of Queue: When resources are not available to grant a call request, groups with "top of queue" priority are queued and are allocated system resources prior to any lower priority call requests.

Transmitting MCPTT Group Member: An Affiliated MCPTT Group Member who is currently transmitting a Group Communication to a Selected MCPTT Group.

User-Broadcast Group: A collection of users defined by the MCPTT Administrator (e.g. representing a particular organizational structure) and intended to be the recipients of Broadcast Group Calls.

User Regroup: The temporary combining of a multiplicity of users into a new group.
[...]
4.5
Overview of MCPTT UE and MCPTT User in the MCPTT Service

The MCPTT service supports MCPTT User Profiles. Each MCPTT User Profile corresponds to one and only one MCPTT User and contains, important information related to him vis a vis receiving the MCPTT service.The profile  includesthe MCPTT User identity, which is globally unique and independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator. Part of the content of the MCPTT User Profile (e.g. containing display preferences, some address books) can be set/modified/updated by the MCPTT User himself, but significant portions can be set/modified/updated only by other authorized persons. The MCPTT User Profile is stored permanently in database(s) associated with the infrastructure providing the MCPTT service, but relevant parts of the profile may be cached temporarily or permanently on certain MCPTT UEs. When stored on a MCPTT UE, the MCPTT User Profile associated with an MCPTT User may be confidentiality and integrity protected, with the information available only to a trusted application client associated to the MCPTT User, upon authentication. The user profile information can be synchronized automatically or on demand between the cache on the MCPTT UE and the main copy held in the database(s) of the MCPTT service infrastructure. The MCPTT User Profile is part of the MCPTT application service domain and forms the basis of MCPTT application layer security and identifies an MCPTT User to the MCPTT service.
Each MCPTT User has at least one personality stored in his profile, and may have several. One of the personalities is designated as the default personality. A personality may be associated with a specific device and/or with a specific situation ( e.g. user being off-duty, in a certain city, or playing a certain role). Parts of the user profile contains information common to all personalities while some parts contain information specific to only one personality. When the MCPTT Profile is synchronized between the infrastructure and a MCPTT device, the common information and the information about at least one of the personalities (the default personality or the personality associated with the MCPTT device) may be downloaded to the device and updated, as necessary. Subsequently and subject to permissions, the user may choose a different personality and the user profile associated with that personality will be downloaded and stored on the device. Only one personality is active at a time. Authorized persons can create, delete, alter personalities for a MCPTT User and/or pre-store on certain devices parts of the user profile associated to certain personalities. 
The MCPTT service supports MCPTT UEs which are able to connect to the MCPTT Service. The capabilities of an MCPTT UE are specified in the present document. The MCPTT Application that is resident on the MCPTT UE establishes this connection, employing application layer security in its connection to the MCPTT Service. An MCPTT UE is capable of operating in on-network and off-network modes.

4.5.1
MCPTT User association to MCPTT UE in on-network mode

Consistent with the EPS paradigm, when an MCPTT UE is powered on, it will access the LTE system, and connect to the EPC. During this phase, the credentials from a USIM application (or possibly, an ISIM application, if IMS is used) on a UICC associated with the MCPTT UE will be used for authentication with an HSS. This is followed by the MCPTT Application, resident on the MCPTT UE, establishing a connection, employing application layer security in its connection to the MCPTT Service.

-
An MCPTT UE with proper credentials of an MCPTT User at the time of connection to the MCPTT Service is able to authenticate using a specific MCPTT User identity (e.g. via an Identity Management service). After successful user authentication some portion of the MCPTT User profile (namely the part containing the default personality or the personality associated with the device) is made available to the MCPTT UE for use in both on-network and off-network operation modes.

-
An MCPTT UE without proper credentials of a specific MCPTT User at the time of connection to the MCPTT Service may be able to proceed using a default identity associated with the MCPTT UE itself. In this case, the MCPTT Service is capable of assigning a temporary MCPTT User Identity to this MCPTT UE. Some level of authentication may be attempted, and, depending on the results, an appropriate portion of the MCPTT User profile associated with this temporary MCPTT User Identity and with a personality is made available to the MCPTT UE for use in both on-network and off-network operation modes.

-
The MCPTT Administrator is able to define specific parameters and attributes (e.g. groups, MCPTT Emergency behavior, priority and QoS attributes) associated with a temporary MCPTT User Identity and personality for operation of the MCPTT UE for use in both on-network and off-network operation modes.

4.5.2
MCPTT User and MCPTT UE relationship

A user can enter his identifying/authenticating credentials (e.g. user name/ password, PIN, biometrics, asserted identity from a remote, trusted device). This step will typically give the MCPTT User access to local information and applications stored on the MCPTT UE, and in particular, to the MCPTT client application. 

The MCPTT service allows the same MCPTT User to sign in (and stay simultaneously signed in) from different MCPTT UEs. For example, an incident manager or commander may use a portable phone, a command tablet, a separate messaging unit, etc. Upon signing in, the portion of the user profile containing the appropriate personality for the device and the default situation will be downloaded to the device, unless already stored there, in which case only an update may be necessary. 
4.5.3
Shareable MCPTT UEs

The conceptual model for shareable MCPTT UEs is that of a pool of UEs, each UE being interchangeable with any other, and users randomly choosing one or more UEs from the pool, each user for his temporary exclusive use. A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User. 

An MCPTT User can simultaneously have several active MCPTT UEs, which, from an MCPTT service point of view, are addressable individually and/or collectively within the context of their association to the MCPTT User.

Figure 4.5.3.1 shows schematically some of the relationships between MCPTT Users and MCPTT UEs.
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Figure 4.5.3.1: Relationships between MCPTT Users and MCPTT UEs

4.5.4
MCPTT User association to MCPTT UE in off-network mode

A user can enter his identifying/authenticating credentials (e.g. user name/ password, PIN, biometrics, asserted identity from a remote, trusted device). This step will typically give the MCPTT User access to local information and applications stored on the MCPTT UE, and in particular, to the MCPTT client application.

After successful local user authentication some portion of the MCPTT User profile containing the appropriate personality information, which was previously made available to the MCPTT UE, is used for off-network operation mode. This previously configured MCPTT User profile information allows the MCPTT User to be identified using the same MCPTT User Identity and Personality Identity as in the on-network mode.

An MCPTT UE, without credentials of a specific MCPTT User, is able to operate in off-network mode, if so configured by an MCPTT Administrator. The MCPTT Administrator is able to define specific parameters and attributes (e.g. groups, MCPTT Emergency behavior, priority and QoS attributes) associated with a temporary MCPTT User Identity and Personality Identity for operation of the MCPTT UE in off-network operation mode.

[...]
5.10
Personality Management

An MCPTT capable UE shall be able to support one or more MCPTT User(s).

The MCPTT service shall provide a mechanism for an MCPTT Administrator and/or authorized user to manage personalities of an MCPTT User within their authority.
5.11
MCPTT User Profile

The MCPTT service shall ensure that each MCPTT User has a profile associated with it that records the MCPTT User's information, including permissions and privileges with respect to the MCPTT service. 
NOTE:
Examples of profile information includes: their Talker ID,which MCPTT Groups they are a member of, their Participant Type, personalities description, which authority they belong to, whether they can make/receive Private Calls, etc.

The MCPTT Service shall provide a means for an MCPTT Administrator to manage the MCPTT User Profiles for MCPTT Users within their authority.

[...]
5.14
Security

The MCPTT service shall provide a means to support confidentiality of all traffic.

The MCPTT service shall support MCPTT Users with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs. 
The MCPTT identities shall be part of the MCPTT application service domain and shall form the basis of the MCPTT application layer security for the the MCPTT service.

The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected MCPTT features prior to MCPTT User authentication.

The MCPTT service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted. 
NOTE:
The MCPTT service features available are based on the authenticated user identity(s). 

Subject to regulatory constraints, the MCPTT service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g. personality management, kill commands) that have the potential to disrupt the operation of the target UE.

The MCPTT service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs. 

End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

Subject to regulatory constraints, the MCPTT service shall provide a cryptographic key management service(s).

The cryptographic key management service(s) should support both pre-provisioning and over-the-air provisioning of cryptographic keys.

The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[...]
6.3
General Requirements

A PLMN shall be able to support multiple MCPTT Systems.
The MCPTT service shall provide a means by which authorized changes performed by an MCPTT Administrator will take effect immediately.

The MCPTT service shall provide a means by which authorized changes performed by an MCPTT Administrator will take effect at a specified date/time.

[...]
6.12
User Profile Management

The MCPTT service shall be able to dynamically modify one or more characteristics within the MCPTT User Profile while in use by the MCPTT User.



The MCPTT User Profile shall be construed to be sensitive user information and shall be provided end-to-end confidentiality when transferred between the MCPTT service and MCPTT UE.
[...]
7
MCPTT Service Requirements Specific to Off-Network use
7.0
Off-Network Push-to-Talk Overview

The MCPTT service while operating in off-network mode comprises a set or collection of functions necessary to provide Mission Critical Push to Talk over LTE (MCPTT) using a ProSe E-UTRA direct (UE-to-UE) Communication path (ProSe direct communication path) for transport. The ProSe direct communication path does not traverse the network infrastructure. 

Users operating Off-Network are either out of network coverage (not served by E-UTRAN) (e.g.in a remote mountain area fighting a forest fire 20 miles from the nearest network) or have selected a ProSe direct communication path for MCPTT while in network coverage. MCPTT Users operating Off-Network need to be in Prose direct communication range in order to communicate.

NOTE:
While the network will be a primary, reliable transport of MCPTT communications, there are many situations where MCPTT communications will be needed in areas where the network is not available, or coverage is not reliable.

MCPTT Users may be outside of the coverage of the fixed network, such as first responders in a rural area assisting in a response to a plane crash, fire fighters in a remote mountain area fighting a forest fire or police officers inside a residence responding to a domestic issue. Off-network MCPTT communications must be immediately accessible to users in the absence of the network.

MCPTT users in network coverage may be working in a confined area such as fire fighters fighting a structure fire where direct UE-to-UE communication is more desirable and reliable. Users can communicate directly with one another without having to overcome the resistance of a building and distance to the nearest base station to communicate with other members of their team inside the building that are nearby. 

To operate Off-Network, an MCPTT UE is capable of automatically switching to a ProSe direct communication path for use of MCPTT when detecting an off-network (out of coverage) condition. In addition a mechanism is provided for an authorized user to select (manually switch to) a ProSe direct communication path for use of Off-Network MCPTT Communications (e.g.while in network coverage).

When operating Off-Network, the MCPTT Service is provided by the MCPTT application on the UE as compared to operations on-network, where the MCPTT Application on the UE interacts with an MCPTT Server and the network to provide the MCPTT Service.

NOTE:
For MCPTT UEs that have selected a ProSe E-UTRA Direct Communication path for use of MCPTT while in network coverage, signalling with the network and MCPTT service may be available (e.g.radio resource allocation, personality management updates and cryptographic key management updates), while the MCPTT user transmissions would be direct between the MCPTT UEs (e.g.not traversing the network).

The Off-Network MCPTT Service builds upon ProSe enablers to establish, maintain and terminate the signaling and communication path(s) among the Off-Network users. To the extent feasible, it is expected that the end user's experience will be similar regardless if the MCPTT service is used with an EPC network or based on the use of a ProSe direct communication path.
The Off-Network MCPTT service is intended to support communication between a group of users (a group call), where each user has the ability to gain access to the right to talk in an arbitrated manner. However, the MCPTT service also supports private calls between pairs of users. 
When operating Off-Network the MCPTT service allows users to request the right to talk (transmit voice/audio) and provides a deterministic mechanism to arbitrate between requests that are in contention (i.e. floor control). 
The Off-network MCPTT service provides a means for a user with higher priority (e.g.emergency condition) to override (interrupt) the current talker. The Off-Network MCPTT service also supports a mechanism to limit the time a user is able to talk (hold the floor) thus permitting users of the same or lower priority a chance to gain the floor.
The Off-Network MCPTT service provides the means for a user to monitor activity on a number of separate calls and enables the user to switch focus to a chosen call. An Off-Network MCPTT service user may join an already established MCPTT group call (late call entry). In addition the Off-Network MCPTT service supports Talker ID and user location determination features.

For operation Off-Network (e.g. when out of network coverage), an MCPTT UE is pre-provisioned by an MCPTT Administrator and/or authorized user with the following in order to use MCPTT:

· A Talker ID associated with each MCPTT participant's subscription and authentication;

· An alphanumeric identifier (with a minimum length of N3) (i.e. Alias ID) for each Talker ID;

· A number of Off-Network MCPTT Groups for use by an MCPTT UE using ProSe;

· An alphanumeric identifier (i. e., Alias ID) for the authorized Off-Network MCPTT Groups;

· A Critical Communications Agency Name (CCA Name) if available, associated with each MCPTT User or Administrator;

· A number of Off-Network MCPTT Users for Private Call for which a UEs current user is authorized; and

· Authentication and end to end security keys.

An MCPTT UE operating Off-Network is capable of transmitting the Talker location information, Talker ID, Alias ID, Off-Network MCPTT Group, Group Alias ID and, if available, Critical Communications Agency Name (CCA Name) of the user who is talking (i.e. whose UE is transmitting) to all other users in a call including MCPTT UEs operating Off-Network that are late entering a call in progress. 

The Off-Network MCPTT Service is also able to use ProSe Relay capabilities defined in ProSe TS 22.278 [5] and GCSE_LTE TS 22.468 [6].
Editor's Note: clarification is needed on whether non-Public Safety users can use off network MCPTT. This is possible for ProSe Direct Communication under network coverage but not for ProSe Direct Communication out of network coverage, which is for public safety use only

 [...]
< *********** End Changes *************************** >
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