3GPP TSG-SA WG1 Meeting #67
S1-143536
Sophia-Antipolis, France, 18-22 Aug 2014  
(revision of S1-143182)
Title:
Use case of presenting supplemental caller information
Agenda Item:
8.8 FS_UC_SPOOF
Source:
Sprint
Contact:
Greg Schumacher <Gregory.schumacher@sprint.com>
Abstract: Proposed use case where the terminating network presents additional trusted information about the caller to help the called party verify the caller’s identity. 
---------- Use Case template ----------
x.1
Presenting supplemental caller trusted information
x.1.1
Description

When the terminating network supports calling number or caller identity verification, there is a need to present additional information about the caller to the called party to support the choice of the appropriate call treatment to apply such as answer the call, direct to voicemail, or direct to a network provided spoofed call information collection service.
x.1.2
Pre-conditions

Network A is a PLMN which employs automated spoofed call detection.
Network A has the ability to indicate to Alice at call alerting the automated spoofed call detection service’s trust of the claim by the caller as to their identity in the form of the calling number.

Network A has the ability to obtain supplemental information from a trusted third party about the caller identified by the calling number and verify that the caller is authorized to use the supplemental information.

Alice is a subscriber of Network X.

x.1.3
Service Flows

1. A family member calls Alice. The originating network authenticates the family member and verifies that the family member is authorized to use the family member’s calling number and address for presentation to the called party.
2. Network A’s automated spoofed call detection verifies that the family member’s calling number is authentic and they are authorized to use the calling number.
3. Network A’s automated spoofed call detection  obtains the home address of the caller  either from the originating network or a trusted third party, and verifies that the caller is authorized to use the addressfor presentation to the called party.
4. Network A verifies that there are no caller specified privacy restrictions on presenting the address to Alice.

5. Alice views the indication and based on the trust level plus the home address presented, decides to answer the call.

6. Later Alice’s dentist calls Alice from his mobile but indicates the call came from his office for privacy reasons. The originating network authenticates the dentist’s mobile and verifies that the dentist is authorized to use his office phone number and  office address when calling from his mobile.  The office number and office address is included in the call setup and is securely protected by the originating network.

7. Network A’s automated spoofed call detection verifies that the dentist’s calling number is authentic and is authorized to use the calling number.

8. Network A’s automated spoofed call detection also verifies that the address delivered is authentic and the caller is authorized to use the address.

9. Network A verifies that there no caller specified privacy restrictions on presenting the address to Alice.

10. Alice view the indication of the call and based on the trust level plus the office address, decides to answer the call from her dentist.
x.1.4
Post-conditions
The network is able to provide supplemental caller information to the user either from a trusted source or through trust verification when included in the call signalling at the beginning of a call.
The network presents a trust level of the supplemental information to the called party.
The user takes the network trust level and trusted supplemental information into consideration when deciding what call treatment to apply to the call.

x.1.5
Potential Impacts or Interactions with Existing Services/Features
Potentially supplemental information about the caller would be presented to the called user at call alerting from the terminating network.
Presentation of caller supplemental information will be determined by any caller privacy settings and operator privacy policies.
x.1.6
Potential Requirements
The terminating network and UE shall provide the ability to present supplemental originating caller information such as address to the called user.

The terminating network and UE shall enforce any callng user’s privacy settings contained in the call signalling as well as any operator privacy policies for the presentation of any supplemental originating caller information. 
The terminating network shall be able obtain supplemental caller information from trusted third party sources.

The terminating network shall be able to verify the authenticity of supplemental caller information delivered as part of call signalling from the originating network.
The terminating network shall be able to verity that the caller is authorized to use the delivered supplemental caller information.
The terminating network shall be able to present a trust level of the caller supplemental information to the called party.
