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***************************************First change*****************************************

5.1
User reporting a spoofed call

5.1.1
Description

This use case describes how the called user is able to report a spoofed call not detected by the network.
5.1.2
Pre-conditions

Network X is a PLMN which employs automated spoofed call detection.

Peter is a subscriber of Network X. 

Percival is a subscriber of Network 9.

Network 9 is a network which does not validate any subscriber’s authenticity.
5.1.3
Service Flows

1. Percival, as part of an illegal solicitation organization initiates a call to Peter changing his caller identityto an identity Percival is not authorized to use..

2. Network 9 delivers the call attempt with the spoofed caller identity to Network X.

3. The spoofed call detection in Network X is unable to identify the call as a spoofed call.

4, Network X presents the caller identity provided by Percival to Peter along with an indication that Network X can neither confirm nor repudiate the caller identity.
5. Peter does not recognize the caller identity and becomes suspicious that Network X is unable to verify the authentication of and the authorization to use the caller identity.

6. Peter indicates to Network X that the call is believed to be spoofed, and does not answer the call.

7, Percival’s provided caller identity information is investigated by Network X’s fraud unit and determined to be part of a criminal activity.

8. Network X’s fraud unit adds the spoofed caller identity to the spoofed call blacklist to block future call attempts with the same caller identity characteristics.

5.1.4
Post-conditions

Peter is able to report a spoofed call (either before the call is answered, during the call, or after the call is completed) which goes undetected by the spoofed call detection. This allows the Network X operator to investigate the spoofed caller identity and take actions on enhancing the spoof call detection and support further fraud and criminal investigations.
5.1.5
Potential Impacts or Interactions with Existing Services/Features

This use case describes a service contains elements which are similar to existing services such as Malicious Communication IDentification (MCID). Comparison with existing service definitions is discussed later in this specification.

5.1.6
Potential Requirements

1. The user shall be able to notify the network, either before the call is answered, during the call, or after the call is completed, that an incoming call or call attempt is believed to have spoofed caller identity.


2. The network operator shall be able to take further action based on this indication of an undetected spoofed call or call attempt.

5.2
User reporting a call incorrectly determined to be a spoofed call
5.2.1
Description

This use case describes how a user indicates to the network that specific calls which the network has determined to be  spoofed calls, contain an authentic caller identity, and exceptions are required for the specific caller identity for calls to that user.
5.2.2
Pre-conditions

Network X is a PLMN which employs automated spoofed call detection.

Network X provides its users with the ability to review the history of selected incoming call and call attempts determined by the network to be spoofed calls

Peter is a subscriber of Network X. 

Sandra is Peter’s daughter and is in another country for college studies and needs additional funds from her parents.

5.2.3
Service Flows

1. Sandra calls Peter from a phone in the country she is studying in.

2. The call is identified by Network X as a spoofed call and blocked. 

3. Network X records the call attempt in Peter’s spoofed call history.

4. Peter finds out that Sandra has been trying to reach him, and accesses his spoofed call history provided by Network X.

5. Peter discovers that Sandra’s calls are being blocked.

6. Peter indicates to Network X that calls from the country that Sandra is in should not be blocked as spoofed calls and should be delivered to Peter in the future.

5.2.4
Post-conditions

Sandra is finally able to call Peter to ask for additional funds for her studies.
5.2.5
Potential Impacts or Interactions with Existing Services/Features

This use case describes a service containing elements which are similar to existing services such as blacklists. Comparison with existing service definitions is discussed later in this specification.

5.2.6
Potential Requirements

1. The user shall be able to notify the network that calls that had been determined to be spoofed and possibly blocked by the network are either not spoofed calls or an exception is needed for the particular user.

2. The network operator shall be able to take further action based on this user notification that a spoofed call or call attempt detected to be spoofed is not considered spoofed by the user or an exception for the particular user is required.

5.3
User accessing spoofed call history information
5.3.1
Description

This use case describes the capabilities  to view the history of spoofed calls to the user which  will be needed to have available when spoofed calls are provided a treatment such that the user isn’t aware of the call attempt when it arrives in the terminating network.  The treatment can include call blocking, redirecting the call to record a message in a voicemail spam folder or an announcement regarding illegal call spoofing.
5.3.2
Pre-conditions

Network X is a PLMN which employs automated spoofed call detection.

Network X provides its users with the ability to review the history of selected incoming call and call attempts identified by the network as spoofed calls.

Peter is a subscriber of Network X. 

5.3.3
Service Flows

1. Network X sends Peter a notice that there has been some recent spoofed call activity and the history is listed for Peter to review.

2. Network X lists the calls and call attempts identified as spoofed for the past 30 days.

2. Peter accesses the list and reviews the incoming spoofed call attempts.

3. Several spoofed call attempts Peter doesn’t recognize and believes they are spoofed call attempts.  Peter deletes these from the list so he doesn’t have to review them again in the future.

4. Peter identifies one call which he does not consider to be a spoofed call.  Peter indicates to the network that this call was incorrectly determined to be a spoofed call.  Peter then deletes this call from the list so he doesn’t have to review it again. 
5.3.4
Post-conditions

Peter is able to review his network selected spoofed call history list to identify any incoming calls and incoming call attempts incorrectly determined to be spoofed calls.

5.3.5
Potential Impacts or Interactions with Existing Services/Features

None identified.

5.3.6
Potential Requirements

1. The user shall be able to review the selected history list of spoofed calls and call attempts to the user and determined by the network to be  spoofed calls.

2. The network shall be able to select the history list of spoofed calls and call attempts to present to users for review.

3. Within the selected history list of spoofed calls and call attempts, the user shall be able to manage the list entries depending on operator policy.

*********************************************end of first change********************
�Greg, so Peter will get some sort of indication that the caller identity has not been verified, right?





