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1. Introduction

In providing the authentication of the caller and the caller’s authorization to use a provided caller ID to the callee (who receives the call), the caller’s network may have two possibilities: being capable of providing  a secure assertion of the authenticity of the caller and that caller’s authorization to use the caller ID or not being capable. When the caller’s network is not capable of providing authenticity of and authorization to use the caller’s ID, the callee has confusion about the received caller ID information whether it is not spoofed ID (i.e., authenticated and authorized one) or it is a spoof caller ID provided by non-authenticating or non-authorizing network network. Therefore, it is not enough to provide an indication that the caller’s ID is authenticated and authorized.
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---------- Use Case template ----------
x.1
Presenting the trust level of the caller’s claimed identity
x.1.1
Description

When the terminating network supports calling number or caller identity verification, there is a need for the terminating network to receive and present this trust level to the called party. This trust level is provided to support the useris choice of appropriate call treatment to apply such as answer the call, direct to voicemail, or direct to a network provided spoofed call information collection service.
x.1.2
Pre-conditions

Network A  is a PLMN which employs automated spoofed call detection.

Network A has the ability to indicate to Alice at call alerting the automated spoofed call detection service’s trust of the claim by the caller as to their identity in the form of the calling number.

Alice is a subscriber of Network X.

x.1.3
Service Flows

1. A family member calls Alice.

2. Network A’s automated spoofed call detection verifies that the family member’s calling number is authentic and they are authorized to use the calling number.

3. Network A presents the call to Alice along with an indication that there is a high level of trust in the caller’s identity.

4. Alice views the indication and based on the trust indication, decides to answer the call.

5. Later a robo-call system places a call to Alice using a random phone number as the originating number.

6. Network A’s automated spoofed call detection detects that the calling number is spoofed, that the robo-call system is not authorized to use the number.

7. Network A presents the call to Alice along with an indication that there is a high level of mistrust in the caller’s identity.

8. Alice views the indication and based on the mistrust indication, decides to apply the Network A’s service to redirect the call to Network A’s spoofed call information collection service.

9. Still later, Alice’s son traveling on another continent calls.  The originating network does not support caller identity verification and does not provide the appropriate verification information with the call.

10. Network A’s automated spoofed call detection is unable to verify  whether the calling number is authentic and the caller is authorized to use the calling number.

11. Network A presents the call to Alice along with an indication that the network was unable to determine the trust level of the caller’s identity.

12. Alice views the indication and even though the network is not able to establish a trust level, recognizes the calling number as her son’s, decides to answer the call.

x.1.4
Post-conditions
The terminating network presents its determination of the trust level of the caller’s claimed identity in the form of calling number at the time the call is presented to the user.

The called party takes the network trust level into consideration when deciding what call treatment to apply to the call.

x.1.5
Potential Impacts or Interactions with Existing Services/Features
Potentially additional information (trust level) would be presented to the called user at call alerting from the terminating network.

Potential additional call treatment options can be made available to the user to direct spoofed calls to a spoofed call information collection function.
x.1.6
Potential Requirements
The terminating network and UE shall provide the ability to present a trust level regarding the originating caller’s claimed identity to the user along with the call delivery.

The terminating network and UE shall be able to provide to the user, incoming call treatment which includes the choice of identifying spoofed calls for which call information needs to be collected for further investigation.
