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Abstract: Proposal to clarify the distinction between User and UE subscriptions
Draft TS 22.179 makes many references to the “MCPTT UE”, however, this term is really confusing two concepts – capability and credentials.  There are MCPTT capable UEs and there are MCPTT Users with allocated security credentials.  Bearer level security and authorisation of the UE is based around the mobile subscription referenced by the globally unique identity assigned by the network operator (IMSI).  MCPTT service authentication and authorisation should be based around the concept of an MCPTT application service subscription and should probably be referenced by a globally unique MCPTT Subscriber Identity.

It is assumed that MCPTT subscriptions and mobile subscriptions should be independent.  It needs to be decided whether there is a requirement for MCPTT capable UEs to support multiple MCPTT subscriptions, which would permit device sharing between public safety officers, while retaining separate feature authorisation and user identities. 
In many places in the TS there is reference to “an authorised MCPTT UE”.  Most of these references should probably be changed to reference an “authorised MCPTT User”, while some places should refer to an “MCPTT capable UE”.
Proposals:

1. There is a requirement for an MCPTT (Application Service) Subscription which will encompass the credentials that will discriminate MCPTT Users.
2. The MCPTT Subscription will be referenced by a globally unique identity (independent of the IMSI).

3. MCPTT capable UEs may support multiple MCPTT Subscriptions.
4. Agree the proposed text changes to the draft TS included below. These text changes will capture proposals 1-3.
5. Agree that there is a need to, consistently within the TS, distinguish between places where a reference to “an MCPTT capable UE” is appropriate and those places where a reference to “an MCPTT User” or an “an authorised MCPTT User” is what is necessary.
If proposal 5 is agreed we would be happy to prepare a suitable contribution to identify the necessary changes.

Proposed text changes:

<< FIRST CHANGE >>
5.8
Personality Management

An MCPTT capable UE shall be able to support one or more MCPTT subscriptions.
The MCPTT service shall provide a mechanism for MCPTT UE personality provisioning by an MCPTT Administrator and/or authorized user.

5.9
Location

The MCPTT service shall support conveyance of precise location information provided by the MCPTT UE.

The MCPTT service shall provide for the flexibility to convey future formats of location information.

The MCPTT service shall provide a means for MCPTT Administrators to manage the privacy of location information for MCPTT Users within their authority.

5.10
Security

The MCPTT service shall provide a means to support confidentiality of all traffic.

The MCPTT service shall support MCPTT subscriptions referenced by MCPTT subscriber identities which shall be globally unique and independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator. The MCPTT subscription shall be part of the MCPTT application service domain and shall form the basis of MCPTT application layer security and shall identify an MCPTT User to the MCPTT service..
The MCPTT service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

The MCPTT service shall provide a means by which an authorized MCPTT UE is allowed access to selected MCPTT features prior to MCPTT User authentication.

The MCPTT service shall require authentication of the MCPTT User before service access to all authorised MCPTT features is granted.  The MCPTT service features available are based on the authenticated user identity(s). 

Subject to regulatory constraints, the MCPTT service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., personality management, kill commands) that have the potential to disrupt the operation of the target UE.

The MCPTT service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs. 

End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

Subject to regulatory constraints, the MCPTT service shall provide a cryptographic key management service(s).

The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

<< END OF CHANGES >>

