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Abstract: This contribution proposes to remove the Editor’s notes from clause 6.19, Security.
To remove the Editor’s notes it is proposed that the Security clause be subdivided and add introduction text.  The first Editor’s note now has its own subclause to which the editor’s note alluded.  The second Editor’s note now also has its own subclause to permit inclusion into the security clause.
========= Changes ===============

6.19
Security
6.19.1
Overview
Security covers areas designed to protect the confidentiality, integrity, and availability of information that is processed, stored, and transmitted.  The security requirements listed here cover the areas of cryptographic protocols, authentication, access control, and regulatory issues.

6.19.2
Cryptographic protocols

The MCPTT service shall employ open cryptographic standards, subject to applicable local policy (e.g., Federal Information Processing Standards (FIPS) 140-2).

The MCPTT service shall allow for update to new cryptographic operations and methods without obsoleting existing operations and methods, or requiring upgrade of all user equipment simultaneously.

The MCPTT service shall allow for the coexistence of a multiplicity of cryptographic suites. The definition and identification of cryptographic suites and algorithms may not all be within the scope of 3GPP.

Note: A "cryptographic suite" is a consistent collection of cryptographic operations (e.g., encryption and message authentication) spanning the totality of required cryptographic operations for MCPTT.  That is, if MCPTT requires a stream cipher, a message authentication code, and a secure hash, then counter-mode AES-256, CMAC with AES-256 as an underlying cipher, and SHA-512 would constitute a cryptographic suite for MCPTT

6.19.3
Authentication
The MCPTT service shall provide a means by which an MCPTT UE can require authentication of the MCPTT service.

6.19.5
Regulatory issues

The MCPTT service shall support lawful interception.


6.19.4 Access control

The MCPTT service shall support suspending or disabling of access from an MCPTT UE or an MCPTT User to the MCPTT service.


The security solution for the MCPTT service shall minimise the impact of a compromised MCPTT UE on other MCPTT UEs.
�Intentional out of sequence numbering.  Clause will be moved to the correct place according to this numbering.





