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Abstract
This Tdoc proposes several corrections for the IP connection establishment use cases (4.1, 4.2 and 4.3). 

Discussion

The following are proposed:

Changes applicable to all cases (4.1, 4.2 & 4.3)

-
User permissions allowing the connection to be revoked at any time. 

This requirement is necessary to prevent unwanted sharing or reception of data (spam) and accruing air time and other charges. While the requirement applies to all cases it hasn’t been added to 4.3 as 4.3 is assumed to inherit all of the ProSe requirements regarding user permission.

Changes specific to section 4.1:

While providing a globally routable IP address is a necessary step in establishing a connection under 4.1, specific operator authorization and revocation is also required. This will allow SA2 to provide different solutions to protect the operator’s IP space. The proposed text adds a requirement for operator’s authorization and its revocation. 
Changes specific to section 4.3:

-
Change of title

Case 4.3 is mistitled. The current title “Automated IP Connectivity Establishment for UEs with Private IP Addresses” misses the essence of the clause which is that this mode is meant as a fallback for ProSe established connection. Whether a private or public (globally routable) address does exist is secondary and the clause should apply to both. The proposed title is therefore “Automated IP Connectivity Establishment as a fallback to a ProSe direct connection”. Therefore also in pre-conditions:
· UEs may have a private IP address 
This use case is considered to be a fallback for ProSe when a direct path cannot be supported and is indeed the only way currently available to comply with this ProSe requirement. In particular, the prose requirement that (TS22.273 C40):

The user shall not perceive the switching of user traffic sessions between the ProSe E-UTRA Communication and EPC Paths when triggered by the network. This requirement is not applicable to ProSe Group Communication and ProSe Broadcast Communication.

Requires that the experience of the Prose user isn’t substantially changed when using this mode and in particular his or her expectations regarding security and compliance with user’s permission are met. Therefore we propose to:

· Add in the service flows and requirements that the statement that users are not aware of the path change

· Add the requirement that ProSe permissions and authorizations are inherited when eICBD is activated as a fallback to ProSe.
Some requirements on MNOs reformulated to requirements on the HPLMN. 

<<<<<<<<<

1’st text change
>>>>>>>>>>>>>>>>>>
4
Scenarios and Use Cases

4.1
UE requests a Globally Routable IP Address from its MNO
4.1.1
Description

Bill and Dave are students at USC.  USC maintains a P2P server that manages a database of media content that students want to share with each other. 

Dave took videos of the Homecoming football game using his UE and wants to share them.  However, Dave’s UE does not have globally routable IP address, so he has his UE request one from his MNO and indicate his desired access permissions (i.e. which UE(s) and/or IP address(es) have permission to access it via IP).  Once Dave’s UE gets a globally routable IP address, Dave logs into USC’s P2P server and updates his profile to advertise his Homecoming game videos and publish his globally routable IP address along with them. (Note: a "globally routable IP address" can be a personally assigned public IP address, an IP address to the UE’s firewall and a port number to the UE, etc.) 

Later, Bill logs into the server, finds Dave’s videos, chooses one to watch, and clicks to download it.  

At a later date, Dave’s MNO informs him that his globally routable IP address is no longer available, so he logs onto USC’s P2P server and suspends his content offerings. 

4.1.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs and are associated with different LTE base stations.

-
Bill and Dave are registered with USC’s P2P server.

-
Dave has Homecoming football game videos on his UE that he wants to advertise on USC’s P2P server.

-
Dave’s MNO enables his UE to request and receive a  globally routable IP address and indicate his desired access permissions. 

4.1.3
Service Flows

-
Dave requests a  globally routable IP address with certain access permissions from his MNO.

-
Dave’s MNO provides his UE with a  globally routable IP address that has desired access permissions.

-
Dave logs into USC’s P2P server, updates his profile to include information about the Homecoming football game videos he wants to share along with his UE’s newly acquired globally routable IP address, and then logs out.

-
Later, Bill logs into USC’s P2P server, finds Dave’s video, and clicks to download it.

-
Bill’s UE establishes a P2P session with Dave’s UE using the globally routable IP address provided in Dave’s profile and downloads the video from Dave’s UE.

-
At a later date, Dave’s MNO informs him that his assigned globally routable IP address is no longer available, so he logs onto USC’s P2P server and suspends his content offerings.

4.1.4
Post-conditions

-
Dave’s UE has a private IP address.
4.1.5
Potential Impacts or Interactions with Existing Services/Features

-
This may interact with ProSe service continuity features.

4.1.6
Potential Requirements

-
A UE shall be able to request a globally routable IP address from its HPLMN and indicate which UE(s) and/or IP address(es) have permission to send data to it. 
-
A UE may on a per UE basis revoke permission to send it data using the previously provided globally routable IP address.
-
An HPLMN shall be able to provide a globally routable IP address to a UE and limit access to it per the UE’s indicated permissions.
-
An HPLMN shall be able to withdraw a UE’s globally routable IP address and inform the UE that it no longer has a globally routable IP address.
-
An HPLMN shall be able to revoke authorization of access to a globally routable IP address on a per UE basis

<<<<<<<<<
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4.2 
UE requests its MNO to help create IP connection to another UE 
4.2.1
Description

Bill wants to compete in a P2P video game on his UE against his friend, Dave.  However, since neither Bill nor Dave has a public IP address, Bill’s UE requests his MNO to help it create an IP connection with Dave’s UE.

4.2.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs, and their UEs are associated with LTE eNBs.

-
Neither Bill’s nor Dave’s UEs have public IP addresses, but their UEs are equipped with a service that allows them to request/receive assistance from their MNOs to help create IP connections to other UEs.

-
Bill’s and Dave’s MNOs are equipped to assist UEs with establishing IP connections between UEs belonging to the same or different MNOs.

-
Bill and Dave have the same P2P gaming application on their UEs.

4.2.3
Service Flows

-
Bill starts the P2P gaming application on his UE and enters the game “lobby” to look for other users currently interested in playing the game.

-
Bill sees that his friend Dave is in the game "lobby" and invites him to compete.

-
Dave receives an invitation via the game "lobby" on his UE and accepts it.

-
Bill and Dave negotiate game rules and P2P session parameters via the game “lobby”. 

-
Bill’s UE is chosen to be the game’s P2P session server, prompting Dave’s UE to forward its UE and MNO identifiers to Bill’s UE.

-
Bill’s UE requests his MNO to help establish an IP connection to Dave’s UE using the identifiers provided by Dave’s UE.

-
Bill’s MNO contacts Dave’s MNO and together they help establish an IP connection between the UEs.

4.2.4
Post-conditions

-
Bill and Dave are competing with each other in a P2P session over an IP connection created with help from their MNOs.

4.2.5
Potential Impacts or Interactions with Existing Services/Features

FFS
4.2.6
Potential Requirements

-
A UE shall be able to request help from its HPLMN in establishing an IP connection to another UE that does not have a globally routable IP address. The UEs may be in the same or different HPLMNs.

-
An HPLMN shall be able to inquire of a UE whether a specific UE has permission to connect to it over IP.
-
An HPLMN shall be able to revoke authorization of access to a globally routable IP address on a per UE basis

-
A HPLMN shall be able to terminate IP connections for one of its UEs.
Editor’s Note: How a UE indicates access permission is FFS.
<<<<<<<<<
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4.3
Automated IP Connectivity Establishment as a fallback to a ProSe direct connection
4.3.1
Description

Bill and Dave have UEs that are engaged in a P2P session over a direct radio link.  Both UEs are signed up for ProSe.  The MNOs are equipped to collaboratively facilitate the establishment of IP connectivity between UEs with private addresses.  ProSe takes advantage of this MNO capability to provide Bill’s and Dave’s UEs with IP connectivity over the infrastructure path before they lose their direct radio link, thereby guaranteeing service continuity.

4.3.2
Pre-conditions

-
Bill and Dave are subscribers of LTE services deployed by different MNOs, and their UEs are associated with LTE eNBs.

-
Bill’s and Dave’s UEs may have private IP addresses.

-
Bill’s and Dave’s MNOs are equipped to facilitate the establishment of IP connectivity between UEs with private IP addresses.

-
Bill’s and Dave’s UEs are engaged in a P2P session over a direct radio link.

-
Bill’s and Dave’s UEs are subscribed to their MNOs’ ProSe.

4.3.3
Service Flows

-
Bill’s MNO’s ProSe detects that Bill’s and Dave’s direct radio link may fail in the very near future, which triggers the MNO to contact Dave’s MNO to facilitate the establishment of IP connectivity over the infrastructure path to ensure service continuity before the direct radio link fails.

-
Bill’s and Dave’s MNOs facilitate the establishment of IP connectivity between the UEs over the infrastructure path.

-
Bill’s and Dave’s direct radio link begins to fail prompting a move of their P2P session to the established IP connection on the infrastructure path. Bill and Dave are unaware of the change in data path.
4.3.4
Post-conditions

-
Bill and Dave are engaged in their P2P session over the IP connection on the infrastructure path.

4.3.5
Potential Impacts or Interactions with Existing Services/Features

-
This may interact with ProSe service continuity features

4.3.6
Potential Requirements

-
A UE and its serving PLMN shall be able to agree upon triggers that will cause the Serving PLMN to automatically assist the UE in establishing IP connectivity to another UE. The UEs may belong to the same or different MNOs.
-
Users are not aware of the path switch between ProSe direct and eICBD paths
-
All of ProSe permissions and authorizations are inherited by this mode.
