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Abstract
As a follow-up to the discussion paper presented by Qualcomm in SA1 #65 in Taipei (see S1-140109), this contribution is proposed text for Annex B to TR 22.806 titled “ACDC Background Information”.

***** BEGIN 1st CHANGE *****
Annex B:
ACDC Background Information
B.1
Purpose and nature of access control
B.1.1
Impact of modern applications on the network

Recent wireless data communication trends include presence of MTC devices and applications in increasing numbers, and proliferation of web-based applications such as social networking and cloud computing.  One of the consequences of these trends is increasing frequency of network access by UEs.  New MTC applications (e.g., health and wellness, smart highways), as well as social networking and cloud computing trends are characterized with ever more frequent network access, with the tendency toward small payload and large signalling overhead.

As a consequence of all these trends, Random Access Channel (RACH) resources in the RAN nodes will tend to be heavily utilized, and if not considerably over-dimensioned, could create a bottleneck in a variety of operational scenarios.  Moreover, in situations of heavy traffic load, unfulfilled service initiation attempts worsen congestion as service requests are repeatedly denied by the network.
ACDC aims to prioritize services to lessen these impacts, preventing system capacity loss and degraded performance.
B.1.2
Controlling traffic ingress 
Traditional usage of access control was for protecting the network in certain failure or emergency situations, e.g. save Core Network from deluge of registrations at network cold restart, or enable emergency communications to selected users (e.g., police).  
With recent trends described above, excessive access frequency can snowball and bring down radio network when there is network congestion.  As access channel occupancy and probe collision rate increase, uplink receiver performance deteriorates, as colliding access probe add to the receiver noise.  In a properly dimensioned network access channel overload or high level of congestion will be rare, but they could occur in uncontrolled/unplanned circumstances.  This calls for automatic controls illustrated in Figure B-1 below.

[image: image1.emf]Ratio of un-

served/served 

access attempts 

Control Algorithm

…

RAN Perf. 

Statistics

Uplink Receiver 

Rise over Thermal 

(ROT) 

DL Packet 

Queuing Delays

Broadcast 

SIB

Access Attempts

RACH occupancy

UE


Fig. B-1:  Access control 
To account for unplanned circumstances in which congestion occurs, access controls are running always-on, functioning as follows.
As shown in the figure, RAN node continuously computes performance statistics (typically moving averages) for a variety of parameters, including:
· RACH occupancy: Percent of RACH resources occupied by access probes from UEs being served by the subject RAN node;

· Ratio of unserved/served access attempts: Percentage of access attempts that are rejected relative to those that are served;

· Uplink receiver noise performance;

· Packet queuing delay statistics;
· Etc.
In principle, a combination of these parameters can be used to control access attempts, but consider a simple case where RACH occupancy is the only RAN performance statistic used for loop control.  As access attempts from UEs within a cell increase, RACH occupancy rises in that cell.  RAN control algorithm consists of computing the required access attempt rate decrease so that RACH occupancy is maintained below a threshold value (to preclude unacceptably high probe collision rate).  This is translated into System Information Block (SIB) parameters pertaining to ACDC, which would be required to decrease access attempt rate.  As these SIB parameter values are broadcast, UEs receive them, and obey them by decreasing access attempts to the degree indicated; thus reversing RACH occupancy trend.
SIB information elementss for each ACDC category are computed, so that the target of compound required access attempts reduction is kept.  Effectively, barring rate values are distributed among ACDC categories, with higher barring rates for lower priority categories.  The compound figure is needed since there is a single RACH applicable to all ACDC categories.  Broadcast SIB information elements can convey a huge range of access deferrals for each ACDC category, from open access to completely barred, providing much flexibility to deal with a range of practical situations that can arise in network operations.
B.1.3
OAM aspects of ACDC operation
It’s important to emphasize that wireless network operator has full control of ACDC operation, despite appearance of (e)NB autonomy.  This is schematically illustrated in Fig. B-2 below.
In a one-time or infrequent operation, the OAM Server sets up ACDC related parameters in (e)NBs, e.g. list of performance statistics of influence in the control algorithm, how they are to be combined, how sensitive are the control parameters to the performance indicators, how rapidly the system responds to changes in those performance indicators, etc.  Operator can also arm or disarm the ACDC system as a whole, by issuing the appropriate commands to (e)NBs.  This is also a one-time or in-frequent operation, not to be confused with the control algorithm operation itself, which is automatic upon arming it.
Monitoring and incident reporting is performed by (e)NBs in real-time.
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Fig. B-2:  Simplified OAM view of ACDC

B.1.4
ACDC categories and control range
In the UEs, applications are ranked by importance and classified into ACDC categories.  Such classification allows operator to suppress access of least important categories first, and escalate into more important ones if severity of congestion requires (see diagram in Fig. B-3below).  This requires one-time or infrequent provisioning of ACDC categories in the UE, which is accomplished by the HPLMN.
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Fig. B-3:  ACDC Categories Control Hierarchy
The concept of stochastic access control introduced in EUTRAN several system releases prior can be extended to ACDC.  In that approach, rather than binary control (barred/unbarred), ACB classes 0~9 are collapsed into a single class, with controls providing shades of gray via random access deferral, up to access blocking.  Random deferrals increase with severity of congestion, which is communicated to UEs via control messages: barring rate and mean duration of access control.  This approach is most efficient, requiring few SIB bits with large control range.  Also, an existing UE algorithm can largely be reused for ACDC.
Stochastic control is applied to each ACDC category independently, but with hierarchy indicated in Fig. B-3.  Prior to launching an app, UE applies the matching category ACDC controls broadcast in the appropriate SIB.

B.2
UE provisioning and operational impact of ACDC 

B.2.1
UE provisioning considerations
One of the more difficult aspects of ACDC is UE provisioning of ACDC categories, which is considerably more complex than ACB Provisioning.  For ACB, provisioning of basic classes 0 – 9 has been automatic: UEs are randomly hashed, typically by assigning the last digit of IMSI as ACB Class.  Provisioning of classes ACB 11~15 are specific to subscription.  OTA provisioning can be used for such purpose.  If an operator has processes in place for ACB 11~15 provisioning OTA, they can be extended to ACDC, though some adjustments would be needed.
Provisioning burden for single-function (e.g., MTC) devices can be considerably reduced.  Many types of such UEs can be provisioned at time of manufacture, for example utility meter MTC modules when manufactured/installed, or specialized medical devices when equipped with MTC modules.  Alternatively, those devices can be provisioned at the time of activation.  The single-function MTC UE is assigned appropriate ACDC category, e.g., based on subscription profile.  The network provisions the UE accordingly, using OTA or other procedures.

Multi-function UE provisioning (e.g., smartphone) is considerably more complex, because ACDC is applied by the UE on the basis on type of application/service invoked.  For example, when a smartphone is used for voice service, it applies a relatively high ACDC Category 2.  But when running a Calendar application with update tolerance of several minutes, smartphone applies ACDC category 5, which is relatively low.
In order to provision ACDC categories in smartphones, operator can implement specific policies, including category assignment, e.g.: Initial set of apps loaded in the smart-phone at time of activation are allocated specific categories, while any application later downloaded by user is given lowest category as a default.  Operator can subsequently “promote” an app by re-provisioning.
Multiple implementation options exist for run-time ACDC, i.e. matching the app/service to its assigned category prior to app launch, and correctly acting upon network imposed controls.  This is an internal UE function and probably not subject to standardization.  As in other forms of access control, integrity aspects are critical, and can be verified by qualification tests.  Notably, no new security threat has been identified compared to ACB integrity.
In conclusion, operator can have considerable control over ACDC degree and complexity of provisioning.  If ACB classes 11~15 are deployed, operator can expand that approach in provisioning single-function MTC UEs.  Operator can gradually expand to ever more sophisticated provisioning, introducing new ACDC categories over time.  ACDC categories for specialized (single-function) devices, such as many types of MTC devices, can also be provisioned at the point of manufacture, thus considerably lessening the provisioning burden.  Deployment of ACDC for multi-function UEs, such as smartphones or MTC devices running different types of apps (e.g. automotive), is most complex, and requires a mature ecosystem of UE Operating System and Application developers.
B.2.2
Access control operating regimes 

There are two basic modes of usage of access controls: static (“scripted” )and dynamic (automatic).  This is not discussed in the TS 22.011, since it’s largely an operational issue.  This distinction could have some impact on future SA5 specifications.  Beyond some anticipated SA5 impact, the implementation of control algorithms is largely internal to the RAN nodes, as well as other nodes (e.g., an OAM application server), and not subject to standardization.
The static operating regime (can be also called “scripted”) is often used to protect core network elements from deluge of registrations (location updates), for example, at the time of network cold start upon shutdown for the purpose of system upgrade.  In this regime, a “script” is run by the OAM applications server to allow access gradually, (E)NodeB by (E)NodeB, and access class by access class (or by gradually relaxing stochastic control parameters from blocked toward completely open access).
In the dynamic operating regime (automatic), access control SIB parameters are derived by each (E)NodeB independently, based on the real-time performance parameters in that (E)NodeB.  These parameters react automatically to volume of access attempts observed by the (E)NodeB, as well as other factors associated with traffic volume and congestion in the (E)NodeB, to regulate access attempts.  The access is kept open if those parameters are within defined operating limits.  Operator can define such limits and set the parameters.  Operator can also specify other parameters, such as control time constants, and aggressiveness of access controls, but the methodology does not involve a centrally operated scripted set of controls executed in real time.
Various hybrid operating regimes are also feasible.  For example, in a variant of static regime, rather than adjusting access control parameters via a prescribed script over a sequence of (E)NodeBs while dwelling on each (E)NodeB for a pre-set amount of time, automatic control is enabled one (E)NodeB at time, and the decision to move to a new (E)NodeB in a sequence is made automatically when access channel occupancy in the current (E)NodeB falls below a certain threshold.
B.2.3
Control algorithm in the RAN

Implementation of closed loop ACDC control algorithm in the RAN is a complex task (refer to Fig. B-1, which illustrates some algorithm components).  One of the critical questions is how does the RAN node combine various indications of congestion level to come up with effective access barring rate algorithm which protects the RAN/CN, while not overreaching (needlessly impeding access).  Additionally, rules of escalation to ever higher category need to be implemented.  Little, if anything, is subject to standardization, since this is primarily an internal RAN function controlled with OAM parameters, as shown.
Complexity of this task is marginally increased with increasing number of ACDC categories, hence a relatively ample number of categories can be planned in the standard, even if they are not immediately consumed.  Bulk of work in implementing the control algorithm consists of fine tuning and operationally testing it.  The rest is primarily a policy question for the operator – how to treat ACDC classes relative to each other.
ACDC controls can be initially deployed with flexible parameters allowing adjustments and fine tuning.  Control algorithm can be adjusted and refined based on operational experience.  Same applies for other forms of access control.  For example, since legacy UEs don’t support ACDC, operator will need to rely on ACB being applied simultaneously with ACDC.  As the penetration of ACDC-capable UEs increase, the ACB and ACDC controls will have to be adjusted to account for the proportion of ACDC capable UEs in the system.
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